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Preface

INDOCRYPT 2001, the Second Annual Crypto Conference, is proof of the sig-
nificant amount of enthusiasm generated among Indian as well as International
crypto communities. INDOCRYPT 2001 was organized by the Indian Institute of
Technology, Madras and the Institute of Mathematical Sciences, also located in
Madras (now Chennai). This event was enthusiastically co-sponsored by eAlca-
traz Consulting Private Ltd, Chennai, Odyssey Technologies Ltd, Chennai, and
Shanmuga Arts Science Technology and Research Academy (SASTRA), Than-
javur. The Program Committee Co-chair, Prof.C.Pandu Rangan was responsible
for local organization and registration.

The Program Committee considered 77 papers and selected 31 papers for
presentation. These papers were selected on the basis of perceived originality,
guality, and relevance to the field of cryptography. The proceedings include the
revised version of the accepted papers. Revisions were not checked as to their
contents and authors bear full responsibility for the contents of their submissions.

The selection of papers is a very challenging and demanding task. We wish to
thank the Program Committee members who did an excellent job in reviewing
the submissions in spite of severe time constraints imposed by the tight pro-
cessing schedule. Each submission was reviewed by at least three referees (only
a few by two). The Program Committee was ably assisted by a large number
of reviewers in their area of expertise. The list of reviewers has been provided
separately. Our thanks go to all of them.

The conference program included three invited lectures by Prof. Andrew
Klapper, University of Kentucky, USA, Dr. Anne Canteaut, INRIA, France, and
Dr. Tatsuaki Okamoto, NTT Labs, Japan. In addition to these three invited
lectures, pre-conference and post-conference tutorials were conducted by Ra-
marathnam Venkatesan, Microsoft, Redmond, USA on Random Number Gen-
erators: Theory and Practice and by Dipankar Dasgupta, The University of
Memphis, USA on a Bio-Inspired Approach to Computer Security. Industrial
presentations on the best practices were also scheduled during these days.

Our sincere thanks goes to Springer-Verlag, in particular to Mr. Alfred Hof-
mann, for publishing the proceedings of INDOCRYPT 2001 as a volume in their
prestigious LNCS series. We are also indebted to Prof. Bimal Roy and Prof.
C.E.Veni Madhavan and to all the members of the Steering Committee for their
valuable advice and suggestions. We gratefully acknowledge the financial sup-
port extended by our co-sponsors and ‘Golden’ sponsors. We wish to make a
special mention of the enthusiastic financial support extended by IIT Madras
Alumni Association in North America, (IITMAANA) enabling a large number
of students and faculty members from various universities in India to attend the
conference.

This conference handled all the submissions as well as refereeing in electronic
form. The ERNET centre located at IIT Madras, coordinated by Prof. S.V.
Raghavan, provided excellent internet services at every stage of this conference.



VI

We wish to place on record our sincere thanks to Prof. R. Natarajan, Director,
IIT, Madras, Prof. C.R. Muthukrishnan, Deputy Director, 11T, Madras and Prof.
Srinivasa Murthy, Dean, IC&SR, IIT, Madras for encouraging and supporting
the conference in every possible way.

Finally we wish to thank all the authors who submitted papers, making this
conference possible, and the authors of accpeted papers for updating their pa-
pers in a timely fashion, making the production of these proceedings possible.

December 2001 Pandu Rangan C
Cunsheng Ding
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Cryptographic Functions and Design Criteria
for Block Ciphers

Anne Canteaut

INRIA - projet CODES,
BP 105, 78153 Le Chesnay, France
Anne.Canteaut@inria.fr

Abstract. Most last-round attacks on iterated block ciphers provide
some design criteria for the round function. Here, we focus on the links
between the underlying properties. Most notably, we investigate the re-
lations between the functions which oppose a high resistance to linear
cryptanalysis and to diCerkntial cryptanalysis.

1 Introduction

The development of cryptanalysis in the last ten years has led to the defini-
tion of some design criteria for block ciphers. These criteria correspond to some
mathematical properties of the round function which is used in an iterated block
cipher. They essentially concern the confusion part of the round function, usu-
ally named S-box. Most notably, the use of a highly nonlinear round function
ensures a high resistance to linear attacks. Similarly, the resistance to di Lerkntial
attacks is related to some properties of the derivatives of the round function. The
functions which are optimal regarding these criteria are respectively called al-
most bent and almost perfect nonlinear. For instance, such functions are used in
the block cipher MISTY [26]. However, these functions present some particular
properties which may introduce other weaknesses in the cipher (e.g. see [17]).

This paper describes the link between the design criteria related to dilert
ential attacks, linear attacks and higher order dilerential attacks. We provide
some tools for establishing a general relationship between the nonlinearity of a
function and its resistance to di [erkential attacks. Most notably, we give a char-
acterization of almost bent functions using some divisibility property of their
Walsh coe [ciehts. We also show that this structure is specific of optimal func-
tions. Most results in this paper rely on a joined work with P. Charpin and
H. Dobbertin [6/4]5].

The following section reviews the design criteria associated to some classi-
cal last-round attacks. Section 3 focuses on the functions which ensure the best
resistance to di[erkntial attacks, to linear attacks and to higher order di[erkn-
tial attacks. We show in Section 4 that these optimal functions are related to
other optimal objects which appear in di Lerknt areas of telecommunications. For
example, almost bent functions correspond to particular error-correcting codes
and to pairs of m-sequences with preferred crosscorrelation. Section 5 presents
the links between the previous design criteria, especially for the case of optimal
functions.

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 1{186] 2001.
€_Springer-Verlag Berlin Heidelberg 2001



2 A. Canteaut
2 Last-Round Attacks on Iterated Block Ciphers

In an iterated block cipher, the ciphertext is obtained by iteratively applying a
keyed round function F to the plaintext. In an r-round iterated cipher, we have

Xi = F(Xi—1,Kj) forl=si<r,

where Xg is the plaintext, X, is the ciphertext and the r-round keys (Kg,...,K\)
are usually derived from a unique secret key by a key schedule algorithm. For
any fixed round key K, the round function Fk : x B F (X, K) is a permutation
of the set of n-bit vectors, F5, where n is the block size.

Most attacks on iterated block ciphers consist in recovering the last round
key K, from the knowledge of some pairs of plaintexts and ciphertexts. For this
purpose, we consider the reduced cipher, i.e., the cipher obtained by removing
the final round of the original cipher. The reduced cipher corresponds to the
function G = Fk,_, °...°Fk,. The key point in a last-round attack is to be able
to distinguish the reduced cipher from a random permutation for all round keys
Ki,...,K—1. If such a discriminator can be found, some information on K, can
be recovered by checking whether, for a given value k;, the function

X0 B Fiot(%e)

satisfies this property or not, where X (resp. X,) denotes the plaintext (resp. the
ciphertext). The values of k. for which the expected statistical bias is observed
are candidates for the correct last-round key.

Di [erknt discriminators can be exploited. Most notably, a last-round attack
can be performed when the reduced cipher satisfies one of the following proper-
ties:

The reduced cipher G has a derivative, D,G : x B G(x+a) +G(x), which is
not uniformly distributed. This discriminator leads to a di Lerkntial attack [I];
There exists a linear combination of the n output bits of the reduced cipher
which is close to an a [nelfunction. This leads to a linear attack [24/25];
The reduced cipher has a constant k-th derivative for a small k. This leads
to a higher order di[erential attack [20];

The reduced cipher, seen as a univariate polynomial in Fn[X], is close to
a low-degree polynomial. This leads to an interpolation attack [17] or to an
improved version using Sudan’s algorithm [16].

In most cases, such a property on the reduced cipher can be detected only if
the round function presents a similar weakness. Therefore, a necessary condition
for an iterated cipher to resist these attacks is to use a round function which
does not present any of the previous characteristics. Then, the round function
should satisfy the following properties for any round key K:

(i) Forany a [(Hy, a 0, the output distribution of DaFk : X B F (X +a) +
Fi (X) should be close to the uniform distribution;
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(ii) For any a [HY, a E 0, the Boolean function x B a - Fk (x) should be far
away from all a [Cnelfunctions;

(iii) The Boolean functions x B a - F (X) should have a high degree;

(iv) The function Fi, seen as a univariate polynomial in Fon[X], should be far
away from all low-degree polynomials.

Some of these conditions may be su [cieht in particular cases to guarantee
that the iterated cipher resists the corresponding attack (e.g. see [31]).

Note that the first three properties are invariant under both right and left
composition by a linear permutation of F5. Then, they only concern the con-
fusion part of the round function. In the following, we only investigate the first
three properties, since the mathematical nature of the last criterion is quite
di Lerent.

3 Almost Perfect Round Functions

A Boolean function f of n variables is a function from F} into F,. It can be
expressed as a polynomial in Xg,...,Xn, called its algebraic normal form. The
degree of f, denoted by deg(f), is the degree of its algebraic normal form.

3.1 Resistance against Dilerential Attacks

The resistance of an iterated cipher with round function Fi against di[lerkn-
tial cryptanalysis can be quantified by some properties of the derivatives (or
di Lerentials) of Fi.

Definition 1. [22] Let F be a function from F} into FJ'. For any a [CH}, the
derivative of F with respect to a is the function

DoaF(X)=F(x+a)+F(X).

For any k-dimensional subspace V of F3, the k-th derivative of F with respect
to V is the function

DyF =Dy, Da,...DaF ,

where (a,...,ax) is any basis of V.

k

It is clear that an iterated cipher is vulnerable to a di[erkntial attack if there
exists two nonzero elements a and b in F} such that, for any round key K, the
number of x [CHY satisfying

F(x+a)+Fx(X)=b (€]
is high. Therefore, a necessary security condition is that, for any K,

O, = max #{x CH, F(x +a) + Fr(x) = b}
a,

should be small. It clearly appears that the number of solutions of Equation (I
is even (because Xg is a solution if and only if X + a is a solution). Then, we
deduce
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Proposition 1. [31] For any function F from F} into FZ, we have
O =2.

In case of equality, F is said to be almost perfect nonlinear (APN).
Note that the terminology APN comes from the general bound

O = 2n—m

for a function from F3 into F3', where the functions achieving this bound are
called perfect nonlinear functions [28]. Such functions only exist when n is even
and n = 2m [29].

The definition of APN functions can be expressed in terms of second deriva-
tives:

Proposition 2. A function F from F} into F} is APN if and only if, for any
nonzero elements a and b in F3, with a & b, we have

DaDpF (x) B0 for all x [H .

All known APN functions are functions of an odd number of variables. Ac-
tually, it is conjectured that, for any function F from F4 into F5 with n even,
we have

O =4.

This statement is proved for some particular cases, most notably for power func-
tions [210].

3.2 Resistance against Linear Attacks

The resistance against linear attacks involves the Walsh spectrum of the round
function.

In the following, the usual dot product between two vectors x and y is denoted
by x-y. For any a [CH, ¢q is the linear function of n variables: x B o - x. For
any Boolean function f of n variables, we denote by F(f) the following value
related to the Walsh (or Fourier) transform of f:

1
F(f) = (-1 = 2" —2wi(F) ,
x [EJ

where wt(f) is the Hamming weight of T, i.e., the number of x [CH such that
f(x) =1.

Definition 2. The Walsh spectrum of a Boolean function f of n variables f is

the multiset
{F(f +¢o),a CE}.

The Walsh spectrum of a vectorial function F from F} into F} consists of the
Walsh spectra of all Boolean functions ¢q > F : X B a- F(X), a & 0. Therefore,
it corresponds to the multiset

{F(da°F +dp), a CE;\{0},B [H}.
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The security criterion corresponding to linear cryptanalysis is that all func-
tions ¢ ° Fk, a & 0 should be far away from all a Cnelfunctions. This require-
ment is related to the nonlinearity of the functions Fi.

Definition 3. The nonlinearity of a function F from F3 into F} is the Ham-
ming distance between all ¢4 - F,a CHY, a B 0, and the set of a [nelfunctions.
It is given by

1
n-1_ -~ = o
2 2L(F) where L(F) O(max FEnax |F(da o F + ¢p)] .

Proposition 3. [339] For any function F : F} - F7%,
L(F)=2"F .
In case of equality F is called almost bent (AB).
For a function F from FZ into F5', we have
L(F) =22

where the functions achieving this bound are called bent functions. It was proved
that a function is bent if and only if it is perfect nonlinear [28129].

The minimum value of L(F) where F is a function from F} into F3 can only
be achieved when n is odd. For even n, some functions with L(F) = 22*! are
known and it is conjectured that this value is the minimum [32//12].

3.3 Resistance against Higher Order Di[erential Attacks

In a higher order dilerential attack, the attacker exploits the existence of a
k-dimensional subspace V [CE¥ such that the reduced cipher G satisfies

Dy G(x) =c forall x [

where c is a constant which does not depend on the round keys Kq,...Ky—;. A
natural candidate for V arises when the degree of the reduced cipher is known.

Definition 4. The degree of a function F from F} into F} is the maximum
degree of its Boolean components:
deg(F) = max deg(Pe; ° F)
l=<i=n

where (es, ..., en) denotes the canonical basis of F5.
Actually, we have

Proposition 4. [22] Let F be a function from F} into FJ of degree d. Then,
for any (d + 1)-dimensional subspace V [E¥, we have

DyF(x)=0 forall x [H .

Note that the dimension of the smallest subspace V satisfying Dy F = 0 may be
smaller than deg(F) + 1.
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4 Related Objects

The results concerning almost perfect functions widely apply in several areas
of telecommunications: almost perfect nonlinear and almost bent functions are
related to metric properties of some linear codes, especially of binary cyclic
codes with two zeros. Almost bent power functions also correspond to pairs of
maximum-length sequences with preferred crosscorrelation.

4.1 Links with Error-Correcting Codes

Carlet, Charpin and Zinoviev have pointed out that both APN and AB properties
can be expressed in terms of error-correcting codes [8].

Since both APN and AB properties are invariant under translation, we here
only consider the functions F such that F(0,...,0) = 0. We use standard nota-
tion of the algebraic coding theory (see [23]). Any k-dimensional subspace of F5
is called a binary linear code of length n and dimension k and is denoted by [n, K].
Any [n, k]-linear code C is associated with its dual [n, n—Kk]-code, denoted by C =

CE{x ), x-c=0I[IC}.

Any k x n binary matrix G defines an [n, k]-binary linear code C:

C ={xG,x [Fk}

We then say that G is a generator matrix of C.
Let (aj,1 < i < 2") denote the set of all nonzero elements of F5. We consider
the linear binary code Cg of length (2" — 1) and dimension 2n defined by the

generator matrix
1 1
(o 61 (0 0] Oz ... Oon

F(o1) F(az) F(03) ... F(aan) ()

where each entry in F3 is viewed as a binary column vector of length n. It clearly
appears that any codeword in Cg corresponds to a vector (a-aj +b-F(j),1 <
i < 2"). Therefore, its Hamming weight is given by

Gg =

#{i,1<i<2", a-ai+b-F(ai)=1}=2”_l—%F(¢b°F+¢a)-

Moreover, a vector (Cy, .. .,Czn) belongs to the dual code Ct—if and only if
r—
ciaj =0 and ciF(aj) =0.
i=1 i=1

Then, we obviously have that the minimum distance of C-is' at least 3. Moreover,
there exist three di [erknt indexes iy, iy, i3 such that
F (ail) +F (aiz) +F (ais) +F (ail +a, + aia) =0
if and only if Cl—ebntains a codeword of Hamming weight 4 (or 3 if o, + aj, +
i, = 0).
Therefore, we obtain the following correspondence:
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Theorem 1. [8] Let F be a permutation from F} into FS with F(0) = 0. Let
Ck be the linear binary code of length 2" — 1 and dimension 2n with generator
matrix Gg described by (2). Then,

®
L(F)= Cur%aggo [2" —2wt(c)] .

In particular, for odd n, F is AB if and only if for any non-zero codeword
¢ LCE,

2"l _ 2% <wi(c) = 2" +2"F .
(i) F is APN if and only if the code Ct—Has minimum distance 5.

When the vector space F% is identified with the finite field F2n, the function F
can be expressed as a unique polynomial of F,n[X]. Now, we focus on power
functions F, i.e., F (X) = xS over Fn. In that case, the linear code Cl-absociated
to x B x® is a binary cyclic code of length (2" — 1) with two zeros.

Definition 5. A linear binary code C of length N is cyclic if for any codeword
(co,...,Cn—1) in C, the vector (cn—1,Co,--.,Cn—2) IS also in C.

I__Nu__iach vector (Co,...,Cn—1) B is associated with the polynomial c(X) =

i—o CiX'in Ry = FY[X]/(XN — 1), any binary cyclic code of length N is
an ideal of Ry . Since Ry is a principal domain, any cyclic code C of length N
is generated by a unigue monic polynomial g having minimal degree. This poly-
nomial is called the generator polynomial of the code and its roots are the zeros
of C. For N = 2" — 1, the defining set of C is then the set

1C)={i (O, ---,2" — 2} a' is a zero of C} .

where a is a primitive element of F,n. Since C is a binary code, its defining set is
a union of 2-cyclotomic cosets modulo (2" — 1), Cl(a), where Cl(a) = {2)a mod
(2" — 1)}. Therefore, the defining set of a binary cyclic code of length (2" — 1)
is usually identified with the representatives of the corresponding 2-cyclotomic
cosets modulo (2" — 1). In this context, the linear code Cg associated to the
power function F : x B x® on Fn is defined by the following generator matrix:

_ laa?.. a2
GF= g, o@-2s
Then, the dual code Cl—¢bnsists of all binary vectors ¢ of length (2" — 1) such
that ¢ GI = 0. The code Cid therefore the binary cyclic code of length (2" —1)
with defining set {1, s}.

4.2 Crosscorrelation of a Pair of Binary m-sequences

A binary sequence (Uj)i=o generated by a linear feedback shift register (LFSR)
of length n has maximal period when the feedback polynomial of the LFSR is
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primitive. Such a sequence is called an m-sequence of length (2" —1). A binary m-
sequence of length (2™ —1) is identified with the binary vector of length (2" —1)
consisting of its first (2" —1) bits. A further property of m-sequences is that they
are almost uncorrelated with their cyclic shifts. This property is important in
many communication systems (as radar communications or transmissions using
spread-spectrum techniques) since it is often required that a signal can be easily
distinguished from any time-shifted version of itself. It is well-known that for
any m-sequence u of length (2" — 1) there exists a unique ¢ [Hyn \ {0} such
that _
O10<i<2"—2, uj=Tr(ca")

where a is a root of the feedback polynomial of the LFSR generating u (i.e., a is
a primitive element of F,n) and Tr denotes the trace function from Fzn to F».

When a communication system uses a set of several signals (usually corre-
sponding to diLerent users), it is also required that each of these signals can be
easily distinguished from any other signal in the set and its time-shifted ver-
sions. This property is of great importance especially in code-division multiple
access systems. The distance between a sequence u and all cyclic shifts of another
sequence v can be computed with the crosscorrelation function:

Definition 6. Let u and v be two di Lerknt binary sequences of length N. The
crosscorrelation function between u and v, denoted by 8, ., is defined as

NEE——
9u,v(T) = (_:I-)ui_wi-'—T .
i=0

The corresponding crosscorrelation spectrum is the multiset
{eu'v(T), 0 =T N - 1} .

Since By v(T) = N —2wt(u + a®v) where o denotes the cyclic shift operator,
the above mentioned applications use pairs of sequences (u, v) such that |6, (T)|
is small for all T [0,...,N — 1}.

If u and v are two di [erknt binary m-sequences of length (2" —1), there exists
an integer s in {0,...,2" — 2} and a pair (cy1,c;) of non-zero elements of Fon
such that

L10<i<2"—2, uj =Tr(cia") and vi = Tr(c.a®") .

If c1 = ¢z, the sequence v is said to be a decimation by s of u. Writing ¢, = odt
and ¢, = odz, the crosscorrelation function for the pair (u,Vv) is given by:

znltlTr(ai+jl+C(Si+j2+T) 1 Tr(ar?ajlfrc)l(+xs])
Buv(T) = (-1) = (-1 ,

i=0 x [Ef
where 5= j, + 1. It follows that the corresponding crosscorrelation spectrum

does not depend on the choice of j,. It is then su Lcieht to study the pairs (u, v)
where v is a decimation by s of u.
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Now, we show that the crosscorrelation spectrum of pairs of binary m-
sequences is related to the Walsh spectrum of a power function.

Proposition 5. Let n and s be two positive integers such that gcd(s,2"—1) =1
and s is not a power of 2. Let {65(1), 0 < 1 < 2" — 2} be the crosscorrelation
spectrum between an m-sequence of length (2" — 1) and its decimation by s. Let
F be the power function x B x° over Fan. Then, for any a [CHY, a E 0, we
have

{8s(1), 0=sT1=2"-2} ={F(¢a > F +¢p) — 1, [, \{0}} .

Most notably,
max 2|es(r) +1|=L(F).

O=t=2"—

In particular when n is odd, the lowest possible value for max; |8s(T) + 1] is
n+1
z .

Definition 7. The crosscorrelation 6, between two m-sequences u and v of
length (2" —1) is said to be preferred if it satisfies

max |8y v(T) + 1| = 2"
T

Therefore, the decimations s which lead to a preferred crosscorrelation exactly
correspond to the exponents s such that x @ x5 is an almost bent permutation
over Fon.

5 Relations between the Security Criteria

Now, we establish the links between both APN and AB properties. Chabaud and
Vaudenay [9] proved that any AB function is APN. Here, we refine this result,
since we give a necessary and su [cieht condition for an APN function to be AB.
We use the following relation involving the Walsh coe [ciehts of a function.

Proposition 6. Let F be a function from F3 into F}. Then, we have

FH (0o o F +¢p) =2°"1(2" — 1) +22"A
o [EZ\{0} B [EZ

where A = #{(x,a,b) [(FD)3, aE0,bE0,a8b, such that D,DyF (x) = 0}.
Most notably, we have

F40a o F +¢p) = 2°"1(2" — 1),
o [EJ\(0} B [F]

with equality if and only if F is APN.
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Proof. For any Boolean function f of n variables, we have [3, Prop. I1.1]

1 1
FA4(F + ¢p) = 2" F(DaDyf) .

B EZ a,b CEQ
By applying this relation to all ¢ > F, we deduce

C T 1
S= F*da ° F + ¢p)
a [(EP\{0} B

=2" F(DaDy(¢q ° F))

a \{0}a,b
CTResE

F (¢ ° DaDyF)

o \{0}a,b
=2" F (¢o © DaDyF) — 2"
a,b [(EY o [(FY

where the last equality is obtained by adding the terms corresponding to a =0
in the sum. Now, for any a,b [CEE, we have

1 C 11 1
F (¢ © DaDyF) = (1) PabeF ()
alE7 aLEJ x[E]
Using that
(—1)*Y = 2" if y = 0 and 0 otherwise,
aLE7
we obtain
1
F(bo ° DaDpF) = 2"#{x [H), DaDyF(x) =0} .
alE]
Therefore,

S =22"#{x,a,b [HY, DaDyF (x) =0} —2°" .
Since DaDLF = 0 when eithera=0o0r b=0o0r a =", we get

S =22"[2"(3(2" — 1) + 1) + A] — 2*"
=2°"2" 1) +2°"'A

Since A = 0 with equality if and only if F is APN (see Proposition[Z), we obtain
the expected result.

We then derive the following theorem.

Theorem 2. Let F be a function from Fj into F5. Let
A =#{(x,a,b) [(FY)3 a&0,bE0,asb, such that DD,F(x) = 0} .

Then, we have
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O]
A< (2" —1)(L(F)?—2"*1) |

where equality holds if and only if the values occurring in the Walsh spec-
trum of F belong to {0, =L (F)}.
(ii) For any positive integer [$uch that all nonzero Walsh coe LCciehts of F
satisfy
IF($a o F +bp)| = [

we have
A= (2" —1)(21- 2"

where equality holds if and only if the values occurring in the Walsh spec-
trum of F belong to {0, =}l

Proof. Let [be a positive integer. Let I (DJdenote the following quantity

T 11 1
(D)= F4(¢G°F +¢B)_EF2(¢O(°F + dp)
a \{0} B
] ]
= F2(¢G°F+¢B) F2(¢G°F+¢B)_|ﬁ .
a [E3\{0} B [E7]
By combining Proposition [6land Parseval’s relation, we obtain that

(0= 23" — 1) + 22"A — 22" (2" — 1) [A]
— 22n(2n _ 1)(2n+1 _ @ + ZZnA .
Now, any term in the sum defining I (DJsatisfies
| [

F?(¢a o F + ) FX(daF +dp) — B <0 if 0<|F(¢pa°F +¢p)| < I
=0 if |F(¢a > F + ¢p)| {0, +
>0 if [F(¢a > F + dp)| > TJ

This implies that all terms appearing in 1 (L(F)) are negative. Then, we have
A= (2" —1(LF)>-2"Y,

with equality if and only if all terms in the sum are zero. This situation only
occurs if the values occurring in the Walsh spectrum of F belong to {0, £L(F)}.
Similarly, if all nonzero Walsh coe [ciehts of F satisfy

|F(¢a o F +¢p)| = L]
then all terms appearing in 1 (DJare positive. Therefore,
A= (2" —1)(2- 2" |

with equality if and only if all terms in the sum are zero.
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Another proof of this result can be obtained by using the error-correcting code
corresponding to F [6]. In that case, the proof is based on Pless identities and
on some techniques due to Kasami [18]. As a direct application of the previous
theorem, we derive a characterization of almost bent functions.

Corollary 1. Let n be an odd integer and let F be a function from F5 into F5.
Then, F is AB if and only if F is APN and all its Walsh coe [ciehts are divisible

n+1

by 272",

Proof. F is AB if and only if L(F) = 2("*1/2_Using Theorem 21 (i), we obtain
that A < 0. Since A is a non-negative integer, it follows that A =0, i.e., F is
APN. Moreover, the upper bound given in Theorem[Z (i) is achieved. Therefore,
the values occurring in the Walsh spectrum of F belong to {0, £2("*1/2} This
implies that all Walsh coe [Cights are divisible by 2("*+1/2,

Conversely, if all Walsh coe [ciehts are divisible by 2("*1/2 then all nonzero
Walsh coe Lciehts satisfy

|F(¢pg o F + ¢B)| > o(n+1)/2

From Theorem [2Z] (i) applied to [ 2("*D/2 we obtain A = 0. If F is APN, we
have A = 0 and the lower bound given in Theorem [ (ii) is reached. Therefore,
the values occurring in the Walsh spectrum of F belong to {0, +2("*1/2} This
implies that F is AB.

Note that both properties of AB functions derived from the su Lcieht condition
in the previous corollary have been proved in [9].

A first consequence of the divisibility of the Walsh coe LCciehts of an AB
function is the following upper bound on its degree. This bound can be derived
from [7, Lemma 3].

Corollary 2. [8] Let n be an odd integer and F be an AB function from F%}
into F§. Then,

deg(F) = n+l .

Therefore, there exists a trade-o Cbktween the security criteria involved by linear
cryptanalysis and by higher order di Lerential attacks.

When F is a power function, F : x B x5, the corresponding code Cg is the
dual of the binary cyclic code of length (2" — 1) with defining set {1, s} (see
Section[4.TI)). The weight divisibility of a cyclic code can be obtained by applying
McEliece’s theorem:

Theorem 3. [27] The weights of all codewords in a binary cyclic code C are
exactly divisible by 25if and only if [Cis the smallest number such that (3 1)
nonzeros of C (with repetitions allowed) have product 1.

This leads to the following characterization of AB power functions.
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Corollary 3. Let n be an odd integer and let F : x B x° be a power function
over Fon. Then, F is AB if and only if F is APN and

M 1<u=2"—1, wy(usmod (2" — 1)) < ”T_l + Wa(U)

where wy(u) corresponds to the number of 1s in the 2-adic expansion of u.

Thanks to McEliece’s theorem, the determination of the values of s such that
X B x% is almost bent on F,n is reduced to a combinatorial problem. Most
notably, this technique was directly used to prove that some power functions
are AB [5]15]. Moreover, it leads to a very e Lcieht method for proving that a
given power function is not AB. For example, the APN power function x 3 x°
over Fosg with s = 249 + 239 + 220 + 29 — 1 does not satisfy the condition of
Corollary 3 [6].

These recent results lead to the following list (up to equivalence) of known
AB permutations (Table [)). All these functions are power functions. Here, we
only give one exponent per cyclotomic coset modulo (2" —1). We do not mention
the exponent corresponding to the inverse permutation (which is AB too).

Table 1. Known AB power permutations x* on Fan

exponents s ‘condition on n‘ ‘
2'+1withged(i,n)=1land1<i< (n—1)/2 [13,30]
221 — 21 + 1 withged(i,n)=1and 2<i< (n—1)/2 [19]
272" +3 5]
2% 2% -1 n=1mod4 | [15]
2" + 2% 1 n=3mod4 | [15]

When n is even, the smallest known value of L(F) for a function F from
D into FJ is L(F) = 2"/2*1, The only known functions (up to equivalence)
achieving this bound are power functions. Since power permutations cannot be
APN, it clearly appears that the security criteria corresponding to di Lerkntial
cryptanalysis and to linear cryptanalysis are not so strongly related. Moreover,
the divisibility of the Walsh coe [ciehts of these highly nonlinear functions varies.
In particular, the degree of such a function is not upper-bounded since there is no
requirement on the divisibility of the Walsh coe Lciehts. Table 2] gives all known
power functions achieving the highest known nonlinearity and the divisibility of
their Walsh coe [ciehts.

6 Conclusion

The functions which opposes the best resistance to linear cryptanalysis possess
a very strong algebraic structure. The AB property appears very restrictive. In
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Table 2. Known power permutations x° on Fzn with the highest nonlinearity and
highest divisibility of their Walsh coe [ciehts

exponents s condition on n‘divisibility‘ ‘

21— 22 [21]
2'+1withged(i,n)=2 | n=2mod4 | 22*' |[13]30]
22 — 2 + 1 with gcd(i,n) =2| n=2mod 4 | 22*! [19]

Lnﬁ—l' - n -

o 2™ with ged(k,n) =1 | n=0mod 4 22 [12]
n n—+2 n

22 42774 +1 n=2mod4 | 22*! [11]

22 +2271+1 n=2mod4 | 22*' | [1I]

22 424 +1 n=4mod 8 2% [12]

particular, AB functions also guarantee the highest possible resistance against
di Cerential cryptanalysis. But, besides the APN property, they can be charac-
terized by the divisibility of their Walsh coe [ciehts. This particular structure
leads to an upper-bound on their degree (it then limits their resistance against
higher order diLerkntial attacks) and it may introduce some other weaknesses.
Therefore, it seems preferable to use as round function a function whose nonlin-
earity is high but not optimal. Most notably, the functions of an even number of
variables which have the highest known nonlinearity do not present any similar
properties. As an example, the inverse function over a finite field Fon with n
even (used in AES) olerk a very high resistance against di [erential, linear and
higher order dilerential attacks. Moreover, its Walsh coe [ciehts are divisible
by 4 only (which is the lowest possible divisibility).
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Abstract. One approach to secure mobile agent execution is restrict-
ing the agent route to trusted environments. A necessary condition for
this approach to be practical is that the agent route be protected. Pre-
vious proposals for agent route protection either oler low security or
suled from high computational costs due to cryptographic operations.
We present two fast, hash-based mechanisms for agent route protection.
The first solution relies on hash collisions and focuses on minimizing the
computational cost of route verification by hosts along the route; the
cost is shifted to the stage of route protection by the agent owner. The
second solution uses Merkle trees and minimizes the cost of route pro-
tection by the agent owner, so that a single digital signature su [ced to
protect the whole route; for hosts along the route, the verification cost is
similar to the cost of previous schemes in the literature, namely one dig-
ital signature verification per route step. The first solution is especially
suitable for agent routes which go through heavily loaded hosts (to avoid
denial of service or long delay). The second solution is more adapted to
mitigating the bottleneck at agent owners who are expected to launch a
great deal of agents. Both solutions provide independent protection for
each route step and can be extended to handle flexible itineraries.

Keywords: Mobile agent security, agent route protection, hash colli-
sions, Merkle trees.

1 Introduction

It is increasingly di Ccullt for individuals to take advantage of the exponentially
growing wealth of information on the Internet. Mobile agents can be very helpful,
as they are programs that roam the network searching for products that fit best
buyer requirements. The mobility property raises important security issues: (i)
it is important to protect network hosts against malicious agents; (ii) agents
should also be protected against malicious hosts. The first problem is analogous
to anti-viral protection, and has thus profusely been studied. The second problem
consists of attacks to modify the route or the code of the mobile agent by a
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malicious host which may or may not be in the initial agent route. Only a few
(non-exclusive) approaches to protecting agents against malicious hosts have
been proposed:

— Encrypted functions. In [16], the agent code is identified with the function
it computes and a solution is proposed based on computing with encrypted
functions (an extension of computing with encrypted data, [3]). This only
works for a restricted class of functions.

— A posteriori detection. Attacks are detected after they have happened (which
may be too late), and upon detection, information can be retrieved and used
to accuse the malicious host. Examples are [IJI0,21]. Code watermarking [18]
would also fall in this category.

— Obfuscation of agent code. This is an alternative which reduces code read-
ability and thus makes attacks unlikely. Examples can be found in [Sl[Z]9/17].

— Trusted environments. Agents only visit trusted execution environments. A
necessary condition to restrict mobility to trusted environments is that the
agent route be protected.

This paper contributes to the last aforementioned approach by showing e [=—1
cient ways to protect agent routes. Section [2] discusses previous work. Section
describes a mechanism based on hash collisions which has an extremely low
cost in terms of verification by hosts along the route, but is more costly for the
agent owner. Section [ describes a solution based on Merkle trees which has
the same verification cost for hosts along the route than previous schemes, but
olerk a lower computational cost for the agent owner. Section Bl contains some
conclusions and shows how the proposed schemes can be used to protect flexible
itineraries with alternative paths.

2 Previous Work on Agent Route Protection

In [19] a general concept of an agent route, called itinerary, is given. Flexible
agent travel plans can be specified which allow dynamic adaptation and expan-
sion during the execution of the agent. A shortcoming of this scheme is that it
is vulnerable to corruption of hosts specified in the itinerary; a corrupted host
can modify the itinerary or attack other hosts in the itinerary to cause denial of
service to the agent. In [2], a partial solution to the above problems is outlined,
but no countermeasures are described to prevent host addition or removal.

In [22] nested encryptions and signatures are used to provide increased se-
curity to the agent route. The basic idea is to sign and encrypt host addresses
iteratively to attain a high level of security. Let P K; be the public key of the
i-th host and let So(:) be the signature function of the agent owner Hp. Then
the whole route r is coded as

r =Epk,[Hz2,So(H1,m1, Ha, t, Epi, [ ]), Epi [ -]l
where, fori=1ton—1,

Epki[ -1 = Epk;[Hi+1, So(Hi, mi, Hi+1, 4, Ep ki [ - Ds Epkiaa [ 71l
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and Epk,. [ -] = Epk,,[Ho, So(Hn, My, Ho, t)]. In the above expressions, H; is
the IP-address of the i-th host, m; is the method (code) to be run at Hj, Hp is
the IP-address of the agent owner (host which originates the agent) and t is a
timestamp (IP stands for Internet Protocol).

The above coding allows the route to be enforced as follows. The first host H; re-
ceives r and decrypts it using its private key to obtain So(H1,m1,Hz2,t, Ep k[ - 1),
Hy, and Epk, [ - ]. Using the public key of the agent owner, Hy can verify that
the next host address H, and the value of the rest of the route Ep,[: - -] were
included in the route by the agent owner. The inclusion of his own address H;
and method m; in the signature allows H; to detect that he was also included
in the route by the agent owner and that the method m; being enclosed with
the route is what the agent owner meant to be run at Hy (this is actually an
enhancement over the original proposal [22], which did not include the methods
in the signatures). The timestamp t is used to include an expiration date to pre-
vent re-use of older routes of the same agent by malicious hosts. Beyond these
validations, H; cannot obtain any additional knowledge on the rest of the route
since all remaining information is encrypted under the public key P K, of Ha.
Then H; sends the agent to H, together with

r = Epk,[Hs, So(H2, M2, H3, t, Ep ;[ -], Ep sl - ]l

The above decryption and verification process is repeated by H, and so on up
to H,. After n steps, the agent is returned by H, to Hg. The dark point of
proposal [22] is the high processing cost of nested encryptions and signatures
at each host along the route (one decryption and one signature verification are
needed).

The approach described in [LI] is similar to [22] in that it uses one encryption
and one signature for each step of the route. In this case, encryptions are nested,
whereas signatures are not. This scheme can be generalized to accomodate al-
ternative itineraries.

In the next two sections, two mechanisms are described which substantially
reduce the computational overhead of the above proposals, while still preserving
the feature that route verification at H; does not require any information on
previous route steps (in particular methods m; for j < i can be discarded)ﬂ

3 Reducing the Computational Cost of Route Verification

In comparison with proposals recalled in Section [2, the mechanism proposed
in this section focuses on reducing the cost of route verification at the expense
of making route protection more costly for the agent owner. This is especially
useful if some of the hosts in the route are usually overloaded with computation

1 Note that a single signature on the concatenation of all route steps is very e [cieht
from a computational viewpoint, but forces the agent to convey all route steps (with
their methods m;) until the route is finished.
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(verifications have to be fast to avoid long delay or denial of service). A real-
istic case where this may happen is when the agent route goes through hosts
containing massively accessed Internet or database search engines.

The scheme proposed here borrows from the MicroMint micropayment sys-
tem [15] the idea of replacing digital signatures with collisions of a hash func-
tion; even if not explicitly mentioned, all hash functions used in what follows are
assumed to be one-way and collision-free (see Appendix). For implementation
purposes, one-way hash functions like SHA [13], MD5 [14] or DES [12] are rea-
sonable choices. The main advantage of replacing digital signatures with hash
functions is the speed gain. According to figures by Rivest, if computing an RSA
signature takes time t, verifying an RSA signature with low public exponent can
be done in t/100 and, more important, evaluating a hash function can be done
in t/10000.

Based on the above ideas, we propose to extend the application of hash col-
lisions from micropayments to agent route protection. Basically, the problem is
the same: instead of fast verification of coins by a payee, we need fast verification
of route steps by the hosts along the route.

We assume in what follows that, for each host H;, the agent owner Hp has
set up a symmetric encryption key k; for secret communication from Hp to H;.
A way to do this is for Hp to generate k; and send Ep g, (ki) to H;, where PK;
is the public key of host HiH. The key ki can be used by Hq for all routes she
schedules through Hj. This allows public-key encryption to be replaced with
symmetric encryption; an advantage is that, with the higher speed of symmetric
encryption, we can alond to encrypt the code methods to be run at each host,
which results in higher confidentiality.

Also, one-way hash functions F, and F¢ are used whose outputs are, respec-
tively, strings of lengths m and t. Standard hash functions, such as SHA, MD5
or DES, may have more output bits than the required m and t; in that case,
take the m, resp. t, lower bits as output.

Algorithm 1 (Route protection with hash collisions)

1. [Notation] The agent owner chooses n hosts represented by their IP-
addresses Hq,---Hp. Let Hp be the address of the agent owner. Let k; be
the symmetric encryption key set up for secret communication from Hg to
H;. Let m; be the code to be run at H;.

2. [Encryption] The agent owner computes U; = Ey, (Hi—1, Hi, Hi+1, m;) for
i=1,---,n—1. For i =n, compute U, = Ey,,(Hn-1, Hn, Ho, mp).

3. [Collision computation] For i = 1 to n, Hp computes a k-collision (X; 1,
-+, Xj k) such that

Fm(Xi,1) = Fm(Xi2) = = Fm(Xik) =i

2 We do not require that Ho authenticate itself to H; when setting up ki. Although
authenticating the origin of ki would certainly render route step authentication
straightforward, it would burden H; with something like a signature verification,
which is against the main goal of the scheme discussed here (minimizing computa-
tion at route hosts).
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where y; is an m-bit string such that its t high-order bits match F¢(U;).

Algorithm 2 (Route verification with hash collisions)

1. [Start of route] The agent is sent by Hg to the first host of the route,
namely Hy, together with the n k-collisions (one for each route step) and U;
fori=1,---,n.

2. [Operation at host H;j] H; takes the i-th k-collision and checks that all
of its k values actually hash to the same yj. Then H; checks that F¢(U;)
matches the t high-order bits of y;. If the check is OK, H; decrypts U; and
obtains (Hij—1, Hi, Hij+1, m;) for i <n or (Hh—1,Hn,Ho,mp) for i = n. At

this moment, H; runs m; and, after that, forwards Uj.+q, -+, U, along with
the k-collisions corresponding to the remaining route steps to Hj.; (or to
Ho if i = n).

3. [End of route] The route ends at the agent owner Hy.

3.1 Computational Cost

For a host H; along the route, the computational cost of route verification fol-
lowing Algorithm 2] is reduced to k hash computations and one symmetric de-
cryption.

For the agent owner, the cost is dominated by the computation of k-collisions.
Objections have been raised against the high cost of k-collision computation in
the case of large-scale MicroMint [20]. We next give a quantitative cost analysis
and illustrate the practicality of using k-collisions for our application with a
realistic example.

Lemma 1. If N hash values are computed, the probability of obtaining at least
a k-way collision of length m bits with the t high-order bits fixed is

1— [e_szm kf_lw_zl—m)i
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i=0
Proof. Computing a hash value y = F(X), where the length of y is m bits, is
analogous to the problem of tossing a ball x at random into one of 2™ bins (the
possible values of y). If we call a ball x “good” when the t high-order bits of y
match a fixed pattern, then N hash computations will yield an expected number
NH:= N2t of good balls to be tossed at random into one of 2™t bins (the
possible values of the m — t low-order bits of y). The probability of obtaining
at least one k-way collision is 1 minus the probability of all bins getting k — 1
or less balls. The probability of a given bin getting a ball in a given toss is
p:=2"" If NJp=N2"" <5, p<0.1 and N"> 30 (equivalently, N > 2t30),
the probability that a bin gets k—1 or less balls can be computed using a Poisson

approximation:
—NP kﬂ—@'ﬂ)i
i!

i=0

P(k —1 or less balls in a bin) = e

@



22 J. Domingo-Ferrer

Now the probability of getting at least one k-collision is
P (at least one k-collision) = 1 — (P (k — 1 or less balls in a bin))2" = (3)

By substituting Expression (2) in Expression (3], we obtain Expression (@). [1

Example 1. In Algorithm[I, let F, be the low-order m bits of the output of the
SHA hash function; formally:

Fm(x) = [SHA(X)]l---m

Similarly define F¢ as [SHA(X)]1...t. According to recent figures given by [20],
current custom chip technology allows 223 hashes to be computed per second
per dollar of chip cost. Assume, as [15], that the agent owner spends $100,000
in custom chips, so that she can evaluate F,, around 23° times per second (we
approximate 222 x 100,000 by 23° for ease of calculation). Take k = 4 and
assume the agent owner is ready to spend 28 seconds (4 minutes) to compute
a 4-collision; in that time, N = 247 hash values can be computed. If m = 52
and t = 21 are used, Lemmal[l gives the probability of the agent owner getting
at least one good 4-collision of F,, (with the t higher-order bits fixed) in four
minutes:

1-[e2°@Q+275 2 =1-0.716-1073¢ ()

N (2—5)2 . (2—5)3
2 6

Thus, a good 4-collision will be obtained by the agent owner in four minutes
with extremely high probability. 1

Thus, it can be seen from Example [ that coming up with a 4-collision with
fixed t high-order bits is costly but by no means una [afdable for the agent owner
B. This is compensated by the cost reduction in route verification (a relevant
figure if the route goes through very busy hosts).

3.2 Security of the Scheme

We will show in this section that the following properties for agent route protec-
tion identified as relevant for agent route protection in [2Z] (see Section ) are
fulfilled by the above scheme:

P1. Hosts should not be able to modify the agent route.

P2. Every host should be able to check it was included in the agent route.

P3. Every host should only see the previous host and the next host in the route.

P4. Every host should be able to authenticate the host the agent is coming from.

P5. A host should not be able to replace a route by older routes of the same
agent.

8 Unlike for MicroMint, finding one good collision at a time is enough in our applica-
tion, so the storage and sorting costs additional to the chip cost are much lower.
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The basic security of the above scheme rests on two defense lines:

— The di Cculity of computing hash collisions of Fy, with standard hardware

— For fixed Uj, the unfeasibility of finding U-2 U; such that Fy(U;i) = Fe(U])
and such that decryption of U-under k{Yyields H”as the second of the three
IP addresses obtained, where kis the key shared between the agent owner
and the host with IP address H[

With proper parameter choice, the dilerkence between the custom hardware
of the agent owner and the standard hardware of a typical user is enough to
guarantee e [cieht computation of m-bit k-collisions for the former and di [cult
computation for the latter. The following example illustrates this point.

Example 2. In[15], itis assumed that a 1995 standard workstation could perform
214 hash operations per second. Using Moore’s law (computer hardware gets
faster by a factor of 2 every eighteen months), a more realistic figure for a 2001
standard workstation is that it can perform 24 .24 = 28 hash operations per
second.

With the above choice m =52, t = 21 and k = 4, assume 22° seconds (more
than one year time) are devoted to compute a 4-collision; in that time, N = 243
hash values can be computed by an attacker owning a standard workstation.
Lemmal[Il gives the probability of the attacker getting at least one good 4-collision
of Fr (with the t higher-order bits fixed) in 22° seconds:

—9\2 —9\3
279?27
2 6
Thus, the probability of forging a good 4-collision in one year time is very low.

As computer hardware gets faster, slight increases of k may be needed in order
for k-collisions to be computable by the agent owner and not by typical users. 1

1-[e2°Q+2%+ )" = 1—0.9987008 = 0.0012992 (5)

Regarding the second defense line, for a fixed U;, consider the feasibility of
finding UF2 U; such that F¢(U;) = F¢(U and such that U-decrypts into a valid
IP address H-when being decrypted by a host H-under its key k- Note that
it does not make sense for H; to try to forge a U8 U; (this does not cause any
deviation in the route); nor does it make sense for a host H'to try to replace
U; with a dilerent UPwhich decrypts into H[”as second IP address when using
the key kPshared between Hand the agent owner. What makes sense is for a
host H; to try to forge U2 U, for j £ i; this could alter the i-th step of the
planned route. Thus, the attacker does not know the encryption key k-"that will
be used by the host H{-at the i-th step of the altered route. In this case, the best
strategy is to randomly look for a UM8 U; that satisfies F¢(Ui) = F¢(US) and
then hope that decryption of UPunder kPwill yield the 32 bits corresponding to
the IP address Hin the correct positions. An attempt to meeting this second
condition with a random U;-will succeed only with probability 2732, Thus, a huge
number of attempts are likely to be needed. On the other hand, each attempt
requires finding a U~colliding with U; under Fy, and then decrypting U with
proper parameter choice, finding a colliding U~takes a non-negligible computing
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time (see Note [I] below), which makes it impractical to perform a huge number
of attempts.

Note 1 (On satisfying Ft(Ui) = Fe(UD). If F¢ is one-way, a U-E U; such that
Fe(UY = F¢(Ui) must be looked for at random. The probability of coming up
with a good U lis analogous to the probability of hitting a fixed bin when ran-
domly tossing a ball into one of 2t bins; thus this probability is 27t, which means
that 2t hash computations will be needed on average to find a suitable U As-
suming t = 21 and a processing power of 2'8 hash values per second as above,
this means 8 seconds for a standard user to find U\~

Now let us check P1 through P5 stated above.

P1. To modify the agent route, at least one step U; should be modified into a
U{~8 U; by some attacker who does not know how to decrypt U; nor U(see
discussion above). This has been shown to be computationally infeasible
earlier in this section.

P2. Host H; decrypts U;j using the key ki and should obtain three IP N ad-
dresses, of which the second one should be its own address Hj. If this is not
so, then H; was not included in the route by Hp.

P3. Decryption of U;j allows H; to learn the addresses of Hj—; and Hj+1. The
remaining addresses of the route are encrypted in U;, for j 8 i, with keys
kj unknown to Hj. Thus, the rest of hosts in the route remain undisclosed
to H;.

P4. This property can be satisfied only if IP communication between hosts is
authenticated. In this case, every host H; knows which is the actual host
HZ, the agent is coming from. On the other hand, decryption of U; provides
H; with the IP address of the host Hj—; they agent should come from. In
this way, H; can detect whether HZ ; 8 Hj_;.

P5. To satisfy this property, a timestamp or an expiration date t should be
appended by the agent owner to each tuple (Hij—1, Hj, Hj+1, m;) before
encrypting the tuple into U;.

4 Reducing the Computational Cost of Route Protection

The main thrust behind the proposal of Section [3was to reduce the verification
cost. If the agent owner is very busy launching a lot of agents each on a di [erknt
route, the priority may be to reduce the cost of route protection with respect
to previous proposals. This is what is achieved by the mechanism presented in
this section: as compared to conventional schemes recalled in Section [Z, route
protection is faster and route verification requires the same amount of work (one
signature verification per step).

The mechanism discussed here uses binary Merkle trees as basic tool. Binary
Merkle trees are trees constructed as follows. Each leaf is a statement plus the
hash of that statement. The hash values of pairs of siblings in the tree are hashed
together to get a hash value for their parent node; this procedure iterates until
the hash value RV of the root node of the tree has been obtained. We use Merkle
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trees to construct signatures for each step of the route in a similar way they are
used in [6] and [4] to construct public-key certificates. The main advantage of
Merkle trees is that one signature on the root node of the tree allows independent
integrity verification for all leaves, provided that the hash function used is one-
way and collision-free.

Suppose the agent owner has to sign the steps of a route or of several routes,
where the i-th step of the route is (Hij—1, Hi, Hi+1, m;), that is, the IP addresses
of three consecutive hosts plus the method to be run at host H; (just like in the
mechanism described in Section ().

The algorithm below uses a one-way collision-free hash function F and allows
the agent owner to sign all the steps corresponding to a route with a single digital
signature.

Algorithm 3 (Route protection with Merkle trees)

1. [Notation] Let the IP addresses of the hosts along the route be Hy, -+, Hp.
Let kj be a symmetric encryption key set up for secret communication from
the agent owner Ho to H; 4.

2. [Encryption] The agent owner computes U; = Ey, (Hi—1, Hi, Hij+1, m;) for
i=1,---,n—1 For i=n, compute Uy = Ex,,(Hn—1,Hn, Ho, mp).

3. [Merkle tree computation] Ho computes a binary Merkle tree by taking
as leaves the statements U; and their hash values F (U;), for i =1 to n.

4. [Signature] After creating the Merkle tree, its root value RV is digitally
signed into Sg(RV) by the agent owner by using her private key.

Define the ver-path for a route step U; to be the path from the leaf containing
(Ui, F (Uy)) to the root RV, together with the hash values needed to verify that
path (i.e., the hash values of siblings of nodes along that path). Note that the
length of the ver-path equals the height of the tree for a leaf and grows only
logarithmically with the number of leaves.

Let us now detail the route verification algorithm:

Algorithm 4 (Route verification with Merkle trees)

1. [Start of route] The agent is sent by Hg to the first host of the route, that
is Hy, together with all route steps Uj, for i = 1,--,n, and the Merkle tree
for the whole route with signed RV .

2. [Operation at host H;] H; takes the i-th route step U;, extracts its ver-
path from the Merkle tree and verifies this ver-path (by recomputing all in-
termediate hash values starting from (Ui, F(Uj)) down to the root). Then
H; checks whether the root value recomputed using U; and its ver-path are
the same RV signed by Hg. If the check is OK, H; decrypts U; and obtains
(Hi—1, Hi, Hix1,m;) for i < n or (Hh—1,Hn,Ho,my) for i = n. At this

4 As in the previous scheme, we do not require here that Ho authenticate itself to H;
when setting up ki (even if this would make route step authentication nearly trivial).
The reason is that this scheme aims at minimizing the computation at Ho.
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moment, H; runs m; and, after that, forwards to Hj+; (or to Hg if i = n)
Uij+1, -+, Un along with the part of the Merkle tree needed to verify the re-
maining route steps (nodes which do not belong to any ver-path of remaining
steps can be pruned).

3. [End of route] The route ends at the agent owner Hp.

4.1 Computational Cost

For a host H; along the route, the computational cost of route verification using
Algorithm[lis a number of hash computations equal to the length of the ver-path
for step i (typically a one-digit figure), plus one signature verification and one
symmetric decryption. According to the figures by Rivest mentioned in Section 3]
a signature verification takes as long as 100 hash computations, so the route
verification cost is essentially the cost of one signature verification (just like for
previous schemes described in Section [2).

For the agent owner, the cost consists of the hash computations needed to
create the Merkle tree (or update it, if the same tree is shared by all routes),
plus the signature on the root value RV . Since computing a digital signature
typically takes as long as 10000 hash computations, the cost is essentially one
digital signature for the whole route. This is much lower than the cost for schemes
in Section [2, which required one digital signature per route step.

In addition to reducing the number of signatures for route protection, Merkle
trees allow mobile agents to convey the protected route in a compact way. Inde-
pendent protection of each route step would require the agent to initially convey
one signature per step, that is 1024n bits for an n-step route (assuming 1024-bit
RSA signatures). Storing the route as a binary Merkle tree with one leave per
step requires one hash value per tree node and a single signature for the whole
tree; this makes 1024 + 160 [{(2n — 1) bits to be conveyed by the agent, assuming
SHA is used as hash function. This is substantially less than 1024n bits.

4.2 Security of the Scheme

Using Merkle trees to extend a single digital signature to a collection of messages
is not new [8)6]. Provided that the hash function used is one-way and collision-
free, there is no loss of security with respect to signing messages individually. Let
us check for this scheme the security properties P1 to P5 discussed in Section [3.2]
for the hash collision scheme.

P1. To modify the i-th step, U; should be modified into UF@ Uj. This would re-
quire finding a ver-path for U-such that its verification yields the same root
value obtained from verification of the ver-path of U;. If the hash function
used is one-way and collision-free, this is computationally infeasible.

P2,P3,P4,P5. Same comments as in Section 3.2]
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5 Conclusions and Extension to Flexible Itineraries

One approach to secure mobile agent execution is restricting the agent route to
trusted environments. A necessary condition for this solution to be practical is
that the agent route be protected. We have proposed hash-based schemes which
try to improve computational e [ciehcy without degrading security:

— The mechanism based on hash collisions concentrates on making route veri-
fication very lightweight, while route protection stays somewhat costly. This
mechanism is very appropriate for agents going through very busy hosts
(these could deny service if verification was too time-consuming).

— The mechanism based on Merkle trees aims at reducing the computational
work carried out by the agent owner to protect a route. This mechanism
is especially suitable when the agent owner is the bottleneck, as it might
happen for very busy agent owners who must launch large number of mobile
agents each on a dilerent route.

Both mechanisms presented here can be extended to flexible itineraries in the
sense of [I9/I1]. Since each route step is independently coded (either as a hash
collision or as a tree leaf), we could think of including several alternative paths
going from a host H; to another host H; along the route. To do this, code all
steps of the alternative paths. When choosing one particular path at a junction,
the information (including methods) related to steps in alternative paths does
not need to be conveyed by the agent to the next hosts in the route. Coding all
alternative path steps substantially increases the route protection work in the
scheme based on hash collisions (a new collision is needed for each route step).
For the Merkle tree scheme, the computational overhead of including alternative
paths is negligible: adding more leaves to the Merkle tree is fast and does not
even significantly increase the length of ver-paths.
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Appendix. Hash Functions and the MicroMint System

Hash functions are widely used in cryptography to perform digital signatures.
A hash function, sometimes called message digest, is a function F that takes a
variable-length input string x and converts it to a fixed-length output string y.
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A hash function F is said to be computationally one-way if it is easy and fast
to compute the hash y = F(X) but, given vy, it is hard to compute x such that
y = F(x). A hash function F is said to be collision-free if it is hard to find two
X, XBsuch that x 8 x"and F (x) = F(x9.

MicroMint [15] is a system for low-value payments (micropayments) where
the coins are not digitally signed by the bank (or minting organization). Instead,
the bank computes coins as k-way collisions, i.e. k values whose hash images
collide for a prespecified one-way hash function F. More formally, a coin is
represented by (Xg, -+, Xk) such that

F(x1)) =F(x2)=---=F(«) =Yy

where y is an m-bit string. Increasing k has the dual e[edt of increasing the
computation needed to find the first collision, and also accelerating the rate of
collision generation once the first collision has been found; actually, k = 4 is
recommended by the MicroMint authors.

The verifier of a coin (the payee) accepts it as valid if it is a k-way collision
and the t high-order bits of y match a value z advertised by the bank at the
start of the current validity period. Thus verification only requires computing k
hash values.
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Abstract. We propose a new anonymous fingerprinting scheme using
Okamoto-Uchiyama cryptosystem [1]. In the previous schemes [2]-[4] the
enciphering rate is so small that it seems very di Ccult to implement
for any applications. In order to improve the rate, we have applied the
Okamoto-Uchiyama cryptosystem for our fingerprinting protocol. As the
results, a buyer can commit a fingerprint to a merchant being embedded
in a digital content anonymously and e Lciehtly, and then the amount of
encrypted data is controlled in a reasonable size. The security can also
be protected for both of a buyer and a merchant in our scheme.

1 Introduction

According to the development of the Internet, multi-media become to treat dig-
ital contents on the network. It enables us to purchase digital contents via a net
easily. However, it causes several problems such as violation of ownership and
illegal distribution of the copy. Watermarking [5] is one of the e [edtive schemes
to solve these problems. It enables the owner to embed some information in the
contents and to extract it, and the applications can be classified by a kind of
embedded information as follows. When the information indicates a copyright
owner, it can be applied for the ownership protection. A fingerprinting scheme
embeds the information related to a buyer, and enables a merchant to trace the
buyer from the redistributed copy. First a symmetric fingerprinting scheme has
been proposed. In the scheme an original merchant embeds the buyer’s identity
in his/her contents by himself/herself. Therefore, the merchant can not prove the
buyer’s treachery to anyone. To solve the problem, some cryptographic meth-
ods were applied for an asymmetric fingerprinting scheme [6]. Furthermore, an
anonymous fingerprinting scheme [2] was introduced to solve the condition that
electronic market places should o[erl to the customers the same privacy as the
real-world market places.
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The concept of anonymous fingerprinting introduced in [2] has been presented
only a scheme using general theorems. The explicit construction was shown in [3]
and [4] which are based on digital coins. Since all operations are simple compu-
tations such as modular multiplications and exponentiations, it seems easy to
implement for a real application. However, from the point of enciphering infor-
mation rate, the e [ciehcy is very bad. If one uses the fingerprinting scheme for
music, movie, etc., the amount of data to be sent will become incredibly large.
Therefore, the problem is how to embed a fingerprint in the digital content
e [ciehtly.

In this paper we propose a new construction scheme of anonymous finger-
printing that overcomes the above drawback by exploiting Okamoto-Uchiyama
cryptosystem [I]]. Since it has a homomorphic property, the multiplication of en-
crypted fingerprint and digital content is equivalent to embed a fingerprint in the
digital content. The property can make a merchant embed an buyer’s identity
information in the ciphertext of his/her contents. If the buyer can convince the
merchant that the sent ciphertext really includes his/her identity, the anonymity
of the buyer can be established. The trade between a buyer and a merchant is
executed as follows. The buyer encrypts a fingerprint and commits it to the mer-
chant using zero-knowledge proofs. The merchant embeds the received data in
his/her encrypted digital content and returns it to the buyer. Finally the buyer
decrypts and gets the fingerprinted content without disclosing the fingerprint
to the merchant. As the results, only the buyer gets the fingerprinted content
unless he/she redistributes it. Our main contribution is the achievement of a
better enciphering rate than the conventional ones [2]-[4].

2 Preliminary

In this section we introduce some basic techniques used in our scheme. First we
review and classify the fingerprinting techniques. Then bit commitment schemes
that are exploited in the conventional scheme are reviewed, and some inherent
problems are disclosed. Finally the Okamoto-Uchiyama public-key cryptosystem
is summarized in order to refer the encryption and decryption functions, and
their properties.

2.1 Fingerprinting

Digital contents such as image, music, movie, etc. are easily copied without any
degradation. Fingerprinting is a cryptographic scheme for the copyright protec-
tion of digital contents assisted by a watermarking technique. And the scheme
can prevent people from executing illegal redistribution of digital contents by
making it possible for the merchant to identify the original buyer of the redis-
tributed copy, where we call him/her a “traitor”. The fingerprinting schemes can
be classified into the following three classes.

Symmetric: The operation to embed a fingerprint is performed only by a mer-
chant. Therefore, he/she cannot convince any third party of the traitor’s



32 M. Kuribayashi and H. Tanaka

treachery even if he/she has found out the identity of a traitor in the con-
tent.

Asymmetric: Fingerprinting is a interactive protocol between a buyer and a
merchant. After the sale, only the buyer obtains the data with a fingerprint.
If the merchant has found the fingerprinted copy somewhere, he/she can
identify the traitor and prove to the third party.

Anonymous: A buyer can purchase a fingerprinted content without informing
his/her identity to a merchant, but the merchant can identify the traitor
later. It also retains the asymmetric property.

Pfitzmann et al. [2] has constructed an anonymous fingerprinting system
by seven protocols; Registration center key distribution, Registration, Data ini-
tialization, Fingerprinting, Identification, Enforced identification and Trail. Our
result is contributed to the Fingerprinting protocol, namely it is how to embed
a fingerprint in a digital data anonymously at two-party protocol.

2.2 Bit Commitment Scheme

In the anonymous fingerprinting scheme, a buyer and a merchant jointly embed
a fingerprint. First, the buyer encrypts a fingerprint and sends it to the mer-
chant. Then the merchant verifies that the received ciphertext is made from the
real fingerprint, and embeds it in his/her encrypted content. Finally, the buyer
receives the encrypted and fingerprinted content and decrypts it. After the pro-
tocol, only the buyer gets the fingerprinted content without disclosing his/her
identity. Here, one of the most important things is how to embed the encrypted
fingerprint in the encrypted content. To accomplish it, Pfitzmann et al. [3], [4]
exploit two commitment schemes. One is applied for the verification that the
commitment really includes the fingerprint to be embedded and the other is for
the embedding of the fingerprint in the merchant’s contents. The former is based
on the discrete logarithm problem, and the latter is on the quadratic residues [7]
of which security depends on the di Cculty of factoring n. Though an encrypted
fingerprint can be embedded in the encrypted content, the enciphering rate is
very small because the commitment can contain only one-bit message in log n-
bit ciphertext. To improve the rate, we propose a new method based on the
Okamoto-Uchiyama cryptosystem [1].

2.3 Okamoto-Uchiyama Cryptosystem

Let p and q be two large primes (|p] = |q| = k bits) and N = p?q. Choose
g [(Z/NZ) randomly such that the order of g, = g°~! mod p? is p, where
g.cd.(p,q—1)=1andg.cd.(qg, p—1) = 1. Let h =gN mod N and a function
L(X) = (x — 1)/p. Here a public key is (N, g, h, k) and a secret key is (p, q).

The cryptosystem, based on the exponentiation modN, is constructed as
follows.
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Encryption: Letm (0 <m < 2K~1) be a plaintext. Selecting a random number
r (/N Z), a ciphertext is given by

C=g™h" (mod N). @
Decryption: Calculate first C, = CP~! mod p? and then
L(Cp)
= mod p), 2
oy (ModP 0

We denote the encryption function E(m, r) and decryption function D(C).
Three important properties of the scheme are given by the following P1, P2 and
P3.

P1. It has a homomorphic property : if mg + m; <p,
E(mo, o) - E(My, r1) = E(mo +my, rp+r;) (mod N). (3)

P2. It is semantically secure if the following assumption, i.e. p-subgroup as-
sumption, is true: E(0, r) = h" mod N and E(1, rf = ghr‘jmod N is com-
putationally indistinguishable, where r and rMare uniformly and indepen-
dently selected from Z/NZ.

P3. Anyone can change a ciphertext, C = E(m, r), into another ciphertext,
CcU= ch""mod N, while preserving plaintext of C (i.e., CP= E(m, r5),
and the relationship between C and C™can be concealed.

The notation used here is applied for our proposed scheme in the following
section.

3 Proposed Scheme |

The idea of our proposed scheme is to exploit the Okamoto-Uchiyama cryptosys-
tem for anonymous fingerprinting. If we assume that a fingerprint is denoted by
a number mg and a digital content is given by a number mq, then a fingerprinted
item becomes mp +m; from the property P1. In our scheme a buyer B can com-
mit his/her identity to a merchant M as a fingerprint without informing the real
value, and M can embed the fingerprint in the content at the enciphered form.
After receiving the encrypted and fingerprinted content, B decrypts it, but can
not remove the fingerprint.

3.1 Fingerprinting Protocol

The anonymous fingerprinting protocol is execurﬁp_tween a buyer B and a
merchant M. B commits his/her identity, id = w;2? O=<=j=s[3+1)to M
the enciphered form, com;, and M encrypts his/her content I; 0 <i<L —1)
and multiplies it to the received com;. We assume that B has already registered
at a center RC and sent M the registration proof and his/her identity proof
W = g'¥ mod N. Under the assumption, the fingerprinting protocol is given as
follows.
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[ Fingerprinting ]
Step 1. M generates a random number a(2< a < N) and sends it to B.
Step 2. B decomposes a into [random numbers a; to satisfy the following
equation.
1

a= a2 4)
j=0
A bit commitment of each wj is calculated as
comj =g"ih% (mod N), 5)

and sent to M.
Step 3. To verify the commitment, M calculates

V =h? (mod N), (6)
and makes sure that the following equation can be satisfied.

—
com;Z =W -V (mod N) @)
]
Step 4. M generates L random numbers b; [C(Z/N Z) and embedding intensity

T of even number. Then, in order to get the encrypted and fingerprinted
content, M calculates

I%r!hbi -comjT -g_% (mod N) marking position

Y; = 8
' g'"h®  (mod N) elsewhere ®
and sends it to B
Step 5. Since the received Y; is rewritten as
—] . ) o
v, = QUIFTWim2)hTa*®  (mod N) marking position ©)
' g'"h% (mod N) elsewhere,
B can decrypt Y; to get the plaintext.
1 . ) o
D(Y;) = li+Twj — 5 (mod p) marking position (10)

Ii (mod p) elsewhere

On the deciphered message, if w;j = 1, then T/2 has been added to I;, and if
wj = 0, then T/2 has been subtracted from I;. As the characteristic is suitable
for several watermarking schemes like [8], our scheme can be applied easily.

Remark 1. If we regard w; as a message and a; as a random number, then com;
can be shown by E(w;, a;) and comjT by E(Tw;, Ta;) because
comj = (g"h%)" (mod N)
=g'™™ih™ (mod N)
= E(Twj, Ta;). (11)
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In Eq.(8), g'hPig=T/2 = E(I;—T/2, b;) can be regarded as M’s enciphered con-
tent, and then from the property P1 Y; at the marking position can be rewritten
as
Yi = E(Tw;, Taj)-E(li — T, bi)
=E(li +Twj — L, Ta; +bj) (12)

Here from the subsection [Z33] the message I; — T/2 must satisfy an inequality
0<1;—T/2<2k"1 If M use I; as a pixel value directly, the suitable pixel that
satisfies the above inequality can be easily selected to embed a fingerprint. How-
ever, if M applies the transformed coe [ciehts, the message should be modified
for the adaptive data structure.

3.2 Security for the Merchant

In order to check the security, we consider some possible attacks. B may be able to

forge his/her identity as he/she has not proved that the values w; (0 < j < [=£1)

are binary in the fingerprinting protocol. To solve the problem, the following

additional protocol should be performed.

[ Binary Proof ]

Step 1. In order to check comj, M generates random numbers t; and c; such
that t; + ¢; is less than 2%1, calculates

Qj = com}j -g%  (mod N), 13)
and sends Q; to B.
Step 2. B decrypts the received Q; as
D(Qj) =wjtj +¢; (mod N) (14)
and then he/she generates a random number r; and calculates

com; = com ™ -h"  (mod N) (15)
using the values c; and Qj or t; + ¢j. The detail is shown in the following
Remark 2.

Step 3. After M receives cof;, he/she sends t; and c; to prove that Q; has
been really produced using them.

Step 4. If Eq.([@3) is satisfied for the received t; and c;, B sends rj to M. If it
is not satisfied, he/she can claim M’s fraud.

Step 5. By verifying Eq.(I5), M can certified that com; contains only 1-bit
information.

Remark 2. If wj =0 in the Step 2, then D(Q;) = c; and Q; = g% g2 mod N.
Using Q; and cj, B can calculate
com;j = Q;j - g~ 9hH%9™5  (mod N)
= haG+e*  (mod
=E 0, gj(tj +¢cj) +rj
= com; ™ . h"s (16)
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If wj =1, then D(Q;j) = tj + ¢j. Therefore com; is obtained by the following.

co'fnj = gtj +Ci i (Gi+cj)+rj (mod
=E §+¢j, aj(fj +¢j) +7Tj

= com}j FG L ph @an

Otherwise, B can not calculate cof; using the decrypted Q; because the
knowledge of each t; and c; or tj + c;j is inevitable. Therefore the lack of infor-
mation makes it impossible to calculate com; when wj is not binary. From the
above facts, the following lemma can be proved.

Lemma 1. B can prove that w; is binary using a zero-knowledge protocol.

Proof. B can not obtain the values both t; and c; from Qj, but only w;t; + cj.
Without the knowledge of the two values, B can not calculate com}j T4 except
only two cases of w;j = 0 and w; = 1. As B knows wj, a; and w;j(t; + cj), com;
can be calculated by following Egs.(I8) and (IZ) if w;j is binary. It is remarkable
that from the property£3 random number rj changElthe ciphertext comy

J
to com? "% . hi = E wj(tj +¢j), aj(tj +¢cj) +rj preserving the plaintext
wj (tj +cj). It guarantegs that no informgtion gbput w; leaks to M ashe/she
can not distinguish E 0, a;(t; +¢;)+r; and E t; +c¢j, a;(tj +c;) +r; . When
B reveals rj, M can make sure that w;j is binary by verifying Eq.(I5), but can
not get information anymore. Furthermore, M can not deceive B in the Step 2
as he/she should reveal the values t; and c; later to receive rj. —

Using the above protocol, B can prove that w; is binary from the Lemma 1
and hence M can embed B’s identity properly and securely in his/her contents.
Other possible attack is to remove or change the embedded his/her identity
information directly from a fingerprinted content, but it is equivalent to attack
the applied watermarking system. Then we can obtain the following theorem.

Theorem 1. The security concerning to M is protected if the applied water-
marking system is robust against attacks.

3.3 Security for the Buyer

In order to certify the security concerning to B, we must prove that M can not
obtain B’s identity under the following three assumptions:

[A1The discrete logarithm problem is too di [culit to solve.
[A2[The Okamoto-Uchiyama cryptosystem is secure.
[A3[B dose not redistribute a copy.

From these assumptions, the following theorem can be proved.

Theorem 2. B can purchase contents from M anonymously if three assump-
tions A1, A2 and A3 are satisfied.
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Proof. AsW = g'd mod N, to derive the identity id from W is equivalent to solve
the discrete logarithm problem, but it is extremely di Cculit from the assumption
Al. In Step 2, the bit commitment com; has only two forms: one is E(0, r) and
the other is E(1, r) as the values of w; are binary. From the property P2, M can
not obtain the w; from the commitment com; if the assumption A2 is satisfied.
Enabling M to get a fingerprint from illegally redistributed copy, the identity
id can be extracted from the decrypted Y;. However, M never get it under the
assumption A3. Hence the anonymity of B is preserved. 1

From the Theorem 2, M can not abuse the identity of B. Therefore, the
security concerning to B is protected.

4 Proposed Scheme |1

4.1 Modified Fingerprinting Protocol

In the proposed scheme 1, each I; is encrypted and fingerprinted independently.
Since 1; and T are much smaller than 2~1(< p) and the ciphertext is much
larger than p, the enciphering rate is small. To improve the drawback, the size
of message to be encrypted should be modified as large as 2K~1. Let m; be
1

li + Twj — % marking position (18)

m; =
! I; elsewhere,

and s be the maximum bit-length of m;. Since s is much smaller than k, the
message can be replaced by

) |
Mic=  Mije+t2, 0<i<L/c—1, c¢=kysd (19)
t=0

After the modification, each M;ois encrypted to E(Mi r), where r is a random
number. Let y; be the encrypted and fingerprinted I;. The fingerprinting protocol
of Step 4 and Step 5 proposed in the previous section is changed as follows.

[ Fingerprinting(modified) ]
Step 4. Inorder to get the encrypted and fingerprinted content y;, M calculates
- .

g'i -comjT g~z (mod N) marking position

- (20)
g'" (mod N) elsewhere

Yi =
To synthesize some y;j in one ciphertext Y5 the following operation is per-
formed using a random number bjo [C(Z/N Z).
Lyr—— 01
Yie=  (Vies)® %" (mod N) (21)
t

Step 5. B decrypts the received Yjoto obtain Mo Since he/she knows the bit-

length s of mj, he/she can decompose M;ointo the pieces. Finally he/she
can get the fingerprinted contents.
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Remark 3. From Eqgs.(I1),(18)-@0) and the property P3, Eq.(21) can be ex-
pressed by

Cy—— 1
Yio= gMie+2" . h"  (mod N)
t
=gMith"  (mod N)
= E(Mig r). (22)

4.2 Security

On the security of the proposed scheme Il, we should consider only on Step 4
and Step 5 as we have already discussed the other steps in the previous section.
First, we show the relation between Y;oand its data structure. If the Okamoto-
Uchiyama cryptosystem is secure and the bit-length of Mjais less than k, B can
decrypt Yio= E(Mjgr). Here, in Egs.(2I) and (22) several pieces mjg+¢ of fin-
gerprinted content that compose Mjoare encrypted in one ciphertext E(Mi5r),
though each piece is encrypted in the proposed scheme I. Therefore, M;oshould
retain a special data structure described by Eq.([3). If M changes the data struc-
ture, B can not decompose it into the correct pieces mjg+t, and then he/she can
claim the fact. Hence, with the knowledge of data structure B can decompose
the decrypted message Mjointo mig+¢ and finally get the fingerprinted content.
Furthermore, as Mjois simply produced by composing several pieces of Mjg.t,
B can not derive any information about original content from the decrypted
message.

5 Improvement of the Enciphering Rate

In this section, we discuss the e Lciehcy of our scheme compared with the con-
ventional one. Here, omitting the computational complexity, we only consider
the enciphering rate, as every calculation is simple modular multiplication or
exponentiation that is similar to the conventional one. We assume that a digital
content consists of L pixels of x-bit scale image and B’s identity is [bits. As L is
much larger than [Jwve evaluate the rate only by the encrypted and fingerprinted
content. In [3] and [4], the security is based on the di Cculity of factoring n. When
each bit of the content is encrypted, thus the total amount of encrypted data
is XL log n bits. On the other hand, the security of our schemes is based on the
di Cculty of factoring N (= p?q, 3k bits). In the proposed scheme I, the amount
of encrypted data is L log N (= 3KL) bits as each pixel is encrypted. In the pro-
posed scheme I, it is (L logN)/c ( [3XL) bits, because there are L/c messages
Mioto be encrypted, where s is the bit-length of each message and s [xX1Here,
if logn [CIah N = 3Kk, the enciphering information rates are indicated in Table [T

Furthermore, the rate can be increased by restricting the embedding po-
sitions because of the following. Some watermarking schemes are designed to
embed in the spatial domain, but almost all schemes in the transformed domain
such as DCT, DFT, wavelet transform, etc. Generally, a signal embedded in the
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Table 1. Enciphering rate

conventional | scheme | | scheme Il
1/3k Xx/3k 1/3

transformed (frequency) domain is more robust against attacks than in the spa-
tial (time) domain, and the high frequency components are easily and seriously
aledted by attacks [5]. Hence, it is desirable to select some suitable components
for embedding a fingerprint. Then, avoiding high frequency component to be en-
crypted, the total amount of the data can be decreased. However, if the number
of the encrypted components is very few, B may be able to derive the selected
position and remove or change the embedded fingerprint. Therefore, the trade-o ]
between the security and the rate should be considered.

6 Conclusion

We have proposed a hew anonymous fingerprinting scheme based on the Okamoto-
Uchiyama cryptosystem. The achievement of our proposed scheme is the im-
provement of enciphering rate that is too small in the conventional one. Using
the Okamoto-Uchiyama cryptosystem, an encrypted fingerprint can be embed-
ded in an encrypted content with high enciphering rate, and then the buyer’s
anonymity can be protected. Furthermore, the protocol can be performed be-
tween only two parties, a buyer and a merchant, which is similar to a real-world
market.
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Abstract. We describe a parallel algorithm for extending a small do-
main hash function to a very large domain hash function. Our construc-
tion can handle messages of any practical length and preserves the se-
curity properties of the basic hash function. The construction can be
viewed as a parallel version of the well known Merkle-Damg@ard construc-
tion, which is a sequential construction. Our parallel algorithm provides
a significant reduction in the computation time of the message digest,
which is a basic operation in digital signatures.

Keywords: cryptographic hash function, Merkle-Damgard construction,
parallel algorithm, collision resistance.

1 Introduction

Hash functions are extensively used in cryptographic protocols. One of the main
uses of hash functions is to generate a message digest from a message. This
message digest is signed to get a digital signature. Due to the central importance
of hash functions in cryptography, there has been a lot of work in this area. See [6]
for a recent survey.

For a hash function to be used in cryptographic protocols, it must satisfy
certain necessary conditions. In a recent paper [8], Stinson provides a compre-
hensive discussion of these conditions and also relations among them. The two
most important properties that a cryptographic hash function must satisfy are
the following: (a) finding a collision must be computationally infeasible and (b)
finding a preimage of a given message digest must be computationally infeasible.

A hash function maps a set of longer messages into a set of shorter message
digests. The range is finite, while the domain can possibly be (countably) infinite.
Thus, theoretically, a hash function can map arbitrary length strings to finite
length strings. However, hash functions with an infinite (or very large) domain
can be di Ccult to construct directly. An alternative approach is to take a hash
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function with a small finite domain and suitably extend it to tackle long strings.
The extension must preserve the security properties (di Cculity of finding collision
and preimage) of the original hash function. An important construction for such
extensions has been described by Merkle [3] and Damgard [2]. The construction
is called the Merkle-Damgard (MD) construction.

The MD construction is a sequential construction. Suppose the basic hash
function has domain {0, 1}°*? and range {0, 1}*?®. Further, suppose that the
message to be signed is long, say 1 Mbits (=229 bits). If the MD construction
is applied to the message, then the time taken to generate the digest would
be proportional to 22°/(512 — 128). For many applications this can cause an
undesirable delay.

In this paper we build on the basic MD construction. We introduce a parallel
version of this construction which preserves the security features of the basic
hash function. The parallel version uses 2t processors for some t and produces a
significant speed up in the computation of the message digest.

Related Work: The concept of tree hashing has appeared before in the liter-
ature. Wegman and Carter [10] used tree hashing techniques to build universal
hash functions. This was followed up by Naor and Yung [5] and Bellare and Ro-
gaway [1] in the context of universal one way hash functions. Damgard [2] briefly
outlines a tree hashing approach for extending collision resistant hash functions.

In this paper we concentrate exclusively on developing a parallel tree based
algorithm for extending cryptographic hash functions. The main di[erence be-
tween our model and previous models is that we consider the number of available
processors to be fixed while the length of the message can be arbitrarily long.
Thus we consider a fixed processor tree and use it to hash arbitrarily long mes-
sages. Each processor simply computes the base hash function. The resulting
increase in speed of computation of the message digest is almost linear in the
number of processors. As an example, it may not be very expensive to use a
tree of 32 or 64 processors to reduce the time required for message digest com-
putation by a factor of 32 or 64 respectively. We believe that our algorithm has
potential practical applications in digital signature computation.

Due to lack of space, proofs and detailed discussions cannot be presented in
this paper. For these we refer the reader to [7].

2 Basics

2.1 Hash Functions

Our description of hash functions closely parallels that of Stinson [8]. An (n, m)
hash function h is a function h : {0,1}" - {0, 1}™. Throughout this paper we
require that n = 2m. Consider the following problem as defined in [8].

Problem : Collision Col(n, m)
Instance : An (n, m) hash function h.
Find  :x,xPC0,1}" such that x & x"and h(x) = h(xY.




42 P. Sarkar and P.J. Schellenberg

By an (Lp) (randomized) algorithm for Collision we mean an algorithm which
invokes the hash function h at most p times and solves Collision with probability
of success at least []

The hash function h has a finite domain. We would like to extend it to
an infinite domain. Our first step in doing this is the following. Given h and
a positive integer L, we construct a hash function h_ : {0,1}- - {0,1}™.
The next step, in general, is to construct a hash function h> : [ 3,{0,1}" -
{0, 1}™. However, instead of doing this, we actually construct a hash function
h=! M1 {0, 13+ - {0,1}™, where N = 2"~™ —1. Since we assume n = 2m, we
have n —m = m. Practical message digests are at least 128 bits long meaning
that m = 128. Hence our construction of h™¢an handle any message with length
< 2128 This is su [cieht for any conceivable application. (If we estimate that
there are 32 billion computers, that is about 5 computers per man, woman and
child, and each computer has 1024 gigabytes of disk storage, and each byte has
eight bits, the number of bits that can be stored on all the these computer
systems combined is a mere 25 x 230 x 210 x 230 x 23 = 278 pjts. Our construction
of h™¢an be extended to construct h* and will be provided in the full version
of the paper.

We would like to relate the di [cilty of finding collision for h_, h™to that of
finding collision for h. Thus we consider the following two problems (see [8]).

Problem : Fixed length collision FLC(n, m, L)
Instance : An (n, m) hash function h and an integer L = n.
Find  :x,xP0, 1} such that x 8 xYand hy (x) = hy (x5.

Problem : Variable length collision V LC(n, m, L)
Instance : An (n, m) hash function h and an integer L with n <L <2"™™.
Find  :x,x"C}L{0, 1} such that x & x"and h k) = h k.

By an (Lp, L) (randomized) algorithm A for Fixed length collision (resp. Variable
length collision) we will mean an algorithm that requires at most p invocations
of the function h and solves Fixed length collision (resp. Variable length collision)
with probability of success at least [1The algorithm A will be given an oracle
for the function h and p is the number of times A queries the oracle for h in
attempting to find a collision for h_ (resp. h!

Later we show Turing reductions from Collision to Fixed length collision and
Variable length collision. Informally this means that given oracle access to an
algorithm for solving FLC(n, m, L) for hy or VLC(n, m, L) for h™t is possible
to construct an algorithm to solve Col(n,m) for h. These will show that our
constructions preserve the intractibility of finding collisions.

2.2 Processor Tree

Our construction is a parallel algorithm requiring more than one processors.
The number of processors is 2t. Let the processors be Pg,...,Pot_q. For i =
0,...,2%1 — 1, processor P; is connected to processors Py; and Py+1 by arcs
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pointing towards it. The processors P,t—1,...,P,t_; are the leaf processors and
the processors Py, ..., Pyt—1_; are the internal processors. We call the resulting
tree the processor tree of depth t. For 1 < i < t, there are 2~ processors at
level i. Further, processor Pg is considered to be at level 0.

Each of the processors gets an input which is a binary string. The action of
the processor is to apply the hash function h on the input if the length of the
input is n; otherwise, it simply returns the input -

| I
h(y) if ly| = n;
y  otherwise.

Piy) = (1)

For 0 < i < 2t —1, we have two sets of bulers u; and z;. We will identify
these bulerk with the binary strings they contain. The bu[erk are used by the
processors in the following way. There is a formatting processor P which reads
the message X, breaks it into proper length substrings, and writes to the bu [erk
uj. For 0 < i < 21 — 1, the input bulers of P; are zj,Z»i+1 and u; and
the input to P; is formed by concatenating the contents of these bu lerk. For
21 < i < 2t — 1, the input bu[ed of P; is u;j. The output bu[ed of P; is z; for
0=sis2t-1.

Our parallel algorithm goes through several parallel rounds. The contents of
the bulerk u; and z; are updated in each round. To avoid read/write conflicts
we will assume the following sequence of operations in each parallel round.

1. The formatting processor Pg writes into the bulers u;, for 0 < i <2t — 1.
2. Each processor P;j reads its respective input bu [erk.

3. Each processor P; performs the computation in (D).

4. Each processor P; writes into its output bu [er z;.

Steps (2) to (4) are performed by the processors Pg,...,Pyt—; in parallel after
Step (1) is completed by processor Pg.

2.3 Parameters and Notation

Here we introduce some notation and define certain parameters which are going
to be used throughout the paper.

Number of processors: 2t.

Start-up length: 2tn.

Flushing length: (21 + 22 + ... + 21 + 20)(n — 2m) = (2 — 1)(n — 2m).
Start-up + flushing length: §(t) = 2tn + (2 — 1)(n — 2m) = 2%(2n — 2m) —
(n—2m).

Steady-state length: A(t) = 2t7n + 2t71(n — 2m) = 2t71(2n — 2m).
Message: a binary string x of length L.

Parameters g, b and r:

1. If L > 3(t), then q and r are defined by the following equation: L — 4(t) =
gA(t) + r, where r is the unique integer from the set {1,...,A(t)}. Define

b= G5y L
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2. If L=05(t), theng=b=r=0.

Note that 0 < b < 2'~%. We will denote the empty string by <> and the length
of a binary string x by |x|.

3 Fixed Length Input

In this section we describe the construction of the function h,_. The construction
is naturally divided into two cases depending on whether L = 6(t) or L < 6(t).
We first show that the case L < &(t) reduces to the case L = 3(t") for some
tHU< t. Thus the case L < §(t) is tackled using only a part of the processor tree.

3.1 Case L <5d(t)

Let tH< t be such that 5(t9) < L < §(t™+ 1). We use the processor tree only upto
level tHand use the parallel hashing algorithm of Section B2 with t replaced by
tY Thus we are not utilizing all the available processors. It can be shown that
this results in a cost of at most one additional parallel round. We will present
this proof in the full version of the paper.

3.2 Case L=5()

We first describe the parallel hashing algorithm. This algorithm uses several
other algorithms as subroutines. We describe these later.

The parameters b and g defined in Section 2.3 will be used in the algorithms
that we describe next. More specifically, the parameter q will be used in algo-
rithm PHA and the parameter b will be used in algorithms FEG and FF. These
parameters are assumed to be global parameters and are available to all the sub-
routines. It is quite simple to modify the subroutines such that the parameters
are computed as and when required.

Parallel Hashing Algorithm (PHA)
Input: message x of length L = 4(t).
Output: message digest hy (x) of length m.

1. if L >3(t), then
2. X = XllOb(Zn—Zm)—r
(ensures that the length of the message becomes
3(t) + gA(t) +hb(2n —2m).)
endif.
Initialise bu [erk z; and u; to empty strings, 0 <i<2'—1.
Do FormatStartUp.
Do ParallelProcess.
for i=12,...,qdo
Do FormatSteadyState.
Do ParallelProcess.

©CoOoN O R
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10. endfor

11. Do FormatEndGame.

12. Do ParallelProcess.

13. for s=t—1,t—2,...2,1do

14, Do FormatFlushing(s).
15. Do ParallelProcess.
16. endfor

17. 2o = Po(2ol|Z1][X).
18. return zg.
19. end algorithm PHA

ParallelProcess (PP)
Action: Read bulers u; and z;, and update bulers z;, 0 < i< 2'— 1.

1. for i=0,...,2t—1 do in parallel

2. zi := Pi(zaill|zzi+1]|ui) fo<i<2t1-—1.
3. zi .= Pi(u;) if 2l <j<2t—1.
4. endfor

5. end algorithm PP

Formatting Algorithms. There are four formatting subroutines which are
invoked by PHA. Each of the formatting subroutines modifies the message x by
removing prefixes which are written to the bulerk u; for 0 < i < 2'— 1. All the
formatting subroutines are executed on the formatting processor Pg.

FormatStartUp (FSU)
Action: For 0 < i < 2t —1, write a prefix of message x to bu[efd u; and update
the message X.

1. for i=0,...,2'=1do

2. Write x = v||y, where |v| = n.
3. uj ;= V.

4, X =Y.

5. endfor

6. end algorithm FSU

FormatSteadyState (FSS)
Action: For 0 < i < 2t — 1, write a prefix of message x to bu[eru; and update
the message X.

1. for i=0,...,2"1—1do

2. Write X = v||y, where |v| = n —2m.
3. uj ;= V.

4. XI=V.

5. endfor

6. for i=2t"1...,2t-1do

7. Write X = v||y, where |v| = n.
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8. uj :=V.
9. X:=Yy.
10. endfor

11. end algorithm FSS

FormatEndGame (FEG)
Action: For 0 <i < 2t —1, write a prefix of message x to bu[eru; and update
the message X.

1. for i=0,1,2,...,21—1do

2. Write x = v||y where [v] =n—2m.

3. uj ;= V.

4, X =Y.

5. endfor

6. for i=2t1ot=141 21+ h—1do
7. Write x = v||y where |v] = n.

8. uj ;= V.

9. X =Y.

10. endfor

11. for i=2t1+p2t-1+p+1,...,2t—1do
12. Uj :=<>.

13. endfor

14. end algorithm (FEG)

FormatFlushing(s) (FF(s))

Input: Integer s.

Action: For 0 < i < 2t —1, write a prefix of message x to bu[ed u; and update
the message X.

1 k=2 =0

2. for i=01,2...,2T+k—1do

3. Write X = v||ly where |v| = n—2m.
4, uj ;= V.

4, X =Y.

5. endfor

6. for i=25"1+k 25 +k+1,...,2t—1,
7. Write uj :=<>.

8. endfor

9. end algorithm FF

3.3 Correctness and Complexity

Here we state that algorithm PHA properly computes an m-bit message digest
and state various properties of the algorithm. In Section [3:4] we will provide the
security reduction of Col(n, m) to FLC(n, m,L). More detailed discussion and
proofs can be found in [7]. Algorithm PHA executes the following sequence of
parallel rounds.
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Lines 5-6 of PHA execute one parallel round.

Lines 7-10 of PHA execute q parallel rounds.

Lines 11-12 of PHA execute one parallel round.

Lines 13-16 of PHA execute t — 1 parallel rounds.

We consider Line 17 of PHA to be a special parallel round.

gRhLONME

From this we get the following result.
Theorem 1. Algorithm PHA executes q + t + 2 parallel rounds.

Each of the first (q + t + 1) parallel rounds consist of a formatting phase and
a hashing phase. In the formatting phase, the formatting processor Pg runs a
formatting subroutine and in the hashing phase the processors P; (0 < i < 2t—1)
are operated in parallel. Denote by z; ; the state of the buler z; at the end of
round j, 0<i<2'—1,1<]j=<q+t+2 Clearly, the state of the bulefz; at
the start of round j (2 <j = q+t+2)is z; j—1. Further, let u;j be the string
written to bu &l u; in round j by the processor Pg. For 0 < i < 2t 1 —1, the
input to processor P; in round j is zpj j—1|[Z2i+1,j—1|uij. For 28t i< 2t -1,
the input to processor P; in round j is the string u; ;.

Theorem 2 (Correctness of PHA).

1. Algorithm PHA terminates and provides an m-bit message digest.
2. Algorithm PHA provides each bit of the message x as part of the input to
precisely one invocation of the hash function h.

Proposition 1. Let ¢(L) be the number of invocations of h by PHA on a padded
message of length L = 3(t) + gA(t) +b(2n—2m). Then P(L) = (q+2)2t+2h—1.
Moreover, W(L) is also the number of invocations of h made by the sequential
MD algorithm.

Remark: The time taken by the MD algorithm is proportional to the number
of invocations of h whereas the time required by PHA is proportional to the
number of parallel rounds. This is the basis for the speed-up obtained by PHA.

Proposition 2. The maximum amount of padding added to any message is less
than 2n —2m.

3.4 Security Reduction

In this section we provide a Turing reduction of Col(n,m) to FLC(n,m,L).
This will show that if it is computationally di Ccullt to find collisions for h, then
it is also computationally di [culit to find collisions for h_. We provide only a
sketch of the proof. The detailed proof can be found in [[].

Theorem 3. Let h be an (n,m) hash function and for L = n let h_ be the
function defined by algorithm PHA. If there is an (Lp, L) algorithm A to solve
FLC(n, m, L) for the hash function h_, then there is an ([ p+2y(L)) algorithm
B to solve Col(n, m) for the hash function h.
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Sketch of proof: The idea of the proof is to show that if A can find x and x"
such that x 8 xPbut h (x) = hy (x5, then one can find w and w™such that
w 82 wbut h(w) = h(wY. The proof proceeds in the following manner. The
output of PHA on input X is hy (X) = Zg q+t+2 and the output of PHA on input
xHis hi (X = 2§+t Assume that b > 0 (the case b = 0 is similar). In this
case the inputs to processor Pg in round q+t+2 are zg g+t+1||Z1,qg+t+1/|Uo,g+t+2
and 2§y ¢+112g+t+111UGG++2 cOrresponding to strings x and x“respectively.
If Z0,q+t+1”Zl,q+t+1“uO,q+t+2 g ZEq+t+1||ZEq+t+1||qu+t+2! then we have a col-
lision for h. Otherwise 2o g+t+1 = ZGgut+1r Z1.g+t+1 = ZLgete1 AN Uggrtez =
Uglq+t+2- Note that U g+t+2 and ugly, ¢4 are substrings of x and x“respectively.
Thus not obtaining a collision for h at this stage implies a certain portion of x
and x"are equal. At this point we use an reverse induction on round number
to show that if there is no collision for h, then x = x" Since by assumption we
have x 8 x5 we must find a collision for h. 1

4 Variable Length Input

In the previous section we developed composition schemes which work for fixed
input lengths. More precisely, given h : {0,1}" - {0,1}™ and a positive integer
L, we have shown how to construct h, : {0,1}~ - {0,1}™. We now extend this
to h™ M {0,1}" - {0,1}™, where N =2""™M —1 For 0 < i <25 —1, let
bins(i) be the s-bit binary expansion of i. We treat bhins(i) as a binary string of
length s. Then h(X) is defined as follows.

L] [
h'G) = h Ginn—m(XD)II(hjx (X)) - @)

In other words, we first apply h,_(x) (where |x] = L) on x to obtain an m-bit

message digest w. Let v = binp—mn(|X]). Then v is a bit string of length n — m.
We apply h to the string v||w to get the final message digest.
Remark: 1. We do not actually require the length of the message to be < 2"—™,
The construction can easily be modified to suit strings having length < 2¢ for
some constant c¢. Since we are assuming n = 2m and m = 128 for practical hash
functions, choosing ¢ = n—m is convenient and su Lcieht for practical purposes.
2. The construction can be modified to tackle arbitrary length strings. For the
usual Merkle-Damg@ard procedure this is described in [9]. We will provide the
extension to arbitrary length strings for our construction in the full version of
the paper.

Proposition 3. Let 1, and th(L) be the time taken to compute h and h, re-
spectively. Then the time taken to compute h™is t,(L) + T, and the number of
invocations of h is 1 + y(L).

Theorem 4. Let h be an (n,m) hash function and h™be the function defined
by Equation [2. If there is an (Lp, L) algorithm A to solve VLC(n,m,L) for
the hash function hthen there is an ([p + 2 + 2y(L)) algorithm B to solve
Col(n, m) for the hash function h.
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5 Concluding Remarks

We have considered only one property of hash functions - namely intractibility
of finding collisions. There are other desirable properties that a hash function
must satisfy. These are Zero Preimage and Preimage (see [8]). In [8], reductions
between these properties have been studied. In our case, we are required to show
that our constructions preserve the intractibility of these problems. In fact, these
properties are indeed preserved and the proofs will be provided in the full version
of the paper.

The second important point is that we have considered the processors to be
organised as a binary tree. In fact, the same technique carries over to k-ary trees,
with the condition that n = km. The computation can be made even faster by
moving from binary to k-ary processor trees. However, the formatting processor
will progressively become more complicated and will o[set the advantage in
speed up. Hence we have not explored this option further.
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Abstract. Most of the hash functions using iterative constructions, are
ine [cieht for bulk hashing of documents with high similarity. In this
paper, we present a new approach to construct a cryptographic hash
function called Pair Chaining & Modular Arithmetic Combining Incre-
mental Hash Function (PCIHF). PCIHF has some attractive properties,
which are incrementality and parallelizability. The security of PCIHF has
also been analyzed comprehensively. Finally, we show that PCIHF is not
only universal one-way but also collision-free.

Key words. Cryptography, Hash Function, Incremental Cryptography.

1 Introduction

Hash functions take an input string of arbitrarily length and output a unique
fixed length string called as hash value. Originally, hash functions were designed
for the purpose of data integrity. The simplest protocol for ensuring data integrity
is as follows. Firstly, it hashes a large message M to obtain its corresponding
fixed size hash value p. Then, p with smaller size is protected by storing it in an
expensive private space, such as a smart card. Meanwhile, M is kept in a public
space. Later, we verify the integrity of M by hashing the message to obtain a
new hash value p* Then, we compare p-with the protected hash value . If they
are equal, with high probability, we conclude that M has not been altered. By
using hash functions, we can save the cost and speed up the verification process.
In order to ensure that the data integrity protection scheme works, the hash
functions must fulfill some cryptographic properties, which are 15t and 2"9-pre-
image resistance and collision resistance (Menezes et. al. [8]). Most of the hash
functions using iterative constructions, are ine Lcieht for bulk hashing of docu-
ments with high similarity. This is because of the nature of the iterative process
where the processing time is proportional to the total length of the message.
Here, we propose a new cryptographic hash function called Pair Chaining &
Modular Arithmetic Combining Incremental Hash Function (PCIHF) by using
the concept of incremental cryptography, which was first introduced by Bellare
et. al. [1]. For the proposed PCIHF, the time taken for updating the hash value
is proportional to the amount of modifications made to the message or constant
for certain text modification functions. We have assumed that the amount of

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 5061 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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modification is small compared to the size of the message. Therefore, PCIHF is
more e LCcieht. Moreover, PCIHF is parallelizable which is very useful for hardware
and software implementation.

Section 2 presents the notation and related works on incremental cryptogra-
phy. We elaborate on the construction of PCIHF and analysis of its e [ciehcy on
some text modification functions in Section 3. In Section 4, we show that our
proposed PCIHF is universal one-way and collision-free.

2 Preliminary

2.1 Standard Notation and Definition

Here, we briefly go over some standard notation. {0, 1}* denotes a binary string
with k bit. [q] is the set of integers {x : 1 < x < q}. |s| denotes the length (in
bits) of s. (R — S) denotes the dilerknce of sets R and S. Symbol Q denotes
the asymptotic lower bound. r||s and r [Stlenote that string r is concatenated
and exclusive-OR with string s respectively. Finally, [SI_dlenotes the binary rep-
resentation of s.

2.2 Incremental Hash Function and Related Works

Incremental cryptography has the special property that after applying it to a
message, the cryptographic primitive can quickly be updated for the modified
message. In details, by applying a message M, its hash value y, and the text
modification function F to an ideal incremental hash function H, will produce
an updated hash value p™of the modified message M “faster than recomputing
it from scratch. The time taken must be independent of the size of the message;
but dependent only on the number of changed blocks.

Theoretically, any collision-free compression function can be modified to be-
come an incremental hash function. Bellare and Micciancio [4] presented the
randomize-then-combine paradigm. They pointed out the reasons why conven-
tional combining operators (such as exclusive-OR) are rejected. However, it can
still be used in message authentication scheme (MAC) where a secret key is
involved (Bellare et. al. [3] and Fischlin [5]). Besides that, incremental hash
functions based on tree scheme and discrete logarithm problem have been pro-
posed in Bellare et. al. [1] and [2]. Due to some disadvantages in the later two
schemes, we will only concentrate on randomize-then-combine paradigm. The
basic construction of incremental MAC is as below,

H= A Ra(MIi]) D
i 0]

A\ is the group operation and Rj is a keyed pseudo-random function with secret
key a. Unfortunately, (1) is not 2"9 pre-image resistance. This is because the
hash value remains unchanged by rearranging the message block. For example,
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H(MI1|IM[2]) = H(M[2]|IM[1]). In order to solve this, each block is added
with a counter, and the construction becomes,

H= A Ra(0LMIi]) &)
i o]

Now, the sequence of message block is essential. Although dramatic improve-
ments in term of speed can be achieved in using the incremental settings, it
posed some new security concerns, which are tamper-proof security and privacy.
Since (2) is still a linear function, it is insecure against message substitution at-
tack. For example, let y; = H(A||B), 42 = H(A||D) and ps = H(C||B) where
A,B,C,D [MI[i]. Without knowing a, an adversary will be able to obtain the
valid p=for message C||D, because u"= py Ap2 Aps = H(C||D). To counter
this, a random number r has to be included. The final setting is,

W = Ra(TOMCL)) s Ra (CLLEIIMi]) ®3)

In order to make sure the incremental hash function is collision free and secure
against message substitution attack, some redundancy bits must be added. Fur-
thermore, a user must keep record on the sequence of the counters. Micciancio
[7] came out with an idea of oblivious data structure to solve the privacy prob-
lem. An incremental algorithm is said to be private or historically free if the
final hash value yields no information on the previous text modification oper-
ations that have been applied to the final message. Therefore, (3) is partially
historically free because the adversary knows which message blocks have been
modified.

3 The Proposed PCIHF

In this section, we explain the construction of the proposed Pair Chaining &
Modular Arithmetic Combining Incremental Hash Function (PCIHF). Then, we
show how PCIHF performs incremental updating of hash values over some text
modification functions. Its e [ciehcy in term of total number of computation
steps required for each incremental updating process will also be analyzed. For
ease of discussion, we will only consider PCIHF as single pair block chaining
throughout this paper.

3.1 The Construction of PCIHF

Initialisation. For the sake of simplicity, we ignore the nonce and the Merkle-
Damgard strengthening (MD-strengthening), which are usually be added as the
first and last block in the original message respectively. Eventually, these are
essential in practical schemes to guard against prefix and postfix type of at-
tacks. We apply a standard padding method which pad bit-‘1’ and minimum
number of bit-‘0’ at the tail of the message M so that the message length, M|
is a multiple of b-bits. Finally, an input message M = M[1]M[2]... M[n], with
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single message block M[i] H0,1}®, for i [Jh]. In order to make our con-
struction works, we make a stronger assumption which is that all the message
blocks are distinct. This means that MJi] & M[j] for i,j [CJn] and i & j. Fi-
nally, R : {0,1}?* — {0,1}K is a standard collision-free compression function
(or pseudo-random function) which has an input with 2b-bits and output k-bits
“random” string.

Randomize. We implement the concept of randomize-then-combine paradigm.
Instead of using a counter for each block, we chain the block before performing
the randomizing process. The randomizer must definitely be collision-free; oth-
erwise, the entire construction fails to be collision-free. After going through R,
we obtain a series of intermediate hash values for i []A — 1] as shown below,

h[i] = R(M[i][|M[i + 1]) 4

Combining. Since hash function is public, we have to use some modular arith-
metic operations, if not, it is not secure (Bellare et. al. [4]). Additionally, these
operations must be associative, commutative and invertible in a particular group,
so that PCIHF is parallelizable and incremental. Some of the suitable operations
are addition and multiplication. Later, we will prove that the hardness of break-
ing additive operation is equal to breaking the weighted subset sum problem. In
this paper, we choose modular summation as the combining operation. We fixed
the length of final hash value to k = 160 bits. The final hash value p for PCIHF
could be obtained as follows:

1
0= h[i](mod 219 + 1) (5)
i [[Ak-1]

Here we assume that Random Access Machine model (RAM machine) is chosen
and the original (or previous) message is stored inside the memory, so time taken
to access the corresponding block could be ignored. Hence, total computation
steps taken by PCIHF for obtaining the first original hash value T¢ is equal to
Nn(R¢ + Cy) — (R¢ + 2Cy), where C¢ and R¢ are the constant time taken for com-
bining and randomizing process respectively. Its e [ciehcy decrease dramatically
if compared to standard hash function which only takes n(R¢/2). Nevertheless,
PCIHF is incremental and parallelizable.

3.2 Text Modification Function ¥ and E Lciehcy

In addition to single block update operations, PCIHF can also handle multiple
blocks and messages update operations. Let o; [{D,1}® be a set of distinct
message blocks (also with M[i]) for i []d]. A set of text modification function
F, so that the updated message MY = F (M, f), where f is the modification
augment. The description of f is given below:

Block Replacement. ¥ = replace(p, i, 01, ...,0,) denotes the sequence of p-
blocks starting from location i of previous M with hash value p are replaced by
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01, ...,0p. The updated hash value is:

K=+ R(l_[jllllll\/l[fh]) +RM[opllIMIi+pD) (6)

R(M[i =1+ j]J|[M[i + j]) + R(0jl|oj+1)
j=0,1,....p j Op+1]

The total cost Ty = 2(1 + p)(R¢ + Cy).

Block Deletion. f = delete(p, i) denotes the sequence of p-blocks starting from
location i of M with p are deleted. The updated hash value is:

O — 1 P ; c L .
H=H RM[i —1+jJ[IM[i +j]) + RIM[i = 1][[M[i+p])  (7)
j=0,1,..., p

The total cost Ty = (2 + p)(R¢ + Cy).

Block Insertion. f = insert(p, i, 0y, ..., 0p) denotes the p-blocks (o1, ..., 0p) are
inserted after the location i of M with hash value p. The updated hash value is:

O ) ) ) ) 1
K™= p—R(MIi]|IM[i +1]) + R(0p|IM[i +p]) + R(M[i]||o1) + R(0jll0j+1)
J Up+1]
8
The total cost Ty = (2 + p)(R¢ + Cy) is the same as the deletion function.

Block Cut-&-Paste. f = cut — paste(p, i, J) denotes the sequence of p-blocks
from the location i are cut and pasted after the location j of M. The updated
hash value is:

W™= p— R(M[i — 1]IIM[i]) = R(M[i + p — 1]|IM[i + p])
+R(M[]IIM[i]) + R(M[i — 1]|[M[i + p])
—RMI]IME +1])) + R(M[i + p— 1][IM[j + 1]) )

The total cost Tt = 6(R¢ + C¢), which is a constant value.

Multi-Messages Merging. f = merge(My, Mg, ..., My where p's the total
number of messages, denotes the multiple documents My, My, ..., Mpcwith re-
spective hash wvalue pi,p2,...,Mproand the number of message block
N1, Ny, ..., Npare then merged into one. The updated hash value is:
L 1 L 1
u= R(M; [n;]IIMj+1[1]) + Hj (10)
J Hpt-1] j ey

The total cost Ty = pH(R¢ + 2C¢) — (Ry + 2Cy). It is only proportional to p™?

3.3 Advantages of PCIHF

Omitting the Index. In previous proposed incremental schemes, each block
is concatenated with a counter. Therefore, the size of the hash value increases
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proportionally to the message size and the number of updating process. Con-
trarily, our PCIHF outputs a fixed size of final hash value. This directly reduces
the space storage required. Furthermore, no information is leaked during the
updating process. The recipient needs only the updated message and the hash
value for the verification procedure. Therefore, our proposed scheme is oblivi-
ous and total tamper-proof secure. In addition to that, we do not need to keep
a record on the intermediate values or the sequences of the orientation of the
block counter as virtual message (Bellare et. al. [2]). This is hard to be achieved
in the incremental tree scheme, where all the nodal information is needed to be
stored.

Using R Function as a ‘Black Box’. Using an existing hash function for
the randomized operation makes our algorithm more portable and simplifies our
analysis. This is because the existing ‘black box’, such as SHA-1, have been
studied in details and proven as a strong candidate.

Fast Combination Operation. We stick to the summation operation which
is the simplest arithmetic operation as it is a very fast operation for current
microprocessor compared to other operations (modular multiple operation, etc).
Of course, using a combination operation with higher complexity will increase
the hardness of attacking the scheme.

Further Improvement. Applying multi-blocks chaining instead of just two
blocks per pair could further speed up the proposed scheme. Furthermore, the
performance of PCIHF could also be improved by storing the original interme-
diate values h[i] which are needed during the updating process, like in the tree
scheme. If this is fully implemented, the updating process can be done in almost
constant time, however we will end up using more space.

4 Analysis of PCIHF

In this section, we show that the proposed PCIHF is not only universal one-
way but also collision-free. Without loss of generality, we take SHA-1 as the
randomizer and the modular addition operator as the combining operator.

4.1 PCIHF: Universal One-Way

We show that the strength of PCIHF can be related to the standard modular
knapsack problem (subset sum problem). This only su [ced to show that it is
a universal one-way hash function UOWHF, as defined in Impagliazzo & Naor
[6] and Naor & Yung [9]. In order to show that it possesses the collision-free
property, we have to make a stronger examination, which will be discussed in
the next section.

According to Bellare et. al. [4], formally, we construct a 2" preimage-finder
(PF1,PFy). Firstly, algorithm P F; outputs a X. Then, the second P F, will base
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on the input x to get y. We fix the random oracle in the randomizing process,
which only allows PF, to access but not PF;. Finally, the finder is successful
if PCIHF(x) = PCIHF(y) and x & y. This type of finder is a weaker notion
of security, because the adversary is not allowed to choose x, as compared to
collision-free where birthday attack is allowed. We conclude that a proven uni-
versal one-wayness cryptographic hash function is not necessarily collision-free,
but it is always true vice versa.

Definition 1. A 2"d preimage-finder (t,q, €)-breaks a hash family if given an
oracle, it makes at most q oracle queries, runs in time t and finds a collision
with probability at least €. A hash family is (t, g, €)-universal-one-way, i CThere
is no 2"9 preimage-finder which (t, q, €)-breaks it.

Standard Modular Subset-Sum Problem. Given a k-bit integer N and q

distinct numbers ay,...,aq [Zn, we can construct a (k, q)-standard knapsack

problem. For optimization purposes, we do assume that N = 2K + 1. Then, we

are asked to get a set of weights w,...,wq [0, 1}, not all zero, where
1

wiaj = 0(mod N) (11)
i q)
The task is hard, when as,...,aq are chosen randomly in Zy and N is su =1
ciently large.

Definition 2. A (k, g)-standard knapsack problem is (t, €)-hard, i Cthere is no

algorithm which can find a solution to an instance N,as,...,aq of the (k,q)-
standard knapsack problem with probability more then € in time t, provided that
ai,...,aq are selected uniformly and independently in Zy.

After relating the universal one-way of PCIHF to the standard modular knapsack
problem, we obtain Theorem 1.

Theorem 1. Let k and g be integers such that the (k,q)-standard knapsack
problem is (t5eY-hard. Then PCIHF is (t, q, €)-universal one-way family of hash
functions where t = t*— Q(2bq) and & = 2¢"

Proof: The proof is given in Appendix A.

4.2 PCIHF: Collision-Free

A collision-finder, CF is an algorithm that tries to output a pair of collision.
Here, we will examine the probability that it is successful.

Definition 3. A collision-finder CF (t, g, €)-breaks a hash family H if it runs in
time t, makes at most g oracle queries, and finds a collision in H with probability
at least €. We say that H is (t, g, €)-collision-free if there is no collision-finder
which (t, g, €)-breaks H.
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Weighted Modular Knapsack Problems. By giving a k-bit integer N and q
distinct numbers ay, ...,aq [\, we can construct a (k, g)-standard knapsack
problem. We are asked to get a set of weights wy,...,wy [{+1,0,+1}, but
not all zero, as in (11). In other words, we need to find two disjoint non-empty
subsets | and J, where 1,J []q], such that,

L 1 1
ai— =0 (12)
im j o

Note that set | and J are the set of indices i and j such that w; = +1 and
Wj = —1.

Definition 4. A (k, q)-weighted knapsack problem is (t, €)-hard, i [there is no

algorithm which can find a solution to an instance N,ay,...,aq of the (k,q)-
standard knapsack problem with probability more then € in time t, provided that
ai,...,aq are selected uniformly and independently in Zy.

Balance Problem. We identify a computational problem — balance problem
(Bellare et.al [4]) that can be defined in an arbitrary group. It unifies the collision-
free treatment of PCIHF based on the underlying arithmetic modular combining
process. We only show how the hardness of the balance problem for the additive
groups is the weighted subset sum problem, although it could be implemented
in any algebraic group. The construction of balance problem is as follows. Let
G be some family of groups and n is an integer. In the (G, n)-balance problem
we are given a group G [Gland a sequence ag,...,a, Q. We must find the
weights wyq, ..., wn, [{+1,0,+1}, not all zero, such that

A &' =e(modN) 13)
i (0]

A is the group operation and e is the identity element in the group. The security
of the proposed PCIHF paradigm can be related to the balance problem in the
underlying class of groups, if the group is hard. Recall that g refers to the num-
ber of computations of oracle R. Since R is ideal, it maps {0, 1}?* to G. Lemma
1 says that if the balance problem is hard then the corresponding family of hash
functions is collision-free.

Lemma 1. Let G and g be integers such that the (G, qg)-balance problem is
(t5eY- hard. Then, PCIHF is (t, g, €)-collision-free family of hash functions where
t =t Q(2bg) and € = €Y

Proof: The proof is given in Appendix B.
Theorem 2. Let k and g be integers such that the (k, g)-weighted knapsack prob-

lem is (t5eY-hard. Then PCIHF is (t, q, £)-collision-free family of hash functions
where t = t*~ Q(2bq) and & = €Y
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Proof: We have related the security of the PCIHF to the balance problem, which
will further be reduced to a conventional hard problem. Obviously, since additive
operator is chosen, the corresponding balance problem of PCIHF turns into (12),
which is essentially equivalent to weighted knapsack problem. Therefore, PCIHF
is proven to be a collision-free hash function as long as the weighted modular
knapsack problem is hard.

5 Conclusion

We have introduced a new hash function PCIHF which is incremental and paral-
lelizable. Time taken for the Cut-&-Paste text modification function is constant,
regardless of the amount of blocks involved. Also, for multiple message merging,
the time taken only depends on the number of messages. Table 1 summarizes
the time taken by PCIHF for various modification functions. Finally, we show
that PCIHF is not only universal one-way but also collision-free.

Table 1. Complexity of computation

Text modification function, f Total cost, T¢

Replace(p, i, 01, .., Op) 2(1 +p)(Rt + Cy)

Delete/insert(p, i) (2+p)(Rt +Cy)

cut — paste(p, i, ) 6(Rt + Cv)

Merge(M1, Mz, ....Mpch pSRt + 2Ct) — (Rt + 2Cy)
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Appendix A: Proof of Theorem 1

A 279 preimage-finder (PF1,PF,) which (t,q, €)-breaks PCIHF is given. Algo-
rithm P F; outputs a string x with n-block. Then, P F, takes an oracle R, even-
tually outputs a string y with m-block where (X,y) is a pair of collision for
PCIHF. Meanwhile, we construct algorithm P to solve the (k, q)-standard knap-
sack problem. N is an integer with k-bit and a list of a;,...,a; [r1Zn. At
first, P runs PF; to obtain x. Then it runs PF, with an input N, and calls
R to answer its random oracle queries. There are two strategies for performing
the task. We assume that those oracle queries are distinct and only be made on
block replacement or appends to x. The answers are also distinct and randomly
distributed. Since, we use pair-chaining technique and according to some restric-
tions that have been made in PF,, a successful collision output y is as follows.
For i = [m], y; must be either x; or z,. Note that x;,yi, zi,w; [0, 1}" and k;,
ij CIg). Let I be the set of indices i, where y; = zy; and | [[m].

Strategy A: For i = [n — 1], answering R(Xj|[Xi+1) = b, where b; [4y. For
J =1[0—2(2n — 1)], answering R(wy, ||w;. ,) as follows:

If (ij = Xj) and (ij+1 ZI:.IZK’+1)1
_ by + e fori<j<sn-—1
RO l12e...) = ak forj=n
n+17
else if (wy; = zk;) and (Wi;., = Xj+1),
) by +ay,, forj=1
R lIXj1) = b + 25, fori<j<n
else, —
%akl+a;2, forj=1
Ak ak: -
j+ =+ = forl<j=n-1
R i . e J 2 2 N
(ij “ij+1) % +ay,,,, forj=n
DA for j >n

We choose this strategy, if we do assume m = n, meaning |y| = |x|. For i =
[m—1], let 1; be the set of indices i, such that (yi|lyi+1) = (Xillzk;.,); 12 be the
set of indices i, such that (yi|lyi+1) = (zk;||Xi+1); and 13 be the set of indices
i, such that (yil|lyi+1) = (zk,llzk,.,) respectively. Practically, all these set 14, I,
and I3 are totally disjoint. Therefore, | = {i:i 1] CId} L+ 1: i 4 CId}.
L) SN | ) EI |
PCIHF(X) = R(Xil|Xi+1) = bi(mod N)
i=1 i=1
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M 1 1
PCIHF(y) = R(illyi+1) = R(yillyi+1) + R(Xil[Xi+1)
i=1 i (LI i (-1]—1
L) S Y | 1
= b; + ax, = PCIHF(x) + ak, (mathopmodN)
i=1 i 1 i
If the finder is successful, then (X, y) will be a collision o F. In other words,

it is equivalent to finding a subset | [[m] such that, ax, = 0(modN). This
im

is a solution to the given standard knapsack problem.

Strategy B. For i = [n — 2] answering R(Xi[|Xi+1) = aj, and answering
1 . .
R(Xn—1||Xn) = ai(modN). For j = [q — (n— 1)], answering R(wj; [|wj,.,),
i=n—1

where wi; = z; and wi;,, [IKj, k., }, then R(zg[|wi;.,) = @j+@n-1)- We
choose this strategy, if we assume m < n. Let J is the set of indices j, such that
Yj = Zk;, where J []oh] and kj [Id] for j [rn]. Let J={j+(n—-1):j
J}A—2]—J and J™P=[gq] —JI7

L1
PCIHF(y) = aj(modN)
j o
1 11 11 1 —1
PCIHF(x) = a; = aj + aj = PCIHF(y) + aj(modN)
j=1 joor oo j o

Similiarly, if the finder is successful, then (x,y) is a collision of PCIHF, and also
J™E [In other words, it is equivalent to asking us to find a subset J™ gl
such that,
aj = 0(mod N).
j o

Once again, this is a solution to the given standard knapsack problem in Def-
inition 2. From the view of P F,, these two strategies are identical and totally
independent. P can successfully finds a collision, if he makes a right choice which
is only half of the probability of solving the given knapsack problem.

Appendix B: Proof of Lemma 1

From Bellare et. al. [4], collision-finder CF, which take [G[{description of par-
ticular group) and an oracle R, and eventually outputs a pair of distinct strings
X=Xi1...Xpandy =y;...ym, butis collided to each other. We construct a algo-
rithm P to solve the (G, q)-balance problem. P runs CF on input [G [ answering
its random oracle queries with the values as, ..., aq in order. We assume oracle
gueries are not repeated. Notice the answers to the oracle queries are uniformly
and independently distributed over G, as they would be if R: {0,1}** -~ Gisa
random function. We will let Q; denote the i-th oracle query of CF, namely the
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one answered by a;, so that R(Q;) = a;, and we let Q = {Qgy,...,Qq}. Finally,
collision-finder outputs a pair of collisions (X,y). We know this means,

A REXillxi+1) = A R(;jllyj+1)
i=[n—1] j=[m-—1]
Note that the operations are in G. Strings X and y are not neceesarily of the
same size; that is, m may not be equal to n. We will construct a solution to
the balance problem from x and y. Let x= x;||Xjx+1 for i [[h — 1] and for
yE=yillyi+1 for i CIth — 1]. We let f(i) be the (unique) value j []d— 1] such
that x'= g; and let f, (i) be the (unique) value j [Ig— 1] such that y-= g;. We
then let | = {f (i) : i CMd—1]} and let J = {f, (i) : i CJth—1]} be, respectively,
the indices of queries corresponding to x and y. We rewrite the above equation
as,
Aai= N gj
i1 j o
We know that x By andso I 8 J. Now fori =1,...,q let us define,
1
=aifi CJ-1
wi = ';ﬁ if i CInJ
if i C1I-J

Then the fact that | £ J means that not all wy, ..., wq are 0, this implies that

is equivalent to the defined balance problem. Therefore, the probability that
we find a solution to the balance problem is exactly that with CF outputs a
collision, and the time taken can be estimated.
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Abstract. In this paper we concentrate on finding out multiples of
primitive polynomials over GF(2). Given any primitive polynomial f(x)
of degree d, we denote the number of t-nomial multiples (t < 2 — 1)
\with degtge less than 29 — 1 as Ngt. We show that (t — 1)Ngt =

212 Ng1 — £2(29 — t + 1)Na,—o, with the initial conditions
Nag2 = Ng,2 = 0. Moreover, we show that the sum of the degree of all
the t-nomial multiples of any primitive polynomial is %(Zd — 1)Nag,z.
More interestingly we show that, given any primitive polynomial of de-
gree d, the average degree %(2d — 1) of its t-nomial multiples with
degree < 29 — 2 is equal to the average of maximum of all the distinct
(t — 1) tuples from 1 to 29 — 2. In certain model of Linear Feedback
Shift Register (LFSR) based cryptosystems, the security of the scheme
is under threat if the connection polynomial corresponding to the LFSR
has sparse multiples. We show here that given a primitive polynomial
of degree d, it is almost guaranteed to get one t-nomial multiple with

_d_ —
degree < 2&1 1002t D+1

Keywords : Primitive Polynomials, Galois Field, Polynomial Multiples,
Cryptanalysis, Stream Cipher.

1 Introduction

Linear Feedback Shift Register (LFSR) is used extensively as pseudorandom bit
generator in di[erknt cryptographic schemes and the connection polynomial of
the LFSRs are the polynomials over GF(2) (see [312]2] for more details). To get
the maximum cycle length this connection polynomial need to be primitive [9].
To resist cryptanalytic attacks, it is important that these primitive polynomials
should be of high weight and also they should not have sparse multiples [1T}/I]
(see also [7] and the references in this paper for current research on cryptanalysis
in this direction). With this motivation, finding out sparse multiples of primitive
polynomials has received a lot of attention recently, as evident from [6/4]. We
here concentrate on this problem and show that sparse multiples of primitive
polynomials are not hard to find. Our observations raise serious questions on
the safety of a certain class of LFSR based cryptosystems [12/2].

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 62-{72] 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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First we concentrate on an enumeration problem. It is to find out the total
number of t-nomial multiples of a d-degree primitive polynomial f(x). We look
into the multiples upto degree 29—2, since the exponent of any d-degree primitive
polynomial is 29—1. In [4], it has been shown that given any primitive polynomial
of degree d, it has (29~1—1) trinomial multiples. To generalize this, we here con-
centrate on a more involved counting problem. \{V_e;]shomhat glven any primitive

Zt _22 —Ng,t—1— =5 9—t+1)Ng,t—2
polynomial of degree d, it has exactly Ng = =1
many t-nomial multiples. Taking the initial conditions Ng> = Ng1 = 0, it is
easy to see that our formula provides Ng3 = 2d=1 — 1. Also we show that the
sum of the degree of all the t-nomial multiples is %(2d —1)Ng . This gives that
given any primitive polynomial of degree d, the average degree of its t-nomial
multiples with degree < 29 — 2 is 21(24 — 1). This value is also equal to the
average of maximum of all the dlstlnct (t— 1) tuples from 1 to 29 — 2.

In the other direction, it is important to find out the sparse multiples. Thus,
it is very clear that the main problem is to find out the least degree t-nomial
multiple of £(x). The simplest algorithm to find such a t-nomial multiple is to
check all the t-nomials starting from degree d and then go on checking upwards
until such a multiple is found. The run time of such an exhaustive search algo-
rithm is output sensitive. In fact, in [6/4], it has been shown that it is possible
to find a trinomial multiple of degree less than or equal to 2 ;2 However, this
result is not encouraging since for large d, it will take a long time to get the
least degree trinomial multiple. On the other hand, if it can be shown that it
is possible to get a multiple in a much lower range, then the exhaustive search
algorithm seems reasonable. We use simple statistical assumptions to show that
it is almost guaranteed to get a t-nomial multiple of degree less than or equal
to 2e21+H100(D+1 1 particular, it is expected to get a trinomial multiple of
degree less than or equal to 25*2 which is much better than the expression 222 .
given in [6/4].

Let us now present an example for clarity. Consider a randomly chosen 31
degree primitive polynomial f(x) = x3! + x3 + x2 + x28 + x?7 + x> + x?4 +
X223 + x?? + x?1 + x16 + x4 + x13 + x'1 + 1. Note that this polynomial has 15
terms. We find the following sparse multiples of £(x). Also in bracket we provide
the time taken by a simple C language implementation (Unix operating system
on SUN Enterprise Server E 3000, four 250 MHz CPU, 1 GB RAM). The sparse
multiples are x894%98 + x8581 4+ 1 (1546 sec), x3286 + x2417 4+ x1001 + 1 (2280 sec),
X536_|_X497 +X292+X199+1 (1359 SEC) and X150+X148 +X124+X122 +X117+l (218
sec). Our bound of 2e21H1092(=D*1 nravides the values 185362, 7740, 1722, 734
for the value of t = 3,4, 5, 6 respectively. Note that we get sparse multiples at low
degree in small time. This identifies that the use of moderate degree primitive
polynomials in cryptographic schemes is not very safe [11/I] as it is easy to get
sparse multiples.

A polynomial with t non zero terms, one of them being the constant term is
called t-nomial, or in other words a polynomial of weight t. By a sparse multiple
we generally consider t-nomial multiples for t < 9. Note that the roots of a
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primitive polynomials are the primitive elements of GF (2¢). Consider a primitive
polynomial f(x) of degree d and let a be a root of this, i.e., f(a) = 0. Consider
g(x) is a t-nomial multiple of f(x) having degree < 29 — 2. Then it is very clear
that g(a) = 0. In other words, g(x) = 1+ x"* +x2 + .. .+ X1 (I1<ip <ip, <
... <1 < 29-2) is a t-nomial multiple of f(x), i CIH+a' 1 +a'z+. . . +ait-1 = 0.
For more details on finite fields, the reader is referred to [10/9].

2 Enumeration of t-nomial Multiples

In this section first we prove the following important result on the number of
t-nomial multiples of a degree d primitive polynomial.
L) 1

292 _ Ct—1,5d_

t—2 d,t—17 t—3 (2 t_'_:I~)Nd,t—2

Theorem 1. Ny = T

Proof. Let us consider a primitive polynomial f(x) of degree d. Any t-nomial
multiple of f(x) can be writtenas 1 +x"t +x"2+ ... +x'*—2 +x'"=1 for1 = i; <
i <...<lit2 <it—1 < 29— 2. Hence, if we consider a be a root of f(x), then
1+ar+a2 +.. +al2 =qgl,

Now consider the expression 1 + ai* + a2 + ... + al*=2, We can take any

(t — 2) valueg-{uple—< iy, iz, ..., it—2 > out of 24 — 2 possible values. This can
be done in %77 ways. For each such combination < i, i,..., it >, we

have 1 + a't + a2 + ... + ait—2 must be one of the elements 0, 1, oX, a', where,

kK [y, i, ..., 02} and | [L2,...,29 =2} — {i1, 0>, ..., it—2}. Let us consider
the four cases separately.

1. We first consider 1 + a'* + a'2 + ... + a'*2 = 0. This implies that this
is a (t — 1)-nomial multiple of f(x). Such a situation will occur for each
of the (t — 1)-nomig| n\uit]iples. This count is thus Ng t—1. This need to be

subtracted from 2 7

2. Next we consider, 1+ait+a'2+. .. +ait—2 = o, where k [{y, io, ..., it—2}.
Consider k = i,. Then, 1+ a't +... +al*—* + air+1 + ... + ait-2 = 0. This
implies that this is a (t — 2)-nomial multiple of f(x). Such a situation will
occur for each of the (t—2)-nomial Itiqﬁ. This count is thus Ng t—2. This

again need to be subtracted from 2 =7

3. Next we consider 1+ o't + a2 +...+alt=2 = 1. Then we get a’* +a'2+.. .+
a't—2 = 0. The number of cases for which a'*+a'2+. . .+a't—2 =0, where, 1 <

\q i<} <2 <it—1 =< 29 —2, must be subtracted from the expression
2

.~ . S0 we need to count the cases for which a'* +afz + ... +aft-2 = 0.

Now consider the expression a'(1 + od* + odz + ... + odt=3) for i = 1 to
29 —2, where 1+ xJ1 +xJ2 + .+ xJt=3 is a (t — 2)-nomial multiple of (x).
Out of these values of i, we will get (t — 3) values for which j, +1i = 24 —1,
1 < p = t— 3. So these many values must be subtracted from the counting
which gives us ((29—2) — (t—3)) = 29 —t+1 di [erknt cases. This is because
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we like to count the cases where o't + a2 + ... + at=2 = 0 and none of the
olacanbel, 1<qg<st—2.

The terms ol (1+odr +od2 +. . . +od+=3) for i = 1 to 29—2, will produce (t—3)
number of (t — 2)-nomial multiples of the form 1 + xK1 + xkz + . + xke=3,
Also 1+ xJ1 + xJ2 + .+ xJ==3) need to be counted here as it by itself is
a (t — 2)-nomial multiple. Thus whenever we start from any (t — 2)-nomial
multiple, it includes the case of ((t —3) + 1) = (t — 2) number of (t — 2)-
nomial multiples. Hence, if we choose each of the (t — 2)-nomial from the
total Ng t— choices, ultimately each will be repeated (t —2) times. So total
number of cases for which for which ai* + a2 + ... + a'*—2 = 0, where,
l<ii<ir<...<ii= |t_|1:l_< 29 —2is 5 (2° —t+1)th 5. This need
to be subtracted from 277

4. Thus we get the t-nomial count %7 — Nge—1 — Ngt—2 — 13529 —t +

1)Ng t—2. In all these cases, it is guaranteed that 1+a'* +a'z+.. . +qa't2 =
a1 =al, where, | [{1,...,29—2} —{i1,is,...,it—2}. Now we can bring
a' in the left hand side by shlftmg any of the ai’s in the right hand side,

iy, ip,...,it—2}. This means that each of the t-nomials are counted

(t—1) times.
282 t—1 od
t—2 —Ng,t—1— 5 Q" —t+1)Ng,t—2

=1 1

Thus we get that Ng ¢ =

It is not clear how to solve the recurrence relation of Theorem [ for any t.
However, we solve it for some low values of t as it is important to analyse the
sparse multiple. We list the values here.

Nas = 5(29-2)

Naa = 5(2°=2)(2" - 4)

Nas = 1(2‘* 2)(2° ~ )24~ 8)

N %(2" —2)(2% = 4)(2* ~ )2 - 8)

Ng7 = 729 —2)(2% —4)(2¢ - 6)(224 — 15 - 29 + 71)

Nas = (29 —2)(29 — 4)(29 — 6)(2¢ — 8)(229 — 15 - 24 + 71)

Ngo = 1 (29— 2)(2% — 4)(2% — 6)(2° — 8)(29 — 12)(2% — 12 29 + 62)

Ng,10 = -1 524 = 2)(29 — 4)(29 - 6)(2¢ — 8)(2¢ — 10)(2¢ — 12)(2%4 — 12 - 29 + 62)

The above expressions show that it will not be easy to get a generalized solution
for any t. It will be an interesting exercise to find this out. Next we present the
following result.

Ng,t Ny od—1-¢

Theorem 2. = -

Proof. It is known that for any primitive element o, 1+ +02+. ..+ 02 ~2 =0,

e., 1+ x+x2+...+x2 2 js the only (2¢ — 1)-nomial multiple of any primitive
polynomial f(x) of degree d. Now we calculate the number of (2¢ — 1 —t)-nomial
multiples in terms of t-nomial multiples. Whenever a'*+. . .+a't =0for1 <i; <
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i) <...<it_p < ity < 29—2, coupling this with 1+ o+ o2 +...+ a2 "2 =0,
we will get a (29 — 1 — t)-nomial multiple. Similar to item 3 of the proof of

Theorem [ we find that a'* + ... + ot =0 for %Nd,t cases. (Note that in
item 3 of the proof of Theorem[I], we have analysed the result for (t — 2) terms,

which is t terms here). So, Ny pa—1_¢ = zd_tl_tNd,t. 1

The above theorem can be used to get the number of (2¢ — 1 — t)-nomial
multiples from t-nomial multiples. We already know that Ng 1 = Ng2 = 0. This
immediately gives that Nga_, = Nga—3 = 0. Also in the proof of the above
theorem we have noted that Ny ,«—; = 1. We have found by computer program
that the value of Ng increases strictly from t = 3 upto t = 2971 and then it
starts decreasing strictly till t = 29 — 4. Also for 3 < t < 29 — 4, all the values
of Ng ¢ are positive integers. We have checked this for d = 4,5, 6 and could not
check further since the count values are extremely large. However, we get the
following two results in this direction.

Corollary 1. Fort< L;Z Nd,t > Ng,t—1-

L1
2,

Proof. We need to get the value of t, such that, NI__CL:It :I:(’I t—s  — Nagt—1 —
129 —t+1)Nge—2)/(t—1) > Ng¢—1. This gives, %7 > tNd,t—fiﬁ%l 2d —
29—=2

t+ 1)Nd,t1;%| Co@der the case when we overestimate Ng¢—1 as % and
29=2

t—4 .
Ng,t—2 8 ——=— and even then, Ngt > Ngt—1. From this we get, 1 > 5= +

sa—i—. This gives the bound for t. 1
Corollary 2. For 0 <i <291 —4, Nga-14; > Ng pa-1_j_1.

N

_ - N _ -
Proof. From Theorem [, we have —SZ—-+ = —%2—1=2"— Then the proof

follows from 201 +j >2d —1 —2d=1 —j, —1
Next we prove an important result on the sum of the degree of all the t-nomial
multiples for any primitive polynomial f(x).

Theorem 3. Given any primitive polynomial of degree d, the sum of the degree
of all its t-nomial multiples is (2% — 1)Ng s

Proof. Consider each t-nomial multiple of degree d,, where 1 < r < Ng (. Now
multiply each t-nomial by x! for 1 < i < 29—2—d,. If we consider o as a primitive
root of (x), then for each value of i, 1 < i < 29—2—d,, we will get expressions
of the form ai* + ...+ a't = 0. Thus, each t-nomial will provige 29 —2 —d, such
expressions. Hence considering all the t-nomials we will get | 2/ 4—2—d,)
such expressions and all such expressions are distinct. Similar to the proof of
Theorem [2, this gives the count of all (29 — 1 — t)-nomial multiples, which we

d__q__ .
denote as Ny a—;—¢. Moreover, from Theorem 2l Ny a1 = 252"Ngy, i.e.,

W4 —2—dy) = £ NGy, Hence oy dy = (29— 2 — Z51T) NG, =
2229 = DNy ¢ (-
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From the above theorem we get that the average degree of a t-nomial multiple
is 2(29 — 1)Ng ¢ divided by Ng, i.e., 52(29 — 1). This gives that plenty of
t-nomial multiples are available at higher degree, whereas there are very few at
the lower part.

3 On Least Degree t-nomials

A very simple algorithm to find the least degree t-nomial multiple of a degree d
primitive polynomial f(x) is as follows.

Algorithm Find-t-Nomial-Multiple.

Fori=dto2¢—2,
(a) Consider all possible t-nomial g(x) of degree i.
(b) If £(x) divides g(x) then report this t-nomial and terminate.

The time complexity of this algorithm becomes reasonable only when we can
expect that we will get such a t-nomial multiple of degree much less than 29 — 2
for small t. The requirement of small t is due to the fact that getting sparse
multiple of a primitive polynomial can be used for cryptanalytic techniques [L1].

If we consider that the least degree t nomial multiple has the value cq ¢, thﬁhb

algorithm will run for i =d to i = cq. In each step we have to consider {:;
tuples. This is because we consider the t-nomial multiple 1 + x'* + ... + xit-1,
where 1 < iy <ip <...< it < it—; < 29— 2. Now we have the value 1 and

the value it—; = i fixeg-fprpthe i-th step. Thus we need to check whether f(x)
divides g(x) for ;2 =1 dierent t-nomials in total. We like to estimate the

t—2
value of cq¢.

Once a primitive polynomial f(x) of degree d is specified, it is very clear
that f(x) has Ngt many t-nomial multiples. Note that any t-nomial multiple
1+ x'1 +x'2 + ...+ xi*2 + xi1 can be interpreted as the (t — 1)-tuple <
i1,i2,...,1t—2, it—1 =>. We have observed that by fixing f(x), if we enumerate all
the Ng ¢ di Cerent (t—1) tuples, then the distribution of the tuples seems random.
To analyse the degree of these t-nomial multiples, we consider the random variate
X which is max(iy, io, . .., it—2, it—1), where 1+ x11 + xiz + ., + xit—2 + xit-1 js
a t-nomial multiple of f(x). Also the value of max(iy, i, ..., it—2, it=1) IS it—1,
since we consider the tuples as ordered ones. Let us look at the mean value of
the distribution of X. From Theorem [] it is clear that the average degree of
a t-nomial multiple is %(2d — 1)Ng,+ divided by Ng . Thus we get the mean
value X = =129 —1).

This mean value X clearly identifies that the t-nomials are dense at higher
degree and there are very few at the lower degree. On the other hand, for crypt-
analysis, we are not interested in getting all the t-nomial multiples. We only
concentrate on the least degree t-nomial multiple g(x) of f(x). Thus our moti-
vation is to get an estimate on the degree of g(x). This is not clear from the
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distribution of X and that is why we like to look into another distribution which
seems to be close to the distribution of X.
Let us consid 1l thﬁﬁt—l)-tuples <iq,lp,...,It—2,It—1 > intherange 1 to

29—2. There are Zt_—12 such tuples. We consider the tuples in ordered form such

thatl<i; <ip <...<lit—p < it—1 < 29—2. Now consider the random variate Y
which is max(iy, io, ..., lt—2, it—1), Where <y, ip,...,lit—2, it—1 > is any (t — 1)-
tuple from the values 1 to 29 — 2. Also the value of max(iy, iz, ..., it—2, it—1) IS
it—1 as we consider the tuples as ordgregl greg. Note that there is only 1 tuplg-wjitih—

maximum value (t —1). There are > tuples with maximum value t, .,

tuples waan]—_vw t+4Hand sThpi:, the-mean of m'“@“t@
i 29—-2 i—1

isY = —t|4_—|t2 1 - Now, |t1' o = (=1
(t—1) >* . Thus, Y = 229 —1). Note that this is equal to the value of X.
Thus we have the following theorem.

Theorem 4. Given any primitive polynomial f(x) of degree d, the average de-
gree of its t-nomial multiples with degree < 29 — 2 is equal to the average of
maximum of all the distinct (t — 1) tuples from 1 to 29 — 2.

With the result of the above theorem, With the result of the above theorem,
we assume that the distributions X, Y are indistinguishable. Consider Ng ¢ tuples
which represent the actual t-nomial multiples of f(x). Since the distribution
of these tuples seems random, if we select any tuple, th obgbijity that the

tuple will represent a genuine t-nomial multiple is Ngq, o ° — 12 . Thus we can

estiprgterthe e@pte@umber of t-nomials with degree less than or equal to ¢

as tfl NFRY4 2t_—12 . At this point let us summarize our assumption for this

estimate.

Assumption RandomEstimate: Let f(x) be a primitive polynomial of degree d.
Consider the set of all t-nomial multiples of £(x) which are of the form 1+ x'1 +
X2+ xit2 + xie for 1<y <o < ... < it < ig—1 < 29 — 2. Interpret
each t-nomial multiple as an ordered (t —1) tuple <y, iz,...,it—2, it—1 =>. Note
that the degree of this t-nomial is it—1. Ng+(c) denotes the number of t-nomial
r@]tlﬁwhlthﬂave the degree at most c. Now we expect that Ng +(C)/Ngt =

[t Iil ¢ _112_—dl' Gl%?n some t we like to get an estimate of c, such that
tfl Ng ¢/ t__l = 1. This value of ¢ will give an expected value of cq¢, the
degree of the least degree t-nomial multiple of f(x).

Next we present some experimental results in support of our assumption. We
consider the trinomial multiples for this. In the following three tables we consider
the case for degree 8, 9 and 10. In the first row A we provide some intervals.
These intervals represent the degree of the trinomial multiples. In the second
row B we provide the expected number of trinomial multiples less than or equal
to the degree given in row A. As example, from the Table 1 we get that there are
estimated 2.05 trinomial multiples at degree less than or equal to 32, 4.1 trinomial
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multiples in the range of degree 32 < d < 57, 6.15 trinomial multiples in the
range of degree 57 < d < 82, etc. Note that these values are calculated from our
assumption RandomEstimate and that is why these values are fractional. In the
third row C, we present the result corresponding to a randomly chosen primitive
polynomial. As example, from the Table 1 we get that there are 2 trinomial
multiples at degree less than or equal to 32, 5 trinomial multiples in the range
of degree 32 < d < 57, 5 trinomial multiples in the range of degree 57 < d < 82,
etc. In the fourth row D, we present the result corresponding to all the primitive
polynomials. That is for degree 8, we consider all the 16 primitive polynomials
and check the result in aggregate. As example, from the Table 1 we get that
there are 32 trinomial multiples at degree less than or equal to 32, 66 trinomial
multiples in the range of degree 32 < d < 57, 116 trinomial multiples in the
range of degree 57 < d < 82, etc corresponding to all the primitive polynomials
of degree 8. We normalize the result of the fourth row D in the fifth row E. That
is in Table 1, we divide the entries of the fourth row by 16 (total number of
primitive polynomials of degree 8) to get the values in the fifth row E.

From the data in these three tables for the degree 8, 9 and 10, it is clear that
our assumption is supported by the empirical results. With this observation we
land into the following result.

Theorem 5. Given a primitive polynomial f(x) of degree d, under the assump-
tion RandomEstimate, there exists a t-nomial multiple g(x) of f(x) such that

degree of g(x) is less than or equal to 2&°1 *1092(t—D+1,

Table 1. Results for degree 8 primitive polynomials.

32 |57 |82 |107 |132 |157 |[182 |207 |232 |254 |Total
2.05|4.1 |6.15]9.22|11.25|14.35|17.85|18.48 |21.6 |21.95|127
5 5 11 |11 12 20 20 20 21 127
32 |66 |116 |146 |182 |228 |284 |288 |348 |342 |2032
2 4.1217.25|9.12|11.38 |14.25|17.75|18 21.75|21.38|127

moolm >
N

Table 2. Results for degree 9 primitive polynomials.

60 |110 |160 (210 |260 (310 |360 [410 |460 |510 |Total
3.05(9.08|13.1|18.15|23.19 |27.22 | 32.26 | 38.3 |43.07 |47.58 | 255
8 12 |23 24 25 32 38 43 47 255
166 398 (629 |880 |1116 |1337 |1566 |1818 |2032 | 2298 |12240
3.46|8.29|13.1|18.33|23.27 | 27.85|32.62 | 37.87 | 42.34 | 47.87 | 255

m ool >
w

Table 3. Results for degree 10 primitive polynomials.

111 (212 |313 |414 |515 (616 |717 |818 |919 |1022 | Total
6.02|15.05|26.1 |36.14|46.18|55.22|66.26|76.3 |85.34|98.39|511
16 26 35 49 54 65 77 86 98 511
360 (938 |[1566 |2142 |2732 |3386 |3962 |4544 |5168 |5862 | 30660
6 15.63|26.12|35.7 |45.53|56.43|66.03|75.73|86.13|97.7 |511

moolm >
o




70 K.C. Gupta and S. Maitra
1 1 I;I 1
Proof. From the assumption RandomEstimate, we need tcl Ng.t/ 2 _2 ap-

proximatety eqqihto H_qtqs @?de@e@prqx_tmatlon as follows.

1 Nad/ 3 t]i‘l 25 1@ 7 (t —1)). In this Stfilwe have
approximated Nd,t as 272 /(2(t—1)). Note that til 22y 22 (-
d— 1
=3 Gl e =1 (ch — 1c(c—1)..(c—t+1) 1 _
ed_o -1 2t DD 2 (tDt-2)..1 29—t

(t— 1)-(2d t—1)!

2(,[_l )t 1 . Here we underestimate the expression. Now we need the expression
2(,[_ )t 1 to be approximately equal to 1. This will give the estimate of cq ¢.

Thus, Ca¢ = 2(t — 1)287 = 21 +10g2(t=1)+1 ]

We now discuss the significance of the above theorem. In [6l4] it has been
shown that given any primitive polynomial f(x), there exists a trinomial multiple

of f(x) with degree < L;Z Our result states that it is almost guaranteed to get

a trinomial multiple with degree < 22%2_Our result is much sharper than the
result of [614].

Let us also refer to a result on 4-nomial multiples of a primitive polyno-
mial [11, Page 174]. It states that given a primitive polynomial f(x) of degree d,
it is possible to get a 4-nomial multiple of f(x) having degree less than 24 with
high probability. This result is not exactly true. By computer experiment we ob-
serve that for a randomly chosen primitive polynomial (x), in most of the times
T (X) does not have a 4-nomial multiple with degree less than 2%. As an example
we once again repeat our result presented in the introduction. Given f(x) =
XSl + X30 _|_X29 + X28 +X27 +X25 + X24 +X23 + X22 +X21 +X16 + Xl4 +X13 + Xll + 1,
it has the minimum degree 4-nomial multiple x3286 +x2417 + x1001 + 1 Note that
3286 is much larger than 2% = 2% = 215 for d = 31. On the other hand, our
estimate 2t 7 +logy (t—1)+1 23+|og2 3+1 — 23+Iog2 3+1 — 23+2 585 is much more
reasonable. Our estimate gives the value 7740 for d = 31.

We are generally interested about the sparse multiples. So even if we consider
the value of t upto 9, it is clear that the estimate for the minimum degree of
t-nomial multiple is 2€T as log,(t — 1) = log, 8 = 3. Thus we propose that
in practical systems the primitive polynomials of degree at least 128 should be
used. Even in such a case, it is expected to get a 9-nomial multiple of degree 22°
and a 5-nomial multiple of degree 236.

The existing systems where LFSRs of lower size, i.e., say 64 are being used,
the systems are susceptible to cryptanalytic attacks. For d = 64, we can expect
to get a 9-nomial multiple at degree as low as 22 = 4096. It is known that if there
is a primitive polynomial f(X) of degree d which has a moderate degree (> d)
t-nomial multiple g(x), then the recurrence relation satisfied by f(x) will also
be satisfied by g(x). Thus we can very well exploit the attack proposed in [1I]
by choosing the recurrence relation induced by g(x). Given our observation,
whatever be the weight of the primitive polynomial f(x) (it does not matter
whether it is of high or low weight as we have a low weight multiple), we can
attack the system using g(x). For a 64-degree primitive polynomial f(x) we can
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expect to get a 9-nomial multiple of degree 4096. Now if it is possible to get
around 2 < 4096 = 8192 ciphertext bits, it is feasible to estimate the key from
the recurrence relation induced by g(x) [11]. Getting 8192 ciphertext bits is a
feasible proposition. Thus the current systems using small length LFSRs should
be under scrutiny with our results.

Our result in Theorem [§ can be used to calculate the expected running
time of the Algorithm Find-t-Nomial-Multiple at the beginning of this section.
Considering our estimate of Theorem [, we find that the value of c4¢, in the

d
discussion for complexity, should be estimated as 2&=z*°92(t=D+1 Thys we nee
Co i, £ Ctocime ot T

to check whether f(x) divides g(x) for 24 (5 = i >
di Cerknt t-nomials in total. Note that the algorithm can be parallelized easily
using more than one machines for faster solution.

Next we present some more experimental results to support Theorem Bl We
consider the primitive polynomials of degree 8 to 16 and present the results as
follows. For each degree d we provide how many primitive polynomials of that
degree does not have a t-nomial multiple having degree < 2&1100:(t=D+1 gjyen
in Theorem Bl We consider trinomials and 4-nomials. In the first column we
present the degree of the primitive polynomial. In the second column we present

the total number of primitive polynomials of degree d, which is @ [9]. In
the third column we provide the estimated value of cq 3 from Theorem Bl The
fourth column A provides the number of primitive polynomials for which the
least degree trinomial multiples have degree > cq 3. Similarly in the fifth column
we provide the estimated value of cq4 and the sixth column B provides the
number of primitive polynomials for which the least degree 4-nomial multiples
have degree > cq 4.

Table 4 strongly supports the estimation of Theorem [5. However, it is in-
teresting to see that there are indeed a few primitive polynomials which do not
have minimum degree t-nomials in the range of estimated degree in Theorem B
These primitive polynomials are more suitable for cryptographic purposes. In
fact this motivates us to present the following criteria in selection of primitive
polynomials to be used as LFSR connection polynomials. Given a set of prim-
itive polynomials of degree d and weight w, we need to choose the one out of
those whose least degree t-nomial multiple has maximum degree for low values of
t. Currently the only available option to find out such a primitive polynomial is
exhaustive search technique.

As a passing remark, we also like to mention the problem of finding Zech’s
logarithm. Given a primitive element a CGF (29), we can write 1+a" = aZ(™,
Given n, calculation of Z(n) is called the problem of finding Zech’s logarithm [10]
Page 91, Volume 1]. This problem (see [5/8] and the references in these papers)
is related with the problem of getting the trinomial multiples of a primitive
polynomial. Note that we have the result that it is expected to get a trinomial
multiple of any primitive polynomial having degree < 22*2_ This gives that
given a primitive element q, it is expected to get an < n,Z(n) > pair with
max(n, Z(n)) < 22*2.
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Table 4. Experimental results with respect to Theorem B.
©(29—1) . N

degree d | ==;— | Estimated cq,3 | A | Estimated cq4 | B
8 16 64 0 (38 0
9 48 90 0 (48 0
10 60 128 0 (60 0
11 176 181 0 |76 0
12 144 256 0 (96 0
13 630 362 0 (120 0
14 756 512 0 (153 0
15 1800 724 6 (192 0
16 2048 1024 13241 0
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Abstract. XTR cryptosystem makes use of an irreducible polynomial
F(c,x) = x> —cx? + cPx — 1 over a finite field IF,2. In this paper, we
develop a new method to generate such an irreducible polynomial. Our
method requires only computations of Jacobi symbols and thus improves
those given [1], [2] and [3].

1 Introduction

In a series of papers [1], [2], [3] and [4], A.K. Lenstra and E.R. Verheul intro-
duced and developed a new cryptosystem so called XTR public key system. Let
F(c,x) = x® —cx? + cPx — 1 be an irreducible polynomial in IFp2[x] for some
element ¢ [TH,2. Then a root h of F(c,x) is in IFps and satisfies hP*—P+1 =1
([1D. Thus h generates a subgroup of IFF‘,%'of order dividing p? —p + 1. For each
integer k, put cx = Tr(hX), where Tr is the trace from IFps to IF,2. The idea of
XTR (E Ccieht and Compact Subgroup Trace Representation) is that one can
make use of {ci} instead of the subgroup < h >= {hk} in implementing vari-
ous cryptosystems such as Di [Ce-Hellman key agreement protocol and Elgamal
system. Note that {ci} is in IFpz, while < h >= {h¥} is in IFps. Thus XTR sys-
tem has the obvious advantages in both computation and communication (XTR
reduces the cost to %) with maintaining the same security level as one works
with {hK} ([1]). Considering the size of p which is supposed to be as large as
% % 1024 = 170 bits, saving  is huge.

One of the problems in running XTR system is the generation of ¢ which
guarantees the irreducibility of F(c,x) = x3 — cx? + ¢Px — 1. For a randomly
chosen cin IF,2, the probability for F (c, x) to be irreducible is % In[1], [2] and [3],
several algorithms of irreducibility test of F (c, x) are given. The best algorithm
for irreducibility test known so far requires about 1.8log,p multiplications in IFy
([3]). So one needs expectedly about 2.7logop multiplications to initiate XTR
system. There is another improvement in finding irreducible polynomials F (c, x).
Namely, in [2], it is proved that F (c, x) is always irreducible for a certain special
value ¢ when p=2 or 5 mod 9 and 3 mod 4.

The purpose of this paper is to generate irreducible polynomials F(c,x) in
IF,2[x] more e Lciehtly. In section 2, we will show that they can be derived from

SThis paper was supported by the Basic Research Institute Program, Korea Research
Foundation, 2000-015-DP0006.
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irreducible polynomials in IFp[X]. Fix a quadratic nonresidue t in IF, and suppose
an irreducible polynomial in IFp[x] of the form x® —tax? + bx + a is given. Then
we will show that F(c,x) = x3 — cx? + cPx — 1 is always irreducible, where
c= _t;t_’:f + tﬁ%u with o2 = t. Therefore to generate an irreducible polynomial
x3—cx?+cPx—1in IFpz[x], start with an irreducible polynomial x3—tax?+bx+a
in IFp[x] and get the corresponding one in IFpz[x]. Of course, not every irreducible
polynomial in IF,[X] is of the form x® — atx? + bx + a. However, note that for a
given irreducible polynomial H(x) = x3 + Ix? + mx + n in IFp[X] with Imn & 0,
H(x) is of the form x® — tax? + bx + a for some quadratic nonresidue t if and
only if —% is a quadratic nonresidue. So the probability for H(x) to be of the
form x3 —tax? +bx +a is % Therefore once we have an irreducible polynomial
H(x) in IFp[x], by considering H(x + k) for k = 0,1, +2,---, we can find an
irreducible polynomial of the form x® —tax? + bx +a in IF,[X] (and thus F (c, x)
also) before long since the probability that H(x + k) cannot produce F(c, X) is
% for each k. In this way, we can find plenty of irreducible polynomials F (c, X).

Thus our problem is narrowed down how to create irreducible cubic polyno-
mials in IF,[x]. This is handled in section 3. In section 3, we explain how to find
irreducible cubic polynomials in IF,[X] by examining several examples. In exam-
ple 1, we find an irreducible polynomial F (¢, X) when p = 2 or 5 mod 9. This case
was studied in [2], where a di[erknt irreducible polynomial is constructed by a
di Cerent method. In the next two examples, we produce irreducible polynomials
F (c, x) for di [erent moduli, namely the case p & +1 mod 7 in example 2 and the
case p = %2 or =3 or £4 or =6 mod 13 in example 3. Thus by looking at p mod
9, or mod 7, or mod 13, we get an irreducible polynomial F (c,x) immediately.
If we are in such an unfortunate case that p & 2 or 5 mod 9 and p = +1 mod 7
and p = =1 or £5 mod 13, another appropriate modulus, for instance mod 19,
would yield an irreducible polynomial F (c, x).

2 Generation of F(c, X)

For a given prime p, which is supposed to be as large as % x 1024 = 170 bits
for applications to cryptosystem, fix a quadratic nonresidue t in IF,. Let G(X) =
x3 — tax? + bx + a be a polynomial in IF,[x] with a,b [HH,. Let By, B, and B3
be the roots of G(X), so that

G(x) =x° —tax® +bx +a = (x = B1)(x — B2)(x — Ba3) -

Let a be an element in IF,2 such that o® = t. Then {1, a} is a basis of IFy2 over
IFp. Since B1 + B2 + B3 = ta and B1B2B3 = —a, we have (1 + Bra)(1 + Boa)(1+
B3G) DEP.

F(X) = (X — (L +Bra)” " H(x — (1 + B20)P 1) (x — (1 + Baa)P"2) .
Since (1 + B,0)(1+ Boa)(1+ Bsa) is in IF,, the constant term of F(Xx) is —(1 +
B1a)P L(L + B20)P° (L + Bao)P 1 = —1. Put

¢ = (L+Bro)? ™ + (L + Boo)P T + (1 + Byo)P L
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We claim that the coe [cieht of x of F(x) equals cP. Note that o = aP~la =

(0®)%= a=t%"a=—a. Thus

3_ 3_ 3_

P = (1= Bpa)~* + (1= B+ (1 — )
4 4 4
_1+pfa, 1+pa, 1+pla
- 1-pfa  1-PJa  1-Bia

On the other hand, the coe [cieht of x of F(X) is

(L + Bro)P TH(L + Boa)? T + (1 + Boa)” TH(L + Baa)
+(L+ 1) 7L + Baa)”
1 1 1
= —+ +
1+ Bro)P*~1 - (L+B0)P°~t  (1+ Bga)P°—t
_ (1+Bi) | (A+Ba)  (A+PBsa)
Q-pfa) @A-pYa) (1—-p5a)

There are three cases to consider:

(i) all Bi’s are in IFp, in which case BP = Bj,
(ii) one of B, say By, is in IFp, and the other two are in IFp2, in which case
BP =B, and for i = 2,3, P =P =p; and BP° = pP,
(i) all Bi’s are in IFpz, in which case [3?3 = Bi, 5?4 = BP and they are conjugate
over IF,, so that we may assume B} = B,, BY = Bs and B = B.

In any case, one can check that the coe [cieht of x of F(x) equals cP as desired.
Therefore F (x) is a polynomial of the form F (x) = x3 — cx? + ¢Px — 1.
Next we claim that

(a) ¢ [He,
(b) G(x) is irreducible over IF, if and only if F(x) is irreducible over IFpz,

(c) If G(x) is irreducible over IFp, then th & —1 and ¢ = 723 + A2 ¢

(a) follows easily from the observation that c® =c. To prove (b), note that if
G(x) is irreducible, then we are in situation (iii). In this case the roots of F (X)
are conjugates over IFpz, thus F(x) is irreducible. On the other hand, if G(x) is
reducible, we are in the case (i) or (ii). Then the roots of F (x) lie in Fp2, so F (x)
is reducible. Hence we obtain (b). Finally we examine (c). If G(x) is irreducible,
then th B —1, for otherwise, ta would be a root of G(x). To get the formula for
¢, we expand the expression for c:

(1+ Bro)P ™ + (1 + Bo0)™ 7 + (1 + Ba)
3 3 3
1—[3{’0(+1—[3§a+1—[3§a
1+ Ba 1+ Ba 1+ B30
_1-Bio 1-Poa  1—Psa
1+Ba 1+pa 1+Bza

c
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_ 3~ (B1B2 + B2Ps + BaPs)t + {(B1 + B2 + B3) — 3B1B2Bst}ar
1+ (BaB2 + P23 + PaPa)t

_ 3 —bt+ 4ata

1+t

To summarize, we have the following theorem:

Theorem 1. Let t be a quadratic nonresidue mod p and G(X) be an irreducible
polynomial in IFp[x] of the form G(x) = x3 — atx? + bx + a. Then F(c,x) =
x3 —cx?+cPx—1 with ¢ = 7243 + 214 o s an irreducible polynomial in IFpz[X],
where a? = t.

Remark 1. Let H(x) = x3+Ix? +mx+n be an irreducible polynomial in IF,[X]
with Imn £ 0. Then H(X) is of the form G(x) = x® — tax? + bx + a for some
I

guadratic nonresidue t if and only if _ﬁlj'i"f’l ﬁdratic nonresidue, which can be
1

tested by computing the Jacobi symbol _Tﬁ . So the probability for H(x) to be

of the form x3—tax?+bx+a is 3. Hence, once we have an irreducible polynomial
H(x), by considering H(x + k) for k = 0,+1,%2, .-, we obtain an irreducible
polynomial of the form x3 — tax? + bx + a before long, since the probability that
H (x + K) is not of the desired form is % for each k.

3 Examples

Example 1. p=2or5mod9

Let { = Lo be a primitive 9th root of 1. Then Irr({, IF,) = x®+x3+1, IFpe =
IFo(2) and IFps = IFp(Z + ™). Now we compute the irreducible polynomial for
{+{ "1 over IFp. Note that the conjugates of {+Z* over IF, are {+{ 71, {P+{7P

and Z°° + 7P, Since p=2 or 5 mod 9, they are {+ 1, 22+ 2 and 74+ (4.
Since

(L+TH+H@+TH)+C+TH =0,
(L+TH@E+TH+@+THE+TH+C+THT+TH =3,
and  (L+THYE+TAHC+TH =1,

we get Irr(C+ 71, IFp) = x3 —3x + 1. Let

HX) =1rr(3C+ 1) —1,IFy) = x3+3x%> —24x + 1 .
11
Since p =2 mod 3, %3 = —1. Thus H(x) is of form x3 — atx? + bx + a with
a=1"Db=—-24 and t = —3 which is a quadratic nonresidue. Therefore the
corresponding polynomial F(c,x) = x® —cx? +¢Px —1 with c = =% — LZa is
irreducible over IFyz, where o = —3.
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Example 2. p& £1mod?7

Let { = {7 be a primitive 7th root of 1. If p = 3 or 5 mod 7, then IF, () = IFps.
So IFp( +771) = IFps. If p = 2 or 4 mod 7, then IF,({) = IFps. Note that
IFo(Z + Z7%) = IFps in this case, too. Thus conjugates of { + {~* over IF, are
{+ Y, 2+ 772 and T4 + 7%, Note that

(L+TH+@+TH)+C+TH =1,
(L+TH@+TH+@+THEE+TH+C+THCE+TH =2,
and  (L+TNE+THEC+TH=1.

Therefore 1rr(T + {71, IFp) = x3 +x? — 2x — 1. Let
HE) = 1rr(@+77H IFp) =x3+x2 —2x— 1 .
Suppose that p = 3 mod 4, and consider
HX+2) =1rr(@+ 71 —2,IFp) = x3+7x% + 14x + 7 .

Since p = 3 mod 4, —1 is a quadratic nonresidue mod p. Thus H(X + 2) is
an irreducible polynomial of the form G(x) = x3 — atx? + bx + a with a = 7,
b = 14 and t = —1. Hence the polynomial F(c,x) = x3 — cx? + ¢Px — 1 with

¢ =—1 + Zq is irreducible over IFp2, where a? = —1.

Example 3. p=+2 or £3 or =4 or £6 mod 13

Let { = {33 be a primitive 13th root of 1. As in example 2, one can check that
IFp: = IF({+Z~*+>+{°). The conjugates of y; = {+~*+{>+{° over IF,
arey; = {+{T HPHLT0, o = PAHLTPHB3H+T8 and ys = LT+ HTE.
Note that

Y1 +Y2+ys=-1,
Y1Y2 +YaoY3 +Y1ys = —4,
and  yiyoyz=-—1.

Therefore, Irr(ys, IFp) = x3 +x% —4x + 1. Let
HX) = Irr(ys, IFp) =x3 +x% —4x +1 .
For a [CHHS, 'we have
H(x+a)=Irr(y1—a) =x*+(Ba+1)x* + (3a® +2a—4)x+a’+a’ —4a+1 .
In particular,

Hx—1)=x3—2x>—=3x+5 and H(x+3)=x3+10x?+29x + 25 .
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101
Thus, if % = —1, we make use of the first polynomial with a =5, h = -3

and t = % to get an irreqiei%polynomial F (¢, x). In this case, c = —21 — 40q,
where a® = £. While if 22 =1, we use H(x + 3) = x® + 10x* + 29x + 25. In

this case, a =25, b =29 and t = —%. Then we get an irreducible polynomial
: — 73 200 O 2 _ 2

F(c,x) with ¢ = —&5 + £3°a, where a™ = —¢.
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Abstract. The work investigates cheating prevention in secret sharing.
It is argued that cheating is immune against cheating if the cheaters
gain no advantage over honest participants by submitting invalid shares
to the combiner. This work addresses the case when shares and the secret
are taken from GF (p'). Two models are considered. The first one exam-
ines the case when cheaters consistently submit always invalid shares.
The second model deals with cheaters who submit a mixture of valid
and invalid shares. For these two models, cheating immunity is defined,
properties of cheating immune secret sharing are investigated and their
constructions are given.

Keywords: Secret Sharing, Nonlinear Secret Sharing, Cheating Immu-

nity

1 Introduction

Secret sharing is widely used to produce group-oriented cryptographic algo-
rithms, systems and protocols. Tompa and Woll [11] showed that Shamir se-
cret sharing can be subject to cheating by dishonest participants. It is easy to
see that, in fact, dishonest participants can cheat in any linear secret sharing.
Cheating prevention has been addressed in literature for conditionally and un-
conditionally secure secret sharing. For conditionally secure secret sharing, the
combiner checks validity of submitted shares before attempting to compute the
secret. Any invalid share (and the cheater) is likely to be detected before the
secret reconstruction (see [2/116]). Publicly verifiable secret sharing (see [315/9/7])
provide a solution to this problem in the conditionally secure setting. We argue
that instead of setting an expensive verification infrastructure to detect cheaters,
it is possible to discourage them from cheating. It is likely that cheaters will be
discouraged if they are not able to reconstruct the valid secret from the invalid
one returned by the combiner. Ideally, submission of invalid shares should not
give any advantage to the cheaters over the honest participants in recovery of
the valid secret. In this work shares and the secret are from GF (pt). The struc-
ture of the paper is as follows. First we introduce a basic model of cheating in

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 7980, 2001.
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which, cheaters always submit invalid shares. Cheating immunity is defined and
constructions of cheating immune secret sharing are given. Further we generalise
our model for the case where the collaborating cheaters may submit an arbitrary
mixture of their valid and invalid shares. Again, the notion of strict immunity
is introduced, its properties are investigated and constructions are shown.

2 Basic Model of Cheating

Let GF (pt) denote a finite field with pt elements where p is a prime number and
t in a positive integer. We write GF (pt)" to denote the vector space of n tuples
of elements from GF (pt). Then each vector a [GF (p*)" can be expressed as
o = (ai,...,an) where ag,...,an [_GF(p). We consider a mapping f from
GF (pH" to GF (p*). Usually we write f as f(x) or f(Xy,...,Xn) Where x =
(X1,...,X%n) and each x; CQF (p*). f is also called a function on GF (p*)". f is
said to be balanced if £(x) takes each element of GF (pt) precisely pt~=1 times
while x goes through each vector in GF (p*)" once. The Hamming weight of a
vector a [CGF (pt)", denoted by HW (a), is the number of nonzero coordinates
of a. An a [nelfunction ¥ on GF (p*)" is a function that takes the form of f(xg,

.., Xn) = a1X; + -+ + anXp + C, where + denotes the addition in GF (pt),
aj,c CAF (Y, j =1,2,...,n. Furthermore f is called a linear function if ¢ = 0.
It is easy to verify that any non-constant a Cnelfunction is balanced.

We see secret sharing as a set of distribution rules combined into a single
table T (see [10]) with entries from GF (pt). We also assume that we are dealing
with (n, n) threshold scheme where any n participants are able to determine a
single entry from T which indicates the secret. Our considerations are restricted
to the case of (n,n) secret sharing. The general case of (n,N) secret sharing
can be seen as a concatenation of (n,n) secret sharing with a system of N
“consistent” linear equations. Shares are generated for N participants using the
linear equations. Any n participants can get a system of linear equations with
a unique solution which points out the unique row of the table T. Let x =
(X1,....Xn) and & = (81,...,8n) be two vectors in GF (pt)". Define a vector
x5 CGF (pY)", whose j-th coordinate is x; if 8; & 0, or 0 if §; = 0. In addition,
we define a vector x; [CGF (p*)", whose j-th coordinate is 0 if §; & 0, or X;j
if 3 = 0. Let T = (t1,...,Tn) and & = (31, ...,8n) be two vectors in GF (p*)".
We write T [31to denote the property that if T; £ 0 then §; 8 0. In addition,
we write T [Calto denote the property that 1 [6dland HW (1) < HW (). In
particular, if 8 Catnd HW (35 = HW (3) we write 8 [aT It is easy to verify
that & oY [T 39 dland § [2F [T Whokh x; = Xjnand X5 = Xz,hold for
any x [CQF (pH)", where [I_dehotes “if and only if”. We define the following
notation that will be frequently used in this paper. Let  be a nonzero vector in
GF(pH", T Cahnd u CGF (pt). Set

Re(d, T,u) = {X;5 [f(x5 +T) = u} (D)

We also simply write R¢(6, T,u) as R(3, T, u) if no confusions occur.
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Lemma 1. Let & be a nonzero vector in GF(pH)", T [3] and u CGF(pY).
Then for any given function f on GF (p%)", (i) R(5, T,u) = R3S 1, u) if 8- 3]
(ii) R(3, a3 ,u) = R(3,y; ,u) for any a,y CQF (p")" with oy =vy;, (iii) there
exists some b [CGF (p*) such that R(3, T,b) 8 [ vhere [denotes the empty set.

Proof. As (i) and (ii) hold obviously, we only prove (iii). Let y be any vec-
tor in GF(pY)". Set f(y; + 1) = b. By definition, y; [R¢(3,T,b) and thus
R, t,b) E [ —1

Given a function f on GF (pt)", we introduce the following notations:

— Leta CGF (pY)" be the sequence of shares held by the group P={P1,...,Pn}
of n participants and the secret K = f(a).

— The collection of cheaters is determined by the sequence 6 = (31,02,...,0n)
where P; is a cheater [CT_d; s nonzero.

— At the pooling time, the cheaters submit their shares. It is assumed that
cheaters always submit invalid shares. The honest participants always submit
their valid shares. We consider the vector a + 6. From the properties of xg
and x5, a+ 8 = oy +a; +93. Thus the combiner obtains o + & that splits
into two parts: a3 — the part submitted by honest participants, and a3 + 3
— the part submitted by cheaters. The combiner returns an invalid secret
K™= f(a + 3). Note that the cheaters always change their shares. We
assume that there exists at least one cheater, in other words, 4 is nonzero or
HW () > 0.

- ag determines valid shares held by the cheaters. The set R(é,ag, K), or
{x5 |f (x5 +05) = K}, determines a collection of rows of T with the correct
secret K and valid shares held by the cheaters.

— The set RS, o +93, KY or {x5 |f(x5 + a3 +8) = K3 represents the view
of the cheaters after getting back K ~from the combiner.

The function f is called the defining function as it determines the secret shar-
ing. The nonzero vector 4 = (8, ...,0n) is called a cheating vector, a is called a
original vector. The value of ps « = #(R(8, a3 +3, KYhR(S, a3 , K))/#R(3, of +
3, K 5! expresses the probability of cheater success with respect to d and o, where
#X denotes the number of elements in the set X. As an original vector a is al-
ways in R, of +8, KH'n R(3, of , K), the probability of successful cheating
always satisfies ps o = 0. Clearly the number of cheaters is equal to HW (3).

Theorem 1. Given a secret sharing scheme with its defining function ¥ on
GF (pH)". Let & CGF(p*H)" with 0 < HW(8) < n be a cheating vector and
o be an original vector in GF (pY)". If pso < p~t then there exists a vector
y CQF (pY)" such that psy > p~t.

Proof. Let f(a) = K and f(a + &) = K=IBy definition, R(3, a3 , K) = {X; |
f(x; +03) = K} and R}, 05 + 8, KHY = {x5|f(x; + a5 +8) = KF
We partition R(3, 05 + 8 KH'into pt parts: RS, 05 + 8, KY'= Lidsr ) Qu
where,Qu = R(5, a5 + 8, K")'n R(3, a5, u + K). Clearly #R(3, 05 + 5, KH'=

u [GF (pt) #Qu Note that R(é, Gg_ + 6, KL_)“ﬂ R(é,a;, K) = QO- Therefore
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Ps.a = #(R(S, oy +8, KHhR(, a3, K))/#R(, of +3, K= #Qo/#R(3, oy +
8, K5! Since psa < p~', we have #Qo/#R(3, 0 + 3, K5 p". It follows
that #Qo < p~"#R(0, a; + 8, K")! Thus we know that  ror oty uzo #Qu >
Q—p ™ H#R(EG, 05 +3,K ? Thus there exists some b CGF (p*) with b & 0 such
that #Q, > p~'#R(8, a7 + 3, K By definition, Q, = {X; [f(x; + a3 +3) =
K5 f(x; +0;3) = b+ K}. Then there exists a vector B; [Q, and then
f([36_+0(g“+6) = KSF(B; +a;) =b+K. Sety = B +0aj . Thus f(y+3) = KM
and f(y) = b+ K. Clearly y; = a; and y; = B;. Next we choose y as
an original vector. Due to R(3,y; + 0, KN'= {x; |f(x5 +vy; +8) = K}
R@,vs b+ K) = {x;5|[f(x5 +V5;) = b+ K} and y; = a3, we know that
R, y; +6, KHhR(, y; ,b+K) = Qp and psy = #(R(3,Y; +0, KHhR(, y5 , b+
K))/#R(, v +8, KDY= #Qu/#R (5, y; + 6, K Y= #Qu/#R(5, a;i +5, K>
p~t. 1

2.1 k-Cheating Immune Secret Sharing Scheme

Given a secret sharing with its defining function ¥ on GF (p%)". For a fixed
nonzero 8 [CGF (p)", due to Theorem [ min{ps «|00 CGF (p*)"} < p~t implies
that max{ps o0 [CGF (p*)"} > p~*t. Therefore it is desirable that psq = p~*
holds for every o [CGF (p*)". A secret sharing is said to be k-cheating if ps o =
p~t holds for every & CGF (pH)" with 1 <= HW () < k and every a CGF (pH)".

Theorem 2. Given a secret sharing with its defining function ¥ on GF (pt)".
Then this secret sharing is k-cheating immune any integer | with 1 <
| <k, any & CQF(pH)" with HW (@) = |, any T [adand any u,v [CGF (pt),
the following conditions hold simultaneously: (i) #R(@,t,v) = pt™='=D  (ii)
#(R(,T,v) n R(3, T +d,u)) = ptn=1-2),

Proof. Assume that the secret sharing is k-cheating immune. Choose 6 as a cheat-
ing vector and any vector a [_GF (p*)" as an original vector. Due to Lemma
[l there exist a,b CQF (p*) such that R(3, a5 + 3, a) g [Cdnd R(6, aé N)R=2
ety that R(3, 0‘5 + 9,a) can be partitioned into pt parts R, a5 +3,a) =
v [GF (pt) R(3, a3 +8,a)nR(3, oy ,v). Assume that R(3, o5 +3,a)nR(3, 05 ,Vv) B
CHor some v C_GF(p). Then there exists a vector B; [CR(3, 05 +§,a) n
R(3, a;{,v). Set y = Bs + a3 . Since the secret sharing is k-cheating immune,
#(R(O,y; +9, a) nRE@, Y5 ,v))/#R(6 y; +8,a) = pay =p~t wherey; = 0(6
Thus #R(9, 0(6 +9,a) = p'#(R(3, 05 +9,a) n RO, 0f, vMenever R(3, 0‘5
5,a)nR(3, a5 ,v) 8 [t follows that #R(3, oy +95,a) = v G ) (R, oy +
3,a) n R(3, a3, Vv)). Combing the above two equalities, we know that R(3, a3 +
5,a) n R(3,05,v) 8 [dor every v . [C_GF(p*) and thus #(R(3, 05 + 3,a) n
R, 03 ,v)) = pT'*#R(0, 05 +3,a) for every v. [CGF (p*). Replacing a, &, by
a + 6, (p — 1) respectively, due to the same arguments, we have #(R((p —
1)3, 05 +pd,b) n R((p — 1)3, a5 +8,u)) = p~*#R((p — 1), a5 + pd,b) for ev-
ery u [CQF (pY). Since the characteristic of the finite field GF (pt) is p, pe = 0
for every e CGF (pY). It follows that #(R((p — 1)3, 03 ,b) n R((p — 1)3, 05 +
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3,u)) = p*#R((p — 1)3, a3 ,b) for every u CAF (p'). Using Lemma [I we ob-
tain #(R(5, a3 ,b) n RQ, 05 + 3,u)) = p~*#R(3, a3 ,b) for every u [CGF (pt).
Recall that R(3, a3 + §8,a) 8 [and R(3, a3 ,b) & [Therefore we have proved
that R(3, 05 ,v) & [Cand R(3, a5 +d,u) & Cfor every u,v CGF(p'). Due to
the same reasoning, we have #(R(8, oz + 8, u) n R(3, 05 ,Vv)) = p~*#R(S, a3 +
d,u) and #(R(, 05 ,v) n R, a5 +3,u)) = p~*#R(3,03,Vv) for every u,v [1
GF (p*). Comparing the above two equalities, we conclude that #R(3, o +3, u) =
#R(, a ,v) for every u,v [_GF (pp—Fherefore both #R(,a; + 3,u) and
#R(8, a5 ,v) are constant. Note that |, o (or) #R(5, 05, v) = p"~D. We have
proved that #R(3, o3 ,v) = p"~'=D for any v [CGF (p%). Thus we have proved
that #(R(3, a3 +8,u) nR(3, a3, v)) = pt™~1=2) for every u,v CGF (p*). For any
T [3)choose a CAF (p')" such that oy = 1. Clearly both conditions (i) and
(ii) hold. Conversely assume the defining function f satisfies conditions (i) and
(ii). Choose any 8 CQF (pH)" with HW (8) = I, where 1 < | < k, as a cheating
vector and any a as an original vector. Set f(a) = K and f(a + §) = K~'By
definition, ps.o = #(R(3, oy + 3, KHn R(8, a7 , K))/#R(0, o5 + 3, K Due to
conditions (i) and (ii), ps.« = p~—t. Thus we have proved that the secret sharing
is k-cheating immune. 1

Theorem 3. Given a secret sharing with its defining function f on GF (pH)".
Then the following statements are equivalent: (i) this secret sharing is k-cheating
immune, (ii) for any integer | with 1 < 1 <k, any 8 CGQF (p%)" with HW () =1,
any T [aland any u,v [CGF (pt), we have #(R(,T,v) n R(3,T + 3,u)) =
REO5172, (i) for such I, 8, T, u and v mentioned in (ii), the system of equations:
f(x; +T1+0)=u ; t(n—1—2) : -
f(x; +T) =V has precisely p solutions on Xj .
Proof. Clearly (ii) [CI{iil). Due to Theorem ] (i) =L(ii). To complete the
proof, we only need prove that (ii) = [_(i)] Assume that (ii) holds. Thus #(R(9,
T, V) n R, T +8,u)) = p'™~172 for every u,v CGF (p). Notejthat R(3,T,v)=
Loder vy RO, T,V) nR(S, T +9,u) and then #R(, T, V) = [GF (pt) #(R(, T,
v) n R(3, T + 3, u)). This proves that #R(3, T,v) = p™~!=D_ Using Theorem
[21 we have proved that (i) holds. 1

2.2 Constructions of k-Cheating Immune Secret Sharing

Let h is a function of degree two on GF (pt)" and & = {&1,...,0,) be a nonzero
vector in GF(pHY". Set J = {j | 6§ E 0, 1 < j < n}. Let T be any vector in
GF (p")" with T 2t is easy to verify that x;X; is a term in h(x; +1) CLd¥X;
isatermin halso j, i ILJ CIM;X; is a term in h(x; +T+3). Thus h(x; +1) and
h(xz +T +3) have the same quadratic terms, and thus h(x; +T +3) —h(x; +T)
must be an a [nelfunction. The function h of degree two is said to have the
property B(K) if for any 8 CGF (p*)" with 1 <= HW(®) < k and any T [3)
h(x; + 1 +8) —h(x; + 1) is a non-constant a [nelfunction.
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Lemma 2. Let f; and f> be two functions on GF (pt)" and GF (p')™2 respec-
tively. Set f(x) = fi(y) + f»(z) where x = (y,z) where y [ GF (pt)™ and
z CGF (pt)"2. Then T is balanced if f; or T, is balanced,

The above lemma can be verified directly. The special case of p=2and t=1
was given in Lemma 12 of [8]. Using Lemma[2Z, we can prove

Lemma 3. Let f; and f, be two functions of degree two on GF (pY)" and
GF (pH"2 respectively. Set f(x) = fi(y) + f2(z) where x = (y,z) where y [
GF(pH" and z CGF (pt)"2. Then f has the property B(k) if both f; and f,
have the property B(k).

Theorem 4. Let k and s be two positive integers with s = k+1, h; be a balanced
function of degree two on GF (pY)™ satisfying the property B(k), j = 1,...,s.
Set n = ng + -+ + ng. Define a function f on GF (pY)" such as £(x) = hy(y)
+ -+ + hg(z) where x = (y,...,z), h; and h; have disjoint variables if i & j.
Then the secret sharing with the defining function f is k-cheating immune.

Proof. Let 8 = (31,...,0n) CGF(pH)" with HW@®) = I, where 1 < | < k.
lpett be any vector in GF (pH" with T [Cal1Consider the system of equations:
Igg:i;jzﬁu. SetJ ={j |5 0, 1=<]j = n} Note that #J =
HW(@®) = 1. We write J = {j1,...,J1}- Since | = k = s — 1, there exists some
Jo with 1 < jo = s such that each variable of hj, is not in {x;,,...,X;,}. For
the sake of convenience, we assume that jo = s and thus hg remains in both
equations above. Thus if j [—J then j < n — ng. Write x = (W,z), where
u CQAF(pH""s and z CAF (pt)"s. Define a vector ¢ CQF (pt)""s such that
0 = (01,...,0n—n,) satisfying o5 = 9;, J = 1,...,n —ns. Thus HW (o) =
HV\{-(_é)I =#J =land x5 = (Ug5,z). We rewrite the above system of equations
91(H5 ) +hs(z) =u
92(M5) +hs(z) = Vv
Note that x;x; is a term in g1 + hs LI Xk isatermin f and j,i I L1171
XjXj is a term in g» + hs. Thus g1 + hs and g» + hs have the same quadratic
terms. Therefore g1 — g2 is an a [nelfunctiprySet g> — g1 = Y. Note that the
91(M5) +hs(z) =u
P(ug) =u—v
has the property B(K), U is a non-constant a [nelfunction and thus the equation
P(us) = u—v has pt~"s=I=D solutions on . For each fixed solution pg
of the equation Y(pg) = u — v, since hs is balanced, gi1(Hg) + hs(z) takes u
precisely pt(s~1 times while z runs through GF (p%)S once. Therefore the above
system of equations has precisely pt"—ns=1=1) . pt(ns=1) = yi(n=1=2) 5o|ytions on
(M5, z) = x5 . Due to Theorem ] we have proved that the secret sharing with
the defining function f, defined in the theorem, is k-cheating immune. 1

as where both g; and g, are functions on GF (pt)"~"s.

above system of equations is equivalent to . Since each h;

Lemma 4. Define a function Xok+1 on GF (pH)2K*1 by Xok+1(X1, ..., Xok+1) =
X1X2 +XoX3 + -+ -+ XopXok+1 + Xok+1X1. Then (i) the function Xok+1 is balanced,
(ii) Xok+1 satisfies the property B(K).
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Proof. By a nonsingular linear transform on the variables, the function Xok+1
can be transformed to the form of y1y, +yoys+- - - +Yo—1yok Y3, ;- Itis easy to
verify that the function h(ys, ..., Y2k+1) = Y3, is balanced. Due to Lemma 2]
Xok+1 is balanced. Next we prove the part (ii) of the lemma. Let 8 CGF (pt)2k+1
with HW(®) = I, where 1 =< | < k, and T [81 Write 6 = (8q,...,02+1) and
J={j19; 80, 1=<j=2k+1} Clearly, #3 = HW () = I. The index i [ Ilis
said to be associated with j LCIIif x;X; is a term in X2k+1. Due to the structure
of Xok+1, €ach i [l is associated at most two elements of J. Since | < k, it is
easy to verify that there exists some jo such that jo [CJ] jo + 1 ILJand jo +1
is associated with jo only — Case 1, otherwise there exists some jo such that
ip L] ip— 1 IJland ip — 1 is associated with ig only — Case 2. Assume Case 1
occurs. Write T = (tq, ..., Tok+1). Since jo LI we know that 35, 8 0. Therefore
3joXjo+1 Must appear in Xok+1(Xg + T +3) — Xok+1(X; + T). This proves that
Xzk+1 has the property B(k) in Case 1. Similarly we can prove that Xok+1 has

the property B(Kk) in Case 2. 1
Using Lemmas [Z, [3 and 2, we obtain the following:

Lemma 5. Define a function Xak+2 on GF (pV)*K*2 by Xak+2(X1, .. ., Xak+2) =
Xok+1(X1, - -+ Xok+1) + Xok+1(Xok+2, - - -, Xak+2). Then (i) the function Xax+2 is

balanced, (ii) X4k+2 satisfies the property B(k).

Xn in LemmaMorB has been defined for odd n and even n with n = 2 mod 4.
Due to Lemma @] LemmaBland Theorem H, we have the following construction.

Theorem 5. Let k and s be positive integers with s =k + 1. Let ny,...,ng =
4k +1 or 4k + 2, and n = ny + --- + ns. Define a function on GF (p*)" such
as f(X) = Xn, (¥) + - + Xn.(2) where x = (y,...,z), y CAF@{EHY™,...,z [
GF (p")"s, each xn; has been defined in () or (B), and Xn,, - .., Xn. have disjoint
variables mutually. Then the secret sharing with the defining function f is k-
cheating immune.

Note that n = n; + .-+ + ng, defined in Theorem [5, can be expressed as
n = (4k + 1)r + (4k + 2)q where r = 0 and q = 0 are integers. Since 4k + 1 and
4k +2 are relatively prime, any integer can also be written as (4k+1)r+ (4k+2)q
where r and q are integers. Furthermore it is easy to verify that any integer n
with n = (4k + 1)? can be expressed as n = (4k + 1)r + (4k + 2)q where r,q = 0.
Since n = (4k + 1), s = r +q > k + 1 where s was mentioned in Theorem
Using Theorem Bl we can construct k-cheating immune secret sharing with n
participants where n = (4k + 1)2.

3 Generalised Model of Cheating

Given a function f on GF (p)", we introduce the following notations:

— Leta CGF (pt)" be the sequence of shares held by the group P={P4,...,Pn}
of n participants and the secret K = f(a).
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— The collection of cheaters is determined by the sequence 6 = (81,02,...,0n)
where P; is a cheater [CIiF3; E 0.

— At the pooling time, the cheaters submit their shares. This time it is assumed
that cheaters may submit a mixture of valid and invalid shares. The honest
participants always submit their valid shares. The collection of cheaters who
submit invalid shares is determined by the sequence T = (1, ...,Th) Where
Tj = 0 [CIP;lis honest or Pj is a cheater who submits a valid share, in
other words, t;; 8 0 Il is a cheater who submits an invalid share.
Clearly T [C61We assume that there exists at least one cheater who submits
invalid share, in other words, we only consider the case that T is nonzero
or HW (1) > 0. We consider the vector a + 1. Due to the properties of
operations x; and X3, o +T = oy + a3 + T. The combiner obtains a + 1
that splits into two parts: ay — the part submitted by honest participants
and o + 1 the part submitted by cheaters. The combiner returns an invalid
secret K=& f(a + 1).

- R, a3 +1, K or {x; [f(x5 + a5 +T) = K3 where a; determines valid
shares held by the cheaters, represents the view of the cheater after getting
back K ~from the combiner.

— The set R(3, 03, K), or {x5 [f(x5 + o5 ) = K}, determines a collection of
rows of T with the correct secret K and valid shares held by the cheaters.

In generalised model of cheating, T is used to determine how to cheat while
0 is only used to determine which participants are dishonest, therefore we can
define & as a (0, 1)-vector in GF (pY)". However, in basic model of cheating, 3
is not only used to determine which participants are dishonest but also used to
determine how to cheat, thus & has a more general form.

The function f is called the defining function. The nonzero vector 6 =
(81, ...,0n) is called a cheating vector, the nonzero vector T [Ca1s called an active
cheating vector, o is called a original vector. The value of ps r,o = #(R(3, 0F +
T, KHhR(EG, aF , K))/#R(, of +T1, Klexpresses the probability of cheater suc-
cess with respect to §, T and a. As an original vector o is always in R(3, o3 +
T, KHhR(, of , K), the probability of successful cheating always satisfies ps v, >
0. Clearly the number of cheaters is equal to HW (8) and the number of active
cheaters is equal to HW (1). In particular, if T = 8, we regain basic model of
cheating. ¢ From now, we consider secret sharing against cheating by generalised
model of cheating.

3.1 Strictly k-Cheating Immune Secret Sharing Scheme
By using the same arguments as in the proof of Theorem [I] we can state.

Theorem 6. Given a secret sharing with its defining function f on GF (pH)".
Let & CGF (ptH)" with 0 < HW (8) < n be a cheating vector, T [CaWwith T 0 be
an active cheating vector, and o CGF (p*)" be an original vector. If psr o <p~*
then there exists a vector y CGF (pY)" such that ps -,y >p~*.

For the same reason mentioned in Section [ZI we introduce the concept of k-
cheating immune secret sharing scheme. Given a secret sharing with its defining
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function f on GF (p")". Let k be an integer with 1 < k < n — 1. The secret
sharing is said to be strictly k-cheating immune if the probability of successful
cheating satisfies pst.q = p~*t for every 8 CQF(p)" and any T [dlwith 1 <
HW (1) = HW (%) < k and every a [CGF (pt)". The following is a relationship
between the two models of cheating immune secret sharing.

Theorem 7. Given a secret sharing with its defining function f on GF (pH)".
Then the secret sharing is strictly k-cheating immune any integer r with
0=r=k—1, any subset {j1,...,jr}of {1,...,n}and any ay,...,a, CGF(pY),
(X1, .., Xn)lx;, =a1,....x;,=a,» @S a function on GF (pH)"~" with the variables
Xigs -1 Xig_p» Where {iq, ... in—r} Cd1,....J¢} = {1,...,n}, is the defining
function on GF (p*)"~" of a (k — r)-cheating immune secret sharing.

Proof. Assume that the secret sharing is strictly k-cheating immune. Let g be a
function on GF (p*)"~" given by g = f(x1,...,Xn)lx;, =a.....x;, =a,- COMparing
basic model of cheating with generalised model of cheating, since T is the defining
function on GF (pt)" of a strictly k-cheating immune secret sharing in generalised
model of cheating, we know that g is the defining function on GF (pt)"~" of a
(k—r)-cheating immune secret sharing against basic model of cheating. We have
proved the necessity. By definition, we can invert the above reasoning and prove
the su Lciehcy. 1

3.2 Construction of Strictly k-Cheating Immune Secret Sharing

Lemma 6. Let a function f of degree two on GF (pt)" do not have a nonzero
constant term, in other words, f(0,...,0) = 0, where 0 denotes the zero element
in GF (pt). Then f is balanced [T_dhdre exists a nonzero vector a CQF (pt)"
such that f(x + a) — f(x) is constant and f(a) & 0.

Lemmal[g with p =2 and t =1 is a special case of the lemma in [4]. Lemma
can be proved using the same arguments as those used for the proof of the
lemma in [4].

Lemma 7. Let A be atfﬁtion on GF (pH)" (n = 2p? + p) defined by

Anp(X1, o Xn) = Xe+ o (XiX+1)y T XiX[+2], + 0 F XiX[j+p)y) Where
[i](ny denotes the integer j such that 1 < j < n and j = i1modn (we replace i
by [i]ny as i is possibly greater than n). Then (i) An is balanced, (ii) for any

r with0O<r<p-—1, any subset {ji1,...,jr} of {1,...,n} and any a;,...,a, [
GF(pY), Anp(X1, .- -+ Xn)lx;, =a1....x;, =a,» @S @ function on GF (pH)"~" with the
variables X;,, ..., Xi,,_,, Where {iy,...,in—c} COh,...,Jr} = {1, ..., n}, satisfies
the property B(p).

Proof. From the construction of A, p, for any j with 1 < j < n, there precisely
exist 2p quadratic terms of An p! XjX(j+i),,, and XjXjj—ij,,, containing x; where
i=1,...,p. Itiseasy to verify that An , has precisely np qua ic,terms, in ad-
dition, a linear term X;. Set g = Anp— X1 OF 9(X1,...,%Xn) = j:l(xj_x[jﬂ](n) +
XjX[j+2lgy F 1 F X X[j+plny)> @Nd 0 = (1,..., 1) where 1 denotes the identity in
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GF (pt). Recall that the characteristic of the finite field GF (pt) is p. Then pe =0
holds for any element e [GF (p*). Thus it is easy to verify that g(x+a)—g(x) =0
and g(a) = 0. Therefore Anp(X + ) — Anp(X) = 1 and A p(a) = 1. Due to
Lemma [6, we know that A, is balanced. Next we prove the part (ii) of the
lemma. Write h(Xi,,...,Xi,_,) = Anp(X1, ...,xn)lXj1=al _____ xj,=a,- S€t Xj, =
Y1,y Xip—y = Yn—r and y = (Y1,...,Yn—r). Then we consider the function
h(y1,...,¥n—r). Recall that for each j, 1 < j < n, x; appears precisely in 2p
quadratic terms of Anp! XjXjj+i],,, and XjXj—i,,, where i = 1,...,p. Since
r <p-—1,itis easy to see that for each j, 1 < j < n —r, there at least two
guadratic terms of h. Let 8 CGF (pY)"~" be a cheating vector with HW (3) = I,
where 1 < | < p, and T [Cdbe an active cheating vector. Write 8 = (31, ...,0n—r)
andJ ={j |6 B0, 1=j=<n-—r} Clearly #J = HW(3) = I. We do not
need to consider any term y;y; in h with j,i [ as it does not appear in
h(y; + T +8) —h(y; +1). Since n —r = 2p? + 1, there exist some integers
Jo and m such that m = 2p + 1, [jo + M](n—ry =3 and {[jo + lwn—r), o +
2ltn—rys - --» o+ m—1]n—n}nJ = L Due to the structures of An , and h, there
exists some [igl(n—ry o + Ln—ry. lio + 2ln=ry: - - - [lo + M — 1f(n—r)} such
that Vi, Yo, 1S @ term in h but yij,+my,, ,, Yiiol_r, 1S NOt @ termin h. Fur-
thermore, due to the structures of An p and h, yjYyjig),,,_,, cannot be a termin h
for any j CJlwith j B jo. Since [ip](n—ry 1L} as the discussion before, any term
YiYliolnr, With j [LJldoes not appear in h(y; +T+3)—h(y; +T). Since jo ILJ]
we know that 3j, & 0. Therefore 3j,Y[io],_,, aPPears in h(ys +t+3)—h(y; +1).
This proves that h has the property B(p). 1

Based on Theorem []and Lemmalf, we have the following construction.

Theorem 8. Let GF (p!) be a finite field, s be an integer with s = 2p. Let
Ny,...,Ns =2p2+por2p2+p+1,and n = ny +--- + ng. Define a function
on GF(pY)" such as F(X) = An,p(y) + -+ + An_p(z) where x = (y,...,2),
y CQF (Y™, ...,z CAF (ph)"s, each An,; p has been defined in Lemma [7] and
An;.ps - - -1 An;,p have disjoint variables if i & j. Then the secret sharing with the
defining function T is strictly p-cheating immune.

Proof. Let r be an integer with 0 < r < p—1 and {ji,...,Jr} be a subset
of {1,...,n}. Since r < p — 1, there exist at least s — r = p + 1 functions
among An, p, - - -, Ang,p, €ach of whose variables is not included in {x;,,...,X;,}.
Without loss of generality, we assume that each variable of An ., p,..., Angp
is not included in {xj,,...,Xj,}. Therefore for any ai,...,a, CQF(p*), f can
be expressed as flx; =a;,..x;,=ar = 9+ An,sp ¥ Anpipp + 0+ Ang p Where
9= An,p+ "+ An, p)lxj,=as,....x;, =a, - DUe to Lemmas[7,

)\nj,,[,|lezal _____ x;, =a, has the property B(p), j = 1,...,r and thus from Lemma
Bl g has the property B(p) and thus f|x; =a,,. . x;, =a, has the property B(p).
Since each An; p is balanced, due to Lemma [2, flx; =a,,....x;, =a, IS balanced.
Applying Theorem[@ to fly; =a,,...x;,=a, =9+ Anrasp +Anop + 0+ Angp,
we conclude the secret sharing with the defining function f|Xj1:al _____ xj,=ar 1S
p-cheating immune. Finally, using Theorem [7] we know that the secret sharing
with the defining function f is strictly p-cheating immune. 1
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By using the same arguments as in the last paragraph of Section 2.2, it
is easy to verify that any integer n = (2p? + p)? can be expressed as n =
r(2p? +p) +q(2p?> +p+ 1) where r,q = 0. Since N = (2p?> +p)>, s=r+q=2p
where s was mentioned in Theorem [7] Using Theorem [7, we can construct p-
cheating immune secret sharing with n participants where n = (2p? + p)?2.

4 Conclusions and Remarks

We have considered secret sharing over finite field and its resistance against
cheating by a group of k dishonest participants. We have proved that the proba-
bility of successful cheating is always higher than p~t. The secret scheme is said
to be k-cheating immune if the probability of successful cheating is p~* for any
group of k or less participants. We have characterised k-cheating immune secret
sharing scheme by examining its defining function. This characterisation enables
us to construct k-cheating immune secret sharing scheme. Being more precise,
we have studied two cases. In the first case, the group of cheaters always submit
invalid shares. While in the second case, the group is more flexible as they col-
lectively decide which of their shares should be modified and which should be
submitted in their original form.
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Abstract. Let E be an elliptic curve defined over the rationals. Koblitz
conjectured that the number of primes p < X such that the number of
points |E(Fp)| on the curve over the finite field of p elements has prime

order is asymptotic to o

©& {log»?
for some constant Ce. We consider curves without complex multiplica-
tion. Assuming the GRH (that is, the Riemann Hypothesis for Dedekind
zeta functions) we prove that for

X

iiog X)?

primes p < X, the group order |E(Fp)| has at most 16 prime divisors. We
also show (again, assuming the GRH) that for a random prime p, the
group order |E(Fp)| has loglogp prime divisors.

1 Introduction

In cryptographic applications, one works with elliptic curves E over a finite field
Fq with the property that the group order |E(Fg)| is prime or nearly prime.
Let E be an elliptic curve over Q. Koblitz [3] considers the problem of es-
timating the number of primes p < x so that |E(F,)| is of prime order. He
conjectured that this number is
X
= (logx?

where Cg is an explicit constant depending only on E. Let us set
Np = |E(Fp)I.
In this paper, we shall prove the following results.
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Theorem 1 Assume the GRH (i.e. the Riemann Hypothesis for all Dedekind
zeta functions of number fields). Let E/Q be an elliptic curve without complex
multiplication. Then there are

X

og %2

primes p < x so that N, = |E(Fp)| has at most 16 prime factors (counting
multiplicity).

We also show that for a random prime p, the group order should be divisible
by about log log p primes. We make this precise in the following theorem.

Theorem 2 Assume the GRH. Let [3> 0. Except possibly for
O(m(x)/(log log x)2%
of the primes p < x, the number v(N,) of prime divisors of N, satisfies

Ioglogp—(loglogp)%+z'< V(Np) < log Iogp+(loglogp)%+t.'

We remark that the question of the primality of the number of points on an
elliptic curve has been studied by other authors. In particular, Galbraith and
Mckee [Z] fix a prime p and consider elliptic curves over the field Fp. They make
a precise conjecture about the probability that such an elliptic curve will have
a prime number of points.

2 An Application of the Chebotarev Density Theorem

Given an elliptic curve E/Q and a prime |, we can consider the Galois represen-
tation

o1 : Gal(Q/Q) - GLa(Z)

where 7, denotes the l-adic integers and @ is an algebraic closure of Q. This
representation comes from the action of the Galois group on the Tate module

T\(E) = limE[I"] £ 7] (74

If E does not have complex multiplication, then a result of Serre [6] states that
for | I, is surjective. Multiplying together these representations for di [erent
l|ld, we get a representation

pa : Gal(Q/Q) — GL,(Z/d).

If N is the conductor of E, this representation is unramified outside dN. More-
over, if ptdN, the characteristic polynomial of py (mod d) is

T2—(a (modd)T +(p (mod d))T.
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Using this information, and assuming the GRH, one can use the Chebotarev
density theorem (in the e[edtive form proved by Lagarias and Odlyzko [4]) to
deduce that for some 3(d),

-
Me(x,d) = 5@ Li x + O(d3x2 log dN ).

For d = | prime and for | large, 1/5(l) is the density of elements g in GL(Z/1)
with the property that trg = detg +1 mod |. Hence

3(1) = 1 + O(1).

Moreover, 3 is a multiplicative function.

3 Selberg’s Sieve Method

We follow the notation of Bombieri [1]. The general set up is as follows: Let f
be a non zero multiplicative function f : N - Z from the natural numbers to
the ring of integers. Let

P={p: p=x}

be the set of primes up to x. For an integer d, let us set
Pe={p AI: f(p)=0 modd}.

Suppose that

1
3(d)
where 8 is a multiplicative function and Ry is the remainder. Set

61:5m

where [Cdenotes Dirichlet convolution. Let A, be a sequence of real numbers
with A, = 0 for v su [ciehtly large or if v is not squarefree. Set

ijl
, oon)’

|Pal = |P|+ Raq,

r = H(r)da(r)
Consider the quantity
1 CTT1 L1

1 1 [ 1
S = C T gqgLLLT A\, L1 (1)
pLE1 dIf(p) vIF(p)

Then, by [1], Théoréme 18, we have
L1 L1

CIT1T 10 1
s=Pl6+0 L Jadh(  INVD?IRm| ©)

m dim vim
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where — v S I%IZ .
6 = — H(r)lerm)-.
m o 01(m) o(d) "

We take for T the function defined by f(p) = Np. Thus,
Ry Ca°%2?logdNx. ©)

Let y,z > 1 be parameters to be chosen later. We will choose the oy to be
bounded and oy = 0 if d > y. We will choose the A, so that |A,| <1,and A, =0
if v is not squarefree or if v > z.

By using (@3), we see that the error term in (@) is

1
L1 dm)®m®x2(log mNx),
m=<yz2

where d(m) denotes the number of positive divisors of m. This sum is easily seen
to be

C2%)'x™** (log xN)
T
provided that (yz?) CxH8—
Thus ([2) becomes
S=|P|&+0O(x'h. (%)

Now we apply this with two choices of the {04} and {¢;}. Suppose that

1
1 ifd=1,

0 ifd>1,

and 1
2 = (1 if r <z is squarefree,
r =

0 otherwise.

_ h
B d1(m)

Then
(5]

2
G-
m<z

Hence, 1 - -

iy
5(m) Li x + O™ H!

p=x V|[Np m<z
v<z

On the other hand, if we choose

—1
1 ifdisaprime<y,

Qg = i
0 otherwise,
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and the same choice of {{;} as above, then

(- L1
o- T L
ez 1oy MO "
m r<z/m

I_H;eh) Ijl ZZ
Lam &

m

By easy estimates, we deduce that assuming the GRH,
—1 LTT1 L1

I | | r ) lo
6. A CWix  1+log(; gjy) (EE
p=x d|Np VINp m<z
d<y v<z
provided yz? < z1/8- )
Now we choose
y = z1/16+0]
7 = 71/32—-00
Then
1 I —1
P T S S— [ Z¢h) % 1
2— 04 PN & Iog( ) Li x.
_ d1(m)
p=x d|Np V[Np <z
d<y v<z
®)
Now as X —— oo,
1-— Iog( ogy —- 1—log(2 + Q1= 0.
Hence, for many primes p, we have
1
2— aq > 0. (6)
d|Np
d<y
1
Now, Og represents the number of prime divisors of N, which are less than
dIN,
d<y

y. This means that for many primes, N, has at most one prime < y. But as
Np [Cpdt has at most 15 prime divisors >y. Hence, in all, Ny has at most 16

prime divisors.

How many such primes p have we identified? By Mdbius inversion, we have

the formula )

Av = (V)3 (V) ACO) Crv
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With our choice of the {,,, we see that
I 1 1 11 H

)\V I:I 6(V) ; 51(FV)IZl|
Vle v<z r<Z
v<z
[Clodz [Clodx.

Hence the number of primes p < x with (@) holding
X

NG

This proves Theorem 1.

Remark. We can refine this slightly. For any a < Tle + [ Ichoose
1
E=if d < x® is prime,

Oy = %if x2 <d <y is prime,
otherwise.

Then the above argument allows us to conclude that for % primes p < X,
we have N, composed of < 16 primes all of which are > p?.

4 The Number of Prime Divisors of N,

Let F : R — R be a monotone increasing function with F(x) = O(logx) and
F(xX) = z. Let
Y =y(x) = X760,

Define as before
me(x,d) =#{p=x: Np=0 modd}.

Set vy(n) to be the number of distinct prime divisors of n which are less than

u. Suppose that 1 .
[me (X, d) — = Lix| = O(n(x)).
gy o(d)

Then by a result of [5],
1 ) )
(vu(Np) —loglogp)® La(X){loglogu + F (x)°}.
p=x
In particular, if we assume the GRH, we may choose F bounded. Then, choosing

u = x, we get 1
(v(Np) — loglog p)? [T(X) log log X.

p=x
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This means that for any [ 0,

IV(Np) — log log p| < (log log p) 2™

holds except possibly for
T(X)

iiog log x)2H1

primes p < X.
This proves Theorem 2.

5 Numerical Results

The curves used here are y? +y = x3 — x (Koblitz’s curve A [3]) and y? +y =
x2 + x2 (Koblitz’s curve B [3]) over Q.

In the following tables, P denotes the number of primes p < x for which
IE(Fp)| is prime and P1¢ denotes the number for which I%N has at most 16
prime divisors. We compare both numbers with sum = p=x Iogp I%W

Notice that in both cases, the ratio of P/sum is growing. The reason for this
is that as shown in Theorem 2, for a general prime p, |E(Fp)| has log log p prime

Curve A
X P Pis P/sum P16/sum
2000 27 295 0.5251573439157927 | 5.737830239079958
10000 72 1217 0.4515210283966590 | 7.631959604982417
20000 119 2246 0.4453847927662430 | 8.508378040511230
30000 177 3225 0.4857878136075451 | 8.916431258897687
500000 1763 41475 0.5040228786621391 | 11.85725972348963
1000000 3147 78413 0.5047240217277622 | 12.57608030369845
50000000 91564 | 3000724 | 0.5057166880846511 | 16.57328429444024
100000000 | 168513 | 5760864 | 0.5053138649370887 | 17.27489542775297
Curve B
X P P16 P/sum P16/sum
50000 282 5108 0.5195410982580403 | 9.410694786886773
100000 504 9557 0.5356395779869580 | 10.15695921988364
1000000 3144 78414 0.5042421014445694 | 12.57622141942572
5000000 12391 348337 | 0.5062077219244572 | 14.23056082898875
70000000 | 123646 | 4117486 | 0.5079079824044065 | 16.91364060979239
90000000 | 154100 | 5216302 | 0.5071762319513201 | 17.16797140220723
100000000 | 168867 | 5760781 | 0.5063753774849848 | 17.27464604382933
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divisors. For p < €™, loglogp < 16. Note that e¢™® > 103:000.000 Hence Py
includes almost all primes in the range of our computations!
In the next table, the ratio is calculated with respect to a new sum function

for the second curve newsum = 7gp.
logp
p=x
Curve B
X P16 P16/newsum

1500000 114055 | 5.077703705381576486359745075

4500000 315780 | 5.342066297428407961234328273

7500000 508055 | 5.463691349810055780139294703
10000000 | 664338 | 5.531694315435302779590602582
15000000 | 970418 | 5.627286090928976577998808347
20000000 | 1270273 | 5.694755271679060610517382234
50000000 | 3000632 | 5.908162470684291146461777003
60000000 | 3561564 | 5.950331982556687066367401342
70000000 | 4117486 | 5.985957408602426528340496046
80000000 | 4668771 | 6.016740549442994361295284568
90000000 | 5216302 | 6.043845873790258861760026661
100000000 | 5760781 | 6.068092257839014532708832806
105000000 | 6032009 | 6.079312197063872087216809876
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Abstract. We present an algorithm for generating elliptic curves of
prime order over Optimal Extension Fields suitable for use in cryptog-
raphy. The algorithm is based on the theory of Complex Multiplication.
Furthermore, we demonstrate the e [ciehcy of the algorithm in practice
by giving practical running times. In addition, we present statistics on
the number of cryptographically strong elliptic curves of prime order for
Optimal Extension Fields of cardinality (22 + c)® with ¢ < 0. We con-
clude that there are su LCciehtly many curves in this case.

Keywords: complex multiplication, cryptography, elliptic curve, Opti-
mal Extension Field

1 Introduction

Since their proposal for use in cryptography about 15 years ago (|Kob87], [M1186]),
elliptic curve cryptography has gained a lot of attention in the cryptographic
community due to their short key lengths. However, as of today, only two families
of finite fields have found consideration in practice: Finite fields of characteristic
2 and finite prime fields of large characteristic. Algorithms to find elliptic curves
for use in cryptography are well known for both families of fields.

Recently, a new type of finite fields was proposed for use in practice: Optimal
Extension Fields ([BP98], [BPO1]). Optimal Extension Fields consider the hard-
ware in use (i.e. the word size of the processor) and thus yield an e [cieht way
of implementing finite field arithmetic, especially the inversion. As the inversion
is the most time-consuming step for adding points on elliptic curves over finite
fields, Optimal Extension Fields have the potential to be considered as a third
family of finite fields for elliptic curve cryptography.

In order to decide whether an elliptic curve is suitable for use in cryptography,
we have to know its group order. However, when choosing random curves and
using the e [cieht point counting algorithms, we have to choose a couple of curves
before finding a suitable one. This turns out to be rather slow. Hence, we make
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use of the Complex Multiplication Theory to find suitable elliptic curves over
Optimal Extension Fields. Due to security reasons we restrict to elliptic curves
of prime order. We will develop a closed algorithm solving this task.

Processors of word size 32-bit play a crucial role in practice. Hence, we will
show that our algorithm is very fast in this case. Let p be a 32-bit prime with
232 — p < 218, Our algorithm finds a cryptographically strong elliptic curve of
prime order over an Optimal Extension Field Fps in about 22 seconds using
an ordinary PC. In addition, we present data on the number of suitable elliptic
curves over Optimal Extension Fields of the form Fps. We conclude that, for
fields of this form, their quantity is su LCciehtly large.

The paper is organized as follows: In the next section we review the basic
definitions of Optimal Extension Fields and elliptic curves suitable for use in
cryptography. We present our generating algorithm in Sect.[3. Finally, in Sect. @
we present sample running times of our implementation and discuss statistics on
the number of elliptic curves of prime order over fields of the form Fps with a
32-bit prime p.

2 Elliptic Curves over Optimal Extension Fields

We review the definition and some properties of Optimal Extension Fields and
elliptic curves. Furthermore, we list the conditions on elliptic curves suitable for
use in cryptography. Let us first turn to Optimal Extension Fields.

Definition 1. Let c be a rational ipteger, and let p = 2" + ¢ be prime with
n CWN. Furthermore, assume [c| = 2", and let m [CN. If there is a w [CH,
such that the binomial X™ — @ is irreducible in Fp[X], then Fpm is called an
Optimal Extension Field.

The basic idea of introducing Optimal Extension Fields is to adapt the arith-
metic over finite extension fields to the hardware in use (see [BP98], [BPOI]).
For instance, when implementing an elliptic curve cryptosystem on a 32-bit pro-
cessor, one may choose n = 32 and ¢ < 0 such that 232 + ¢ is prime. Hence, the
arithmetic in I, fits in a word size. Furthermore, let 0 be as in definition [l We
represent Fpm as the factor ring IFy[X]/(X™ —w) with respect to the polynomial
basis {1, X, X?,...,X™71}. Hence, in Fpm the identity X™ = w holds, yielding
an easy reduction of X for k = m.

Bailey and Paar [BP01] distinguish two special types of Optimal Extension
Fields: First, if |c| = 1, the according Optimal Extension Field is called a Type |
OEF. Second, if X™ — 2 is irreducible in IFp[X], they name the according field
Type Il OEF. In this paper we do not make use of Type | OEFs.

In order to decide whether an irreducible binomial of degree m exists in
IFo[X] we make use of the following theorem, which we prove in [Bai01b].

Theorem 1. Let p and m be rational primes. For w EE;,< the following prop-
erties are equivalent:

1. The binomial X™ — w is irreducible in Fy[X].



Elliptic Curves of Prime Order over Optimal Extension Fields 101

2. m divides the order e of w in F , but not B2 .
3. We havem|p—1and w W 21 mod p.

Using the property that Fr’; is a cyclic group, the following corollary is an
easy consequence of property 3 in theorem [11

Corollary 1. Let p and m be primes. There exists an irreducible binomial of
degree m in IF,[X] if and only if m | p— 1.

Next, we review a few basic facts concerning elliptic curves over finite fields
and define cryptographically strong ones. Let p be a prime number, p > 3, and let
q = p™ with m [CIN. An elliptic curve over the field I is a pair E = (a, b) EElg
with 4a® +27b? 8 0. A point on E is a solution (x,y) [ of y> = x® +ax +b
or the point at infinity O obtained by considering the projective closure of this
equation. The set of points on E over IF, is denoted by E(IFg). It turns out that
E(IF,) carries a group structure with the point at infinity acting as the identity
element.

We call the elliptic curve E cryptographically strong if it satisfies the following
conditions: We have |E(IFq)| = k- r with a prime r > 21%° and a positive integer
k < 4. The first requirement avoids generic attacks as the p-algorithm of Pollard,
while the second one is due to e [ciehcy reasons. If m = 2 and p = 11 this
condition implies that E is not defined over IF,. In addition, in order to avoid
anomalous curves, the primes r and-jare ¢itgrent. Finally, the order of g in the

multiplicative group F is at least ,ozgozo(%) : hence, we exclude curves which are

amenable to the attack of Menezes, Okamoto, and Vanstone. An explanation of
either attack may be found in [BSS99].

In addition, the German Information Security Agency (GISA) requires the
class number of the maximal order containing the endomorphism ring of E to
be at least 200. Although there is no consensus on this requirement in the com-
munity, we take it into account for the following two reasons: First, in order
to provide curves for digital signatures being in conformance with the German
Digital Signature Act, we have to respect the requirements of the GISA. Second,
we want to show that our algorithm is not restricted to discriminants of small
class numbers. However, our algorithm is applicable to the case of small class
numbers either.

In this paper we focus on Optimal Extension Fields of the form p® with a
32-bit prime p. The reason for the choice m = 5 is twofold. Due to a theorem
of Hasse we have |E(Fg)| = q. Hence, in order to generate an elliptic curve of
prime order r with r = 269 we have to ensure m = 5. Second, we restrict to
extension fields of prime degree as some of our sub-algorithms of section B are
very e [cieht in this case. However, the security implications of the Weil-descent
(IGHSO01]) on these curves are not yet clear. Nevertheless, the generalization to
composite m is easy.

We are not aware of any further e [cieht algorithm to find an elliptic curve
over an Optimal Extension Field of characteristic = 5 respecting all these re-
quirements. Although the Schoof-Elkies-Atkin (SEA) algorithm is polynomial
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time for arbitrary finite fields and e [ciehtly implemented for Optimal Exten-
sion Fields, it turns out to be much slower in practice. The main reason is that
we have to choose a number of curves and determine their cardinalities before
finding a suitable one. Furthermore, the very e LCcieht Satoh-algorithm for fields
of characteristic 2 (JFGHO1]) does not apply to Optimal Extension Fields.

3 The Generating Algorithm

Our generating algorithm oefCurve, presented at the end of this section, makes
use of the theory of Complex Multiplication. A good reference of this theory in
the scope of elliptic curve cryptography may be found in [AM93], [LZ94], and
[BBOQ]. We sketch the most important theory used in our algorithm. A central
term is that of an imaginary quadratic discriminant, which is a negative integer
A congruent 0 or 1 modulo 4. Our aim is to find a prime power p™ and an
elliptic curve defined over a field Fpm , but not over IFp. In order to do this we
first have to find a prime power p™ and a discriminant A, such that the norm
equation

t? — Ay? = 4p™ )

has a solution (t,y) [Z2, while the equation t2 — Ay = 4p does not have a
solution (t5yY [Z. If this is true, using Complex Multiplication, we find elliptic
curves Eq 4 and E3 q over Fym, both not defined over Iy, with

|E1q(Fpm)| = pm+1—t, [E2,q(Fpm)| = pm+1+t )

analogously as explained in [BB0O]. v

Let H [CZ[X] be the the minimal polynomial of j(£*2) where j denotes
the well-known modular function j. Modulo p the polynomial H splits into irre-
ducible factors of degree m, while it splits in Fpm[X] into pairwise distinct linear
factors. Let j, [Hpm be a zero of H mod p. If A < —4, we have j, I{0;1728},
and for any non-square s; [HHpm we set

_ 1 _
Kq = m (ag, bq) = (3Kq, 2Kg) - (3)
Then we have
{E1,q,E2,q} = {(aqg, bg). (aqsﬁ, bqsg)}. 4)

After this construction it is not known which of the curves is E1 4 and which is
E»,q. However, by choosing points on each curve and testing whether their order
is a divisor of p™+1+tor p™+1—t, the curves E; 4 and E3 4 can be identified.

Thus we can decide whether one of the curves E; g or E; q is cryptographically
strong before we actually construct those curves. We only need to know the
primes p and m and the norm representation of p™ as in (). From (&) we
deduce the orders of E; 4 and E; 4, and we can check whether one of the curves
respects all conditions from the previous section.
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Input of our algorithm oefCurve(n, m, hg) is a positive integer n (e.g. the
word size of the processor in use), the degree m of the Optimal Extension Field
over its prime field, and an integer hg = 200. The algorithm returns a prime
p < 2" such that IFym is an Optimal Extension Field, an irreducible binomial
X™ —w in Fy[X], and an elliptic curve E of prime order r defined over Fym
respecting all requirements of Sect. 2. Furthermore, the endomorphism ring of E
is a maximal order of class number at least hg. In addition, oefCurve returns a
generating point of E(IFpm). In order to get reasonable results we have to ensure
n-m =160 and that m is prime.

We next explain our main algorithm oefCurve. It splits into several sub-
algorithms, which we discuss in what follows. The first sub-algorithm
findField(n, m, hp) determines an Optimal Extension Field of cardinality p™
and a prime r being the group order of a cryptographically strong elliptic curve
defined over Fpm \ Fp. To be more precise, findField gomputes among other
things a prime p of the form 2" +cwithc <0 and |c| < 2" such that m | p—1.
Although it is not clear if such a prime p exists for a random tuple (n, m), the
asymptotic density of such primes for growing n is m due to the Prime
Number Theorem and a theorem of Dirichlet on the number of primes in arith-
metic progressions. Hence, for example, if n = 32 and m = 5 (i.e. the case we

are most interested in), there should be about Wl(;z) = 739 primes congruent
1 modulo 5 in the interval [232 — 26, 232]. However, the exact number is 733.
Thus we may assume, that an appropriate prime p exists.

In order to be successful, findField has to solve the norm equation (I)
for some A and p. We explain how to find appropriate A and p. A necessary
condition on A for E to be of prime order is A = 5 mod 8. We assume that
a su Lciehtly large database of fundamental imaginary quadratic discriminants
A =5 mod 8 of class number at least 200 is to our disposal. In our tests we make
use of a database containing all such fundamental discriminants A > —6000000.
Our function nextDiscriminant(h,A) returns the maximal fundamental dis-
criminant A™= 5 mod 8 of class number h with A< A.

The algorithm is exponential in log(h) In addition, it depends on the bit-
length of A. Thus we want h and |A] to be as small as possible. A necessary
condition, due to class field theory, we have to take care of is m | h(A). Hence
we set h = min{h™ CI : hP= hy,m | h}. Let A = 5 mod 8 be maximal of
class number h. We set p = max{p~[Z : p"< 2", p"“= 1 mod m, p~prime}. We
determine whether the norm equation t2 — Ay? = 4p has a solution (t,y) [Z?
by using an algorithm due to Cornacchia (|[Coh95], p.34-36): cornacchia(A, p)
gets an imaginary quadratic discriminant A and a prime p as input and re-
turns t 8 0 if the according norm equation has an integer solution, and 0 oth-
erwise. If t2 — Ay? = 4p has no integer solution, we turn to the norm equa-
tion t2 — Ay? = 4p™. In order to decide whether this equation has an inte-
ger solution or not, we extended the algorithm of Cornacchia to prime powers:
cornacchiaPrimePower(A, p™) gets an imaginary quadratic discriminant A and
a prime power p™ as input. It returns t & 0 if the norm equation (@) has an
integer solution, and 0 otherwise.
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If we have found a prime p with an integer solution of the norm equation for
p™, but not for p, we make use of (@) to check for the conditions of section 2]
Analogously to [BBO00] this task is performed by the function isStrong(p™, N);
it returns the prime r if N turns out to be the order of a cryptographically
strong elliptic curve over Fpm, and O otherwise. This yields our algorithm
findField(n, m, hp).

findField(n, m, ho)

Input: A positive integer n, a prime m, such that nm = 160, and an integer ho = 200.

Output: A prime p of bit-length n, such that Fpm is an Optimal Extension Field, if
such a p exists.
A prime r and a discriminant A, such that r is the cardinality of a cryptographically
strong elliptic curve defined over IFpm \ IFp having a maximal order of discriminant
A as endomorphism ring with h(A) = ho.

p — max{pJZ :p <2",p"=1mod m,p-prime};
if 2" —p> 2" then
output(”No OEF found. Terminating.”); terminate;
h < min{hY [N : h"= hg, m | h;
while true do
A — nextDiscriminant(h, 0);
while A > —6000000 do
p — max{p” [N p"< 2",p"= 1 mod m, p“prime};
while 2" —p< 2" do
t — cornacchia(A,p);
if t=0 then
t — cornacchiaPrimePower (A, p™);
if t &0 then
if (r « isStrong(p™,p" +1—1t)) E0AND r =p™ +1—t then
return(p, r, A);
else if (r « isStrong(p™,p" +1+1)E0AND r=p™ + 1+t then
return(p, r, H);
p « max{p”[Z : p~< p, p”"= 1 mod m, p“prime};
A — nextDiscriminant(h, A);
h -« h+m;

Once knowing the cardinality p™ of an Optimal Extension Field, we turn to
the computation of an irreducible binomial X™ —  in IFy[X]. Our algorithm
findBinomial(p, m) is a straightforward consequence of theorem [I] and corol-
lary [

We remark that if X™ —w is reducible in Fp[X], X™ — w9 is reducible either
for all d [CIN. However, due to the simplicity of algorithm findBinomial(p, m)
we do not take this fact into account.

Finally, we turn to algorithm £ind0OEFCurve(A, p, r). This algorithm bases on
findCurve(A,p, 1) in [BBOO]. The main di [erknces come from the sub-algorithm
findRoot. As explained above, given a root j, of H mod p in Fym, £indOEFCurve
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findBinomial(p, m)
Input: Rational primes p and m with p =1 mod m.
Output: An irreducible binomial X™ — o in IFp[X] with minimal o [N.

W« 2;
while true do
d < o mod p;
if d & 1 then
return(X™ — w);
W - w+1;

find0EFCurve(A,p, )
Input: A fundamental imaginary quadratic discriminant A =5 mod 8.
A prime power p™ such that there exists an elliptic curve of prime order r over Fgm .
Output: An elliptic curve E over IFpm with |E(IFpm)| = r and endomorphism ring of
discriminant A.
A generating point G of E(IFpm).

Jjq < findRoot(A,p™);
Select a non-square sq [CHpm;
E1 « (aq,bq); E2 « (aqS3, bgsq); /7/assign curve parameters
G: [rIE1(Fpm)) \ {O}; G2 [rXEx(Fpm)) \ {O}; //choose random points
if rG1 = O AND rG; & O then
return (E1, G1);
else
return (Ez, G2);

computes the coe Cciehts of elliptic curves over Fpm of order p™ +1£1t, and it
decides by trial and error, which of these curves is of order r.

We next discuss findRoot(A,p™), i.e. the proceeding to determine a root
of H mod p in Fpm. The first step of findRoot(A,p™) ggnsists in determining
a generating polynomial of the Hilbert class field of Q( A). In the literature
one finds some proposals of polynomials with rather small coe [Cciehts. If 34 A
we compute a polynomial due to Atkin and Morain (see [AM93]). To be mpre
precise, jp this case we determine the minimal polynomial of 23y, (A5 2)
over Q( A), where vy, is the unique cube root of j which is real-valued on the
imaginary axis. We denote this polynomial by Py. Let y, 4 [CH,m be a root
of Py mod p. Then yg‘q is a root of H mod p. If we have 3 | A, we compute
the Hilbert polynomial H. For an e [cieht computation of P, or H we refer to
[BaiOla].

It remains to explain how to get a root of a polynomial P mod p that splits
completely to linear factors in Fpm[X]. As in [BB00] we make use of the LiDIA-
function find_root(p™, P). As input this function requires a prime power p™ and
a polynomial P [CZ[X], such that P mod p splits into linear factors in Fpm[X].
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It returns a zero of P mod p in Fpm. find root uses the Cantor-Zassenhaus
split (see [Coh95]) and a polynomial arithmetic due to Shoup [Sho95].

We finally present the main algorithm oefCurve. Given n, m, and hp,
oefCurve first invokes findField(n, m, hg). Once p, r, and A are determined, it
calls the functions findBinomial and findOEFCurve. Finally, oefCurve returns
(p,r,f,E,G).

4 Running Times and Statistics

We implemented our algorithms in C++ using the library LiDIA 2.0 and the
GNU compiler 2.95.2 setting the optimization flag -O2 and using gmp 2.0.2 as
underlying multiprecision package. The timings were measured on a Pentium 111
running Linux 2.2.14 at 850 MHz and having 128 MB of main memory. Hence
the timings may be measured on any modern personal computer either. We
present some sample running times of oefCurve(32, 5, hg) and CPU-timings for
200 < hg < 250, 10 | hg, in table . More timings and statistical data may be
found in [Bai01b].

Table 1. Data delivered by oefCurve(32,5, ho).

(o[ n] & P |
200 || 200 | -125579 | 4294920991 21.8
210 || 210 | -265235 | 4294903891 52.8

A} \ CPU-time in seconds ‘
2
7

220 || 220 | -268931 | 4294931761 | 2 65.3
2
2
3

230 || 230 | -405803 | 4294931071 64.0
240 || 240 | -170651 | 4294946191 38.5
250 || 250 | -254579 | 4294940641 54.6

Finally, we give some statistical data on the number of non-isomorphic el-
liptic curves of prime order over Optimal Extension Fields Fps where p is a
32-bit prime. First, we determine for each class number h with 200 < h < 400,
h divisible by 5, the number of pairs (A, p), where A > —6000000 is a funda-
mental discriminant congruent 5 mod 8 and p a 32-bit prime, such that there
exists a cryptographically strong elliptic curve of prime order r over Fps hav-
ing an endomorphism ring of discriminant A. In all, there are 5579 such tuples.
Furthermore, in 4563 of the cases, the according field Fps is a Type Il OEF.
Next, we determine the number of non-isomorphic elliptic curves for the tu-
ples (A, p) as above. For each such tuple (A, p) there are h(A) non-isomorphic
elliptic curves having the properties cited above. In all, there are 1546830 non-
isomorphic curves, and 1263850 of them are defined over a Type Il OEF. We
deduce that, even in our special case, the set of non-isomorphic curves for use
in cryptography is su [ciehtly large to choose from.
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Abstract. In 1999 Silverman [21] introduced a family of binary finite
fields which are composite extensions of F, and on which arithmetic
operations can be performed more quickly than on prime extensions of
F» of the same size.

We present here a fast approach to elliptic curve cryptography using
a distinguished subset of the set of Silverman fields F,n = Fnn. This
approach leads to a theoretical computation speedup over fields of the
same size, using a standard point of view (cf. [7]). We also analyse their
security against prime extension fields F2e, where p is prime, following
the method of Menezes and Qu [12]. We conclude that our fields do
not present any significant weakness towards the solution of the elliptic
curve discrete logarithm problem and that often the Weil descent of
Galbraith-Gaudry-Hess-Smart (GGHS) does not o [erla better attack on
elliptic curves defined over F,n than on those defined over Fzp, with a
prime p of the same size as N.

A noteworthy example is provided by F,226: a generic elliptic curve
Y2+ XY = X3+ aX? + B defined over F,226 is as prone to the GGHS
Weil descent attack as a generic curve defined on the NIST field Fy2ss.

Keywords. Finite fields, Weil descent, elliptic curve cryptography, fast
performance.

1 Introduction

Elliptic curve cryptography was introduced in 1986 independently by Koblitz [10]
and Miller [14] as a rich context where one can apply cryptographic protocols
based on the discrete logarithm problem in a multiplicative group G: given
a,b [d such that b = a¢, find d.

However, the rich structure of elliptic curves made possible a wide variety of
attacks that must be avoided in the design of elliptic curve cryptosystems such
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as ECIES or ECDSA. Some of these attacks rely on a peculiarity of a curve or
a family of curves, such as supersingular elliptic curves [13], or elliptic curves of
trace one [22]18/19].

Nevertheless, in general, such elliptic curves can be easily avoided, except
in the case when the field Fpn is intrinsically weak, and this may happen when
h = 2! with | = 4 [23]. Indeed Galbraith-Gaudry-Hess-Smart devised a practical
implementation of the Weil descent to compute discrete logarithms in Fon for
composite N’s. This result seemed to preclude the use of composite binary fields
for elliptic curve cryptography.

On the other hand, Silverman [21] (and independently in 1989 Ito-Tsujii [9])
proved that basic field operations can be implemented very quickly on certain
composite binary extensions, namely extensions F,p—1, with prime p such that 2
is a primitive root modulo p, which we will call Silverman fields.

The goal of the present article is to resuscitate elliptic curve cryptography
over the Silverman fields Fop—1. The idea is to choose Sophie Germain primes
(SG-primes) q so that Fy2q = Fae—1. In this way we will be able to keep a good
performance record since we are working with Silverman fields while at the same
time ensuring an excellent security against the Galbraith-Gaudry-Hess-Smart
attack, since Fj2q is a “quasi-prime extension” (I = 2).

2 Definitions, Setup and Performance

In this section we describe the working representations of the binary fields Fan
as well as of the ring R, which is used to speed up computations in Fyp—1.

Let n be a positive integer. The field Fon is generally regarded as a quotient
Fo[X]/(P (X)) where P(X) is an irreducible polﬁﬂial of degree n over Fs.
Each element a of Fon is viewed as a polynomial ;- a; X' modulo P (X) and
denoted (do,...,dn—1). In the case of NIST fields, one chooses n to be prime
and P (X) to be a trinomial or a pentanomial in order to minimise field operation
cost on machines.

Let p be a prime. We denote ®p(X) := XP71+ XP72 4+ + X2+ X +1
(mod 2). It is well known that ®,(X) is an irreducible polynomial over F,[X]
if and only if 2 is a primitive root modulo p. This condition is equivalent to
2(e—D/1 5 1 (mod p) for every prime | dividing p— 1. A prime p such that 2 is
a primitive root modulo p is called a primitive prime (to the base 2).

Examples of primitive primes include 101, 107, 131, 139 etc. There is a fa-
mous conjecture by E. Artin that there are infinitely many such primes, and
that they have a natural density. However, neither of those two assertions has
been proved yet, although Hooley [8] deduced the Artin conjecture from the
generalised Riemann hypothesis.

Following [21] we introduce R, = F[X]/(XP + 1). In the sequel we will
suppose that the prime p is primitive. If this is the case then

Rp £FJo—1 x .

We can pass from R, to Fe—1 in both directions very easily and this canonical
projection is very fast.
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Here is the list of primitive primes 100 < p < 1200 such that g = (p — 1)/2
is also prime: 107, 179, 227, 1019, 1187. Their number is quite sparse but from
probabilistic methods one conjectures that the number of such primes less than
X is = x/ log? x [ hence we may find them as large as needed.

Let us consider the performance of the relevant arithmetic operations, used
on elliptic curve cryptosystem, over the field F,n, where, following Silverman,
we have denoted N = p — 1. Algorithms for each basic operation are available
in [21].

Considering Fop as a Fp-space vector of dimension p, we define the trinomial
basis (resp. pentanomial basis) to be the canonical basis of Foe under the isomor-
phism Fe £FJ[X]/P (X), with P (X) irreducible trinomial (resp. pentanomial)
in I, of degree p.

Addition in Ry, is a very straightforward operation taking up as much time
as in Fop, since we have to XOR words with similar size.

Squaring of R, elements proceeds by defining two other elements which are
XORed to produce the output. The squaring operation is related to reordering
the aj’s and is as e [cieht as if using optimal normal bases [3].

Multiplication of two elements of R, is twice as e Lcieht as optimal nor-
mal basis multiplication or Montgomery multiplication. In the particular case of
trinomial or pentanomial basis, this achievement is less significant.

Modular inversions are somewhat simple using a modified Almost Inverse
Algorithm (AIA). For more details and implementations see [7121].

Finally the speedup comes only from the underlying field arithmetic and
not from a specific curve, like Koblitz curves [11], or specific computation tech-
niques [24]. All generic exponentiation methods [6], like for example the NAF
method [15], can be used in this particular type of extension.

A notable feature of our analysis is the conjunct use of primitive primes p
and of SG-primes q = (p — 1)/2. The former property is necessary to insure
a good performance, while the latter leads to the claimed security of the field
]F22q = ]F2N = ]szfl.

We therefore analyse the security of the Silverman fields Fon for elliptic curve
cryptography.

3 On the Security
of the Elliptic Curve Discrete Logarithm over Fy2q

In this section we will use the following notation: we let n,| be two positive
integers, h = 2!, K = Fyn and k = Fy,.

1If f and g are non-negative functions, we write f(x) = g(x) if there exist ci, >
positive numbers such that c1g(x) < f(X) < c29(x). We are not interested in formu-
lating a precise asymptotic formula here, only a lower bound (the upper bound is
classical).
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3.1 Generic Attacks on Elliptic and Hyperelliptic Curves

When using elliptic curve cryptography, one must prevail against known attacks
on the elliptic curve discrete logarithm problem. For an elliptic curve E defined
over Fon these are:

1. Pollard’s p algorithm [17], which has a running time of O(2N’?t,), where t,
is the time to perform an addition of two points on the curve,

2. the baby step-giant step algorithm, due to Shanks [20], which runs in
O(N2N/2ty).

To solve the discrete logarithm problem on the Jacobian of a hyperelliptic
curve H of genus g defined over k, one resorts to five methods:

1. Pollard’s p [17], which has a running time of O(g2h%/2 log? h) bit operations,
since card Jac(H) = h9 and a group operation on Jac(H) takes O(g? log? q)
bit operations using Cantor’s algorithm [1],

2. the baby step-giant step algorithm, due to Shanks [20], which runs in
0(g3h9/2 log® h),

3. the Pohlig-Hellman algorithm [16], which is not better than Pollard’s p if
card Jac(H) has a large prime factor, which is the case by the Gaudry-Hess-
Smart construction of Jac(H),

4. thquge;;%audry su?ﬁxp?nential [2] algorithmwith estimated running time
O exp(( 2+0(1)) glogh(logg+ loglogh)) as g/logh goes to infinity;
this method is not applicable when h9 is too large, say around 21924, hence
when g = 210,

5. Gaudry’s algorithm [4], a variation of the classical index-calculus algorithm,
with running time O(g3h?log® h + g2g'hlog? h). Actually when g is fixed,
Gaudry’s algorithm runs in O(h?) which is better than Pollard’s p when
g > 4 . However this method is impractical when g = 31 (using a modified
version due to Enge-Gaudry).

The recent work of Gaudry, Hess and Smart [5] (GHS) shows how, for a large
proportion of elliptic curves E defined over a binary field F, the discrete loga-
rithm problem on a subgroup of E () can be transposed to the same problem on a
subgroup of the Jacobian of an hyperelliptic curve. Gaudry’s algorithm [4] then
manages to solve this equivalent discrete logarithm in a substantially quicker
time than the standard methods of Pollard or Shanks.

3.2 Description of the GHS Implementation of the Weil Descent

We give here an account of the Weil descent method of Gaudry, Hess and Smart.
Let E/K be an elliptic curve. A theorem of Weil says that one can define
an abelian variety A/k (defined over the smaller field) such that canonically
AK) £EK). Inourcase A= E xE9x ... xE9" ", where o is the Frobenius
automorphism of k.
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In practice, one starts from a Weierstrall equation over K, say
Y2+ XY =X3+aX?+B, BEO. )

Given a k-basis {Qo, Y1, ..., Pn—1} of K, we express
1
% =aoPo + a1y + - +an—1Pn-1,
=boYo + by + -+ +bn—1Wn—1,
% =XoWo +XaP1 + - + Xn—1Wn—1,

=Yoo +yiP1 + - +Yn_1Pn—1.

Substituting the latter equations into the former defining the elliptic curve and
equating coe [ciehts of the j’s, we have defined an abelian variety A over Kk,
obtained by Weil descent from E. Note that | card A(k) —h" — 1| < 2h™/2 by the
Hasse bound.

Let G be a point of E of large prime order [{say about h™) and [G[the
cyclic group generated by G. Let P = dG for some unknown d 1, [+ 1]. The
problem of the discrete logarithm in [G[I_Elconsists in finding d, knowing P, G
and of course E.

Although the statement of the discrete logarithm problem involves only the
cyclic structure of [G[the solution to this problem often depends on a suitable
embedding of the group into a richer algebraic structure. Also, since A(k) L1
E(K), we deduce that [G[tan be embedded into an irreducible subvariety B
of A.

It happens that under some hypothesis, it is possible to explicitly find an
hyperelliptic curve H [CAlof genus g such that its Jacobian has an irreducible
component isogenous to B. One can also give a formula for g, namely g = 2™~ or
2M~1—1 where 1 < m < n is the F»-dimension of some vector space (see below).

To put it otherwise, there exists an explicitly computable homomorphism
E(K) - Jac(H) such that its kernel does not contain [G[JHence the problem
of solving the discrete logarithm in [G[I_Elis translated into finding the same
d as above with respect to a subgroup isomorphic to [G[3itting inside Jac(H).
Since there exists a fast (in O(h?*9) algorithm, due to Gaudry, to find discrete
logarithms there, the problem is noticeably simplified.

A consequence is that such elliptic curves as those we started with should
be avoided for cryptographical purposes. In general, this reasoning has brought
the conclusion that elliptic curves defined over composite extension fields of T,
should be eschewed by cryptographers. However, specific curves, such as Koblitz
curves (defined over F,), currently thwart this kind of attack.

On the other hand it should be noticed that the current approach to the Wil
descent breaks down if n < 4, since in this case the Pollard p method solves the
discrete logarithm problem on E(K) in O(h™/?) = O(h%/?), that is faster than
through the aforementioned approach.

Similarly Menezes and Qu [IZ] proved that the fields F,r are immune to
the GHS version of the Weil descent attack. Our goal is next to extend their
approach to establish the security of the fields F,2q, when g is prime.
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3.3 The Menezes and Qu Analysis

Suppose that the elliptic curve is given in Weierstral form as in (). Let V-
denote the inverse of Frobenius in F,. The definition of the number m in the
genus formula above is given by
] [ I e | 1 [
m(B) =dimgy, Spang, (1, Po),...,(L, PBn-1)

where (B = [3hi is the i-th power of the Frobenius automorphism o (over k).
Menezes and Qu define another value, m(p), closely related to m(B), by the

formula (. g/ [
m(B) =dimg, Spang,  PBo,..., PBn-1

To see how the two values are related, let n = 2ny, where n; is odd, and let
t = 22. The polynomial x" + 1 factors in F,[x] as (fofy - - f5)t, where fp = x+1
and the f;’s are distinct irreducible polynomials in F,[x] with deg f; = d;.

We view K as a F,-vector space and ¢ as a F,-endomorphism of K. The
unique polynomial f of least degree in F»[x] such that f(c) = 0 in End(K) is
x" + 1. In particular K is the null space of ¢" + 1.

The idea of Menezes and Qu is to decompose the field K into a direct sum
of subspaces corresponding to the null spaces of the factors ff(g). One has

E_ 1
K= Wi,
i=0

where W; = ker f{(0). (-
Let y [CK. By what precedes, we can write uniquely y =  j_,Vi, where
yi CW;. For 0 =i < s, define
1 R .
ji=Jily)=min j=0:y; Ckerf!(o)

We define the type of y to be (jo,...,js)-
The relation between m(3) and m(B) appears as Theorem 6 in [12]. It states

Theorem 1 (Menezes and Qu). Let f K = Fun. Then
L LV
m@),  ifjo( B)EO,
m(B) +1, if jo( B)=0.
Furthermore, Menezes and Qu give a complete description of the values taken

on by m(B) when 3 K. They also give the number of elements of K with given
value m. Their result appears as Theorem 5, which we recall here.

m(B) =

Theorem 2 (Menezes and Qu). Let y [CK = Fun. Then the admissible
1

values for m(y) are Jidi where each j; [ID,t]. Moreover, there are pre-
i=0
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—— = v
cisely hidi — hGi=Ddi  glements "y K of type (jo....,js) With
i=0,j; 20
B 1
m(y) = Jidi.
i=0

3.4 GHS Weil Descent from the Fields Fy2q

We are interested in this paper in fathoming in the fashion of Menezes and Qu
the security of the field K = Fpn, where h = 2! and n = q is prime, as we descend
to the subfield k = F,. In particular we will consider the case where | = 2, thus
producing highly secure fields F,2q, since they are “quasi-prime extensions” of
F». We follow the reasoning of [12].

Since cardJac(H) = h9 + O(h9/2) and the success of Gaudry’s algorithm
depends clearly on the magnitude of Jac(H), Menezes and Qu observe that
currently the GHS approach to the Weil descent is ine [edtive whenever h9 =
21024 ‘When h = 2, this imposes a lower security bound such as m = 11. Also in
the case when m = 1, the GHS method is ine [edtive, since the curve obtained
by Weil descent is elliptic (this is the case of Koblitz curves).

From the Menezes and Qu analysis, more specifically from Theorem 2] one
immediately deduces that the admissible values of m (and hence m) in the Wil
descent do not depend on I, that is on the degree of Fy, over F,, but only on n,
the degree of Fpn over Fy. Notice that m(B) = 1 if and only if B [TF},.

More specifically, if h = 4, then the field F,2q contains Fpq,F4 and F, as
proper subfields.

Going down from Fy2q to IF4 by the previous observation and the experimental
results of [12] we deduce that the admissible values (greater than 1) of m are
greater than 16 when q 100, 600] and q & 127. Hence the same holds a fortiori
when we descend to T, since the relative m does not decrease (cf. the definition
of m).

As for the descent from F,2q to F,q, the degree of the descent is 2 and
the hyperelliptic curve found by the method of GHS has genus at most two.
For such curves, it is well known that Pollard rho is still more e [cieht than
Gaudry’s algorithm to compute discrete logarithms, hence the GHS attack fails
for all elliptic curves over Fy2q with q [C]100,600] and q 8 127 and in general
we can a Crml that, when considering Weil descent via GHS, the security of the
field F,2q for elliptic curve cryptography is at least as strong as the security of
the field Fyq.

4 Conclusion

We have produced a sequence of fields Fon, such as
]F2178, Fzzze, ]F21018, anse,

which are secure for elliptic curve cryptography. Indeed the GHS Weil descent
attack on elliptic curves defined over these fields produces hyperelliptic curves
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of genus at least 2™~1 — 1, where m = 12, 29,509, 149 respectively. Therefore
the elliptic discrete logarithm problem on these curves is currently out of reach
of known attacks. As an example the field F,226 0 [erk the same order of security
against the GHS attack as the NIST field F,23s where the corresponding lower
bound on m is 30.

Moreover the performance of basic field operations in the fields Fon is faster
than in the fields Fon+1 = Fop.
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Abstract. Frameproof and identifying parent property codes and their
relationship to hash families and error correcting codes are studied. A
upper bound on the size of such codes is presented. A generalization of
identifying parent property is introduced and studied in terms of a new
class of hash families — the strong separating hash families. Asymptotic
consequences of some recursive construction techniques are described.

1 Introduction

Codes providing certain forms of traceability have been studied for their appli-
cations to protection of intellectual property rights. The weakest form of such
codes provides protection against the possibility of a user being framed by a
coalition of users. Such codes are called frameproof codes and were introduced
by Boneh and Shaw [5]. A stronger notion introduced in [12] and called secure
frameproof code is protection against two disjoint coalition being able to pro-
duce a common descendant. The strongest version studied in this paper is called
the identifying parent property (IPP) and requires the condition that if a set of
coalitions is able to produce a common descendant then the coalitions must have
a codeword in common (the identifying parent). This concept was introduced
in [8].

The class of codes with traceability property have been studied by several
authors. A systematic combinatorial study have been carried out in [10]. In a
recent work, Blackburn [2] have provided an upper bound on the cardinality of
frameproof codes. Also [2] provides the counterexample of length 5, 3-frameproof
code to show that the coe Lcieht of the leading term in the upper bound is not
tight. We build on this counterexample to show that in most cases the coe [cieht
of the upper bound is not tight.

A su [cieht condition for the existence of IPP codes has been obtained in
terms of perfect hash families in [I0]. This raised the question of existence of
IPP codes for certain values of the parameters. This question was resolved in [4]
by the probabilistic method and using a new family of hash functions called the
partially hashing family. We introduce a natural generalization of perfect and
separating hash family called the strong separating hash family which turns out
to be equivalent to the class of partially hashing property. We introduce a gen-
eralization of IPP codes and obtain a hierarchy of codes between the frameproof

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 117-{I26] 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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and IPP codes. The existence of these codes are studied in terms of the strong
separating hash family and error correcting codes.

Frameproof and IPP codes can be constructed from suitable hash fami-
lies which in turn can be construted from error correcting codes. We explore
this theme in conjunction with a recursive composition type construction used
in [813]. It turns out that for each size of the alphabet and strength of the code
it is possible to construct these classes of codes having a fixed relation between
the length and cardinality.

Due to lack of space, some of the proofs cannot be presented in the paper.
These proofs can be found in the technical report [9].

2 Hash Functions

Let H be a family of N functions from {1, ..., n} to the alphabet Q of cardinality
g. The family H is called an (N, n, q) hash family. Given an (N, n, q) hash family
we can obtain an N x n matrix by enumerating the values of all the functions.
Sometimes it is easier to consider hash families as such matrices.

Definition 1. We consider the following kinds of hash families.

1. Perfect hash family : An (N, n,q) hash family H is called an (N, n,q, w)
perfect hash family ((N,n,q,w)-PHF) if for any subset S [{1,...,N} of
cardinality w, there is a function f [CH such that f is injective on S.

2. Separating Hash Family : An (N,n,q) hash family H is called an
(N, n, g, wsy, W) separating hash family ((N, n, g, w1, w»)-SHF) if for any two
disjoint subsets A,B of {1,...,n} with |A] = w; and |B| = w;, there is a
function f in H such that f(A) and f(B) are also disjoint.

3. Strong Separating Hash Family : An (N, n,q) hash family H is called
an (N, n,q,ws,wsy) strong separating hash family ((N, n, g, wy, w,)-SSHF) if
for any two disjoint subsets A,B [{4,...,n} with |A] =w; and |B| = wy,
there is a function f [CH such that f is injective on A and f(A)nf(B) = []

4. Partially Hashing Family : [4] An (N, n,q) hash family H is called an
(N, n,q,t,u) partially hashing family ((N,n,q,t, u)-PAHF) if for any two
subsets T,U [C{1,...,n} such that T [, [T| = t, |U| = u, there is a
function f in H such that for any x [Tl and any y [, if y 8 x, we have

T(x) B f(y).

See [6] for a survey on perfect hash families. The concept of separating hash fam-
ilies was introduced in [11] and that of partially hashing families was introduced
in [4].

We now relate strong separating hash and partially hashing properties to
the other hashing properties. The following is immediate from the definition of
strong separating hash property.

Theorem 1. Let H be an (N, n,q) hash family.

1. If His an (N,n,q,w1,w2)-SSHF, then it is simultaneously an (N,n,q,w1,w>)-
SHF and an (N, n,q,w;)-PHF.
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2. If His an (N, n,q,w; +w,)-PHF, then it is an (N, n, g, w1, w»)-SSHF.
3. If His an (N, n,q,wsy,w;)-SSHF, then it is an (N, n,q, t;, t;)-SSHF for any
t1 < w; and tb < w,.

It is not di Ccult to see that the converse of Theorem [I(1) does not in gen-
eral hold. We now show the equivalence of strong separating hash and partially
hashing property.

Theorem 2. A hash family H is an (N,n,q,wi, w2)-SSHF it is an
(N, n, g, wy, wy + w;)-PAHF.

Proof : Suppose H is an (N, n,q,w;,w,)-SSHF. We will show that H is an
(N, n,qg,wy,w; +wy)-PAHF. Let A {1,...,n}, with |A] = wy, |B| =
w;+Wws. Let C = B—A. Then |C| = w; and C n A = [CBy the strong separating
hash property there is an T such that f is injective on A and f(A) n f(C) = [
Let x CAland y with x & y. There are two cases to consider.

1. y AL Since f is injective on A, T(X) & f(y).
2.y [B—A.SinceC=B—Aand f(A)n f(C) = [ F(X) & f(y).

Thus in both cases f(x) & f(y) and hence H is an (N, n, g, wy, w; +w,)-PAHF.

Conversely, suppose H is an (N, n,q,w;,w; + w)-PAHF. We show H is
an (N, n,q,w;,w,)-SSHF. Let A,B [{1,...,n}, with An B = [JA| = wy,
IB] = w,. Let C = A [BIl Then |[C| = w; +w; and A [_CI1 Thus by the partially
hashing property there is a function f such that if x CAlandy [(Cland x 8B,
then f(x) 8 f(y). It is not di Ccult to argue that this ¥ must be injective on A
and f(A) n f(B) = [CHence H is an (N, n, g, wy, w,)-SSHF. 1

We present a su Lcieht condition for the existence of separating hash families
based on error correcting codes. An (n,N,q, D) error correcting code is a set
C QN of n codewords where |Q| = q and the distance between any pair of
codewords is at least D. We denote by hd(x,y) the Hamming distance between
two codewords X, Y.

The ideas in the following theorem are present in [7/[T13] and a proof can be
found in [9].

Theorem 3. Let C be an (n, N, g, D) error correcting code with
—1 —1

D>N 1—%5}71 . (1)

2 + W1W3

Then H(C) is an (N, n,q, wy, w,)-SSHF.

It is now easy to see that all the construction techniques (direct and recursive)
used in [13] for the construction of perfect and separating hash functions can be
applied to construct strong separating hash functions. In particular, we get the
following result using the recursive construction technique of [13].

Theorem 4. For positive integers g, wi and w,, there exists an infinite class
of (N, n,q,ws,w;)-SSHF for which N is O((wz(w, + Wz))log’_d log n).
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3 Traceability Codes

Let Q be an alphabet of size q and C be a subset of QN of cardinality n. We
will call C an (n, N, q) code and the elements of C to be codewords or simply
words. It is sometimes convenient to consider C = (cjj) to be an n < N matrix
with elements from the set Q. Let elemc (J) be the set of all elements that occur
in the jth column of C, i.e., elemc(j) = {a [LQ : a = ¢;j for some 1 < i < n}.
When the code is understood we will write elem(i) instead of elemc (i). Define

desc(C) =elemc (1) x ... x< elemc(N).

The set desc(C) is called the descendant code of C. Clearly C [ddsc(C). We
make a few remarks on the connection between C and desc(C).

The connection of codes and hash families follows from the fact that if C
is an (n, N, q) code then CT can be considered to be the matrix obtained from
an (N, n,q) hash family and conversely. Here CT denotes the transpose of the
matrix C. Thus given an (n, N, q) code C, we think of the columns of the matrix
C as the functions of the associated hash family. This makes it easier to state
many of the results below. Following [10], we will denote by H(C) the hash
family obtained from the code C. The proof of the following result can be found
in [9].

Lemma 1. Let x QN and C be a minimal (n,N,q) code over Q such that
X [desc(C) — C. Then H(C) is an (N, n,q,n — 1,1)-SHF. Conversely, if C is
an (n, N, q) code such that H(C) is a minimal (N, n,q,n—1, 1)-SHF, then there
is an x QN such that x [désc(C)—C.

Suppose C is an (n, N, q) code such that |elem(j)] = q for all 1 < j < N.
Then C = desc(C) iCQ = QN. Here we note that if we consider the codewords
to be one way infinite strings over Q (i.e., elements of Q™) and C is an infinite
subset of QN, then C is a proper subset of desc(C), since by diagonalization it
is possible to construct a string in desc(C) which is not in C.

Let C be an (n,N,q) code. We will call a subset D of C to be a coalition
and if a codeword x is in desc(D), then we say that D produces x. We define
descy (C), the w-descendant code, in the following manner.

—1
descy(C) = desc(Co).

The set desc,,(C) consists of all codewords which could have been produced by
subsets of C of size atmost w. We next define the important classes of codes.

Definition 2. Let C be an (n,N,q) code. We now define certain traceability
properties such a code might possess. These are the proerties we will consider in
this paper. A stronger notion of traceability exists (see for example [10]).

1. Frameproof : We say that C is an (n,N,q,w)-FP code if the following
condition holds. For any subset Cy of C of cardinality atmost w, if x [
desc(Cp) n C then x [Ch.
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2. Secure Frameproof : We say that C is (n, N, q, w)-SFP code if the follow-
ing condition holds. For any two subsets Cy, C; of C of cardinality atmost
w, we have that desc(Co) n descCy; 8 [Cimplies Co n Cy 8 [

3. ldentifying Parent Property : We say that C is an (n, N, ¢, w)-IPP code
if the following condition holds. Let {C1,...,Cq} be a family of subsets of
C where each C; is of cardinality atmost w. Then we must have that

—1 —1
desc(C;) 8 Cimplies cigrna

l<i=a l<i=a

The relationships among these classes of codes and their relationships to other
combinatorial structures such as PHF, SHF and cover free families have been
studied in [I0]. Here we briefly mention some of these relations. We use the
notation P; < P, to denote the fact that property P, implies property P;.

Proposition 1. [I0] The following relationships hold for any (n, N, q) code.
(n,N,q,w)-FP =< (n,N,q,w)-SFP < (n, N, q,w)-IPP.

Theorem 5. [11]

1. A code C is an (n,N,q,w)-FP code i CHI(C) is an (N, n,qg,w, 1)-SHF.

2. A code C is an (n,N, g, w)-SFP code i CH(C) is an (N, n,q,w, w)-SFP.
Theorem 6. [8, Lemma 1] A code C is an (n, N, q,2)-IPP i CH(C) is both an
(N, n,q,3)-PHF and an (N, n,q, 2, 2)-SHF.

A characterization of (n, N, g, 3)-IPP codes appear in [4].

4 Frameproof Codes

In [10], it was shown that for an (n, N, g, w)-FP code n < W(qE% t11). This was
improved in [Z] where it has been shown that

n < max{qg™ 5r@= L 1) + (w—r)(@™ L 1)}, @

where r is the unique integer in {1,...,w} such that r = N mod w. Also in [2],

an example of an (n, 5, q, 3)-FP code was presented where n < %qz + 3g. This

example shows that the coe [cieht of the leading term of (@) is not always tight.

Here we build on the counterexample of [2] to provide an upper bound which

shows that the coe [cieht of the leading term of (@) is in most cases not tight.
Following [2], we define

Us = {x [A: there exists no y [Cl— {x} such that x; =y; for all i CSI}.

The following crucial result has been proved in [2/10].
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Lemma 2. Let C be an (n,N,q,w)-FP code and Si,...,Sy is a partition of
{1,...,N}. Then

C= Ugl Ll mbw.
We require some preliminary results to prove the upper bound. These results
are generalizations of the ideas present in [2].

In the following discussion we will fix an (n, N, g, w)-FP code C, where we
write N = wt+r with r to be the unique integer in the range {1, ..., w}. Further
we will only consider codes with r in therange 1l <r<w. LetL={1,...,N}.
Let T, T, be subsets of L satisfying

1T =T =t+1,

2. T]_ N Tz = |_,__|

3. |Ut, n Ug,| is the maximum among all pairs of subsets T;, T, satisfying 1
and 2 above.

We put
lUr, n Ur,| = kg™ ©)

Clearly 0 < k < 1. The next lemma and its corollary are important in obtaining
our upper bound. The proofs can be found in [9].

Lemma 3. Let S3,S; be subsets of {1,..., N} satisfying

1. |81|:|82|:t+1,
2. |Sl N Szlzl.

Then [Us, — Us,| < (r — 1)kg**1 + (w — r)q.
Corollary 1. Let Ty, T, be subsets of L such that [Ty| = [To] =t+1and TinT, =
[IThen |Ut, — Ut,| < 2(r — 1)kqt™t + 2(w — r)qt.

Now we are in a position to prove the upper bound.

Theorem 7. Let C be an (n, N, q,w)-FP code where N = wt+r and r is the
unique integer in the set {1,...,w} such that N =r mod w. If 1 <r <w, then

1 1 1 111
n< r——[glj gt w—-r) 2+ - .
1+ 200 — 1) 2
Proof : LetTy,..., Ty beapartitionof L ={1,...,N}, such that T,,..., T, are
of cardinalities (t+1) each and Ty+q, ..., Ty are of cardinalities t each. Further we

choose Ty, T, such that [U, n Ur,| = kq**?t. Let ry = ZlCand assume U, = [
We compute |C| as follows.

IC| = |Ur, O, 1 Uk |

< (U, + U1,] = U1, nUp,]) + Up,| + ... + |Ug, |
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Using @), we get the following bound on [C]|.
ICl = (r —k)g""™* + (w—r)g". 4
Computing |C| in a di Lerent way we get the following.

IC| = Uy, Ok, . Uk, |
< (Ur, Ok,|) +... + (Ur,,,—, OO, ) + Ut |+ Uraal + .o+ U |
= (Ut + Ur, =Ur,) + ...+ (U1, 4| + U1, —Ur,, D)
+Ur, o [+ Ut |+ + U,

For 1 < i < ry, we have using Corollary [T,
Uty — Uryiyl < 2(r = kg™ + (w — r)g",

We use this to bound |C| in another way as follows.

ICl < (r — ry + 2kra(r — 1))g""* + (w — r)(2 + r1)q". )
Combining (@) and (G) and eliminating k we get,
1 . 1
- _ 1 t+1 _ t
Cl=s r TG g+ (w—=r)2+ry)q". 1

Note : Subsequent to our work, Blackburn [3] has improved upon the upper
bound in Theorem [7] by using techniques from extremal set theory based upon
the Erdos-Ko-Rado theorem.

We briefly consider the construction problem for frameproof codes. The first

construction is simple and doubles both the alphabet size and cardinality of the
code while maintaining the parameters w and N constant.
Union Construction : Let C be an (n,N,qg,w)-FP code on alphabet Q =
{a1,...,aq}. Define Q"= {al,...,ag}. This ensures that Q n Q"= [ et C"
be an (n,N,q,w)-FP code on alphabet QY Clearly C”can be obtained from
C by changing each element c;; of C to ¢ij. Let D = C [TIY Then D is an
(2n, N, 2q, w)-FP code on alphabet Q QI

The correctness of the construction can be found in [9]. This construction
immediately gives us the following result.

Theorem 8. Let C be an (n, N, q,w)-FP code. Then it is possible to construct
(2'n, N, 2'q, w)-FP codes for each integer i = 1.

Recursive Construction : From Theorem Blwe know that C is an (n, N, g, w)-
FP code iCH(C) is an (N,n,q,1,w)-SHF. A recursive construction for
(N, n, g, wsy,w,)-SHF was presented in [L3]. Specializing this construction to the
case of w; =1 and w, = w we get the following result.

Theorem 9. For any positive integers q and w, there exists an infinite class of
(n, N, g, w)-FP codes for which N is O(W'qu log n).
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5 IPP Codes

In this section we study IPP codes. We present a necessary condition for IPP
codes and introduce a generalization of IPP codes. Proofs for the next two results
can be found in [9].

Theorem 10. Let C be an (n, N, g, w)-1PP code and x [désc,,(C). Then there
is a nonempty set of indices S [C{1,...,N} and a unique y [Q, such that
Xj =vyj for all i (Sl

Theorem 11. Let C be an (n, N, q) code. Suppose for every x [désc,,(C), there
is a nonempty set S [{1,...,N} of columns and a unique y [Q, such that
for any i S and any codeword z [Q, X; = z; implies z =y. Then C is an
(n,N, q,w)-IPP code.

Corollary 2. Let C be an (n, N, q) code. Suppose for every x [désc,,(C), there
is an index i and a 'y [, such that for any z [CCl, z; = x; implies z =y. Then
C is an (n,N,q,w)-1PP code.

We now introduce a hierarchy of codes between the SFP and the IPP codes.

Definition 3. Let C be an (n, N, q) code. Suppose for every k coalitions (1 <
k = t) Cy,...,Ck of C, each of size atmost w, x [—ad!=Kdesc(C;) implies
nIZXC; 8 [Then we call C to be an (n, N, g, w, t)-1PP code.

Clearly the case t = 2 correspond to the SFP codes. The hierarchy relation
is made clear in the following result which is immediate from the definition of
(n,N,q,w, t)-IPP codes.

Proposition 2. For an (n,N, q) code the following holds.

(n,N,q,w)-SFP = (n,N,q,w, 2)-IPP < (n,N, q,w, 3)-IPP
<...=(n,N,q,w,)-IPP.

Thus an (n, N, g, w)-IPP code is always an (n, N, ¢, w, t)-IPP code for any fixed
t. Thus the new cqdgggre between the SFP and the IPP codes.

An (n,N,q,w, , )-IPP code is certainly an (n, N, ¢, w)-IPP code. So a rel-
evant questiotiplj\{hether the hierarchy of codes in Definition Bl is strict from
t=1tot= | . The next result shows that for w = 2, this is not the case.
See [9] for a proof.

Proposition 3. A code C is an (n,N,q,2)-IPP code i1l is an (n,N,q, 2, 3)-
IPP code.

A su [cieht condition for the existence of (n, N, g, w)-IPP codes can be ob-
tained in terms of perfect hash families [I0] and partially hashing families [4].
We provide a su [cieht condition for the existence of (n,N,q,w, t)-IPP codes.
The idea of the proof is from Theorem 2.8 of [10].
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Theorem 12. Let C be an (n,N,q) code. If H(C) is an (N, n,q,w, k(w +2 —
k) —w)-SSHF, where k is such that k(w +2—Kk) = 2maxt{i(w +2—1i)}. Then C
==

is an (n,N, q,w, t)-1PP code.

Proof : Let D = {C4,...,C,} be a minimal set of coalitions such that x [
ni=rdesc(C;) and n!=fC; = [Thus if we drop any C; from D, then there is at
least one codeword y; [0jj=iC;. Let E = IZ}:[Ci and |E| = B. We now obtain
an upper bound on . Each C; contains the codewords y1,...,Yi—1,Yi+1,-- -, Yr
and it can contain atmost w — (r — 1) other codewords. Hence

B=sr+rw—-—r+1)=r(w+2-r). (6)

We have H(C) to be an (N,n,q,w,[3 —w)-SSHF. Let A be a subset of E
such that C; A and |A] = w. Clearly such an A exists. Let B = E — A.
Then |B| = B — w. By the SSHF property, there is an f [CH(C) (an index
J 3,...,n}) such that |elema(j)] = w and elema(j) n elemg(j) = CBut this
implies lelemc, (J)] = |C1| and elemc, (j) n elemeg_c, (J) = [Bince x [Cdésc(C,),
there is a codeword z [0, such that z; = X;. Since no codeword in E is
present in all coalitions in D, let C"be a coalition of D not containing z. But
then x [dksc(CY, since no codeword in CHcan equal x on index j. This is a
contradiction. 1

Corollary 3. Let C be an (n,N,q) code. If H(C) is an (N, n,q,w, [(¥2)?[&
w)-SSHF, then C is an (n, N, g, w)-1PP code.

Proof : If t is not fixed, then the maximum value of B in (@) is II!‘%Z)Z [The
rest of the argument is similar. 1
Corollary Blwas obtained in [4] in terms of partially hashing property. In [4],
the probablistic method based on Corollary B] was used to show the existence
of (n,N,qg,w)-IPP codes for all ¢ = w + 1. This also implies the existence of

(n,N,q,w,t)-1IPP codes for each t and g =w + 1.
Theorem [3] can be used to provide a su [cieht condition for the existence
of IPP codes in terms of error correcting codes. Let C be an (n,N, g, D) error

correcting code with
—1 —1
1

D>N 1- %%l_m . @)
Using Theorem Bl we have H(C) is an (N, n,q,w, — w)-SSHF. {From Theo-
rem [[2land Corollary [3 we have the following.
1. If B = k(w+2—Kk), where k is such that k(w+2—Kk) = 2rgi;(t{i(w +2—10)},
then C is an (n, N, g, w, t)-1IPP code.
2. IfB = Iﬁ“lv“;i)zﬂhen C isan (n,N,q,w)-IPP code.
Using this and Theorem H] we get the following result. See [9] for a proof.

Theorem 13. For any poitive integers g and w, there exists an infinite class of
(n, N, q,w)-1PP codes for which N is O((w3)'qu log n).



126

P. Sarkar and D.R. Stinson

References

10.

11.

12.

13.

N. Alon. Explicit construction of exponential sized families of k-independent sets.
Discrete Mathematics, Volume 58(1986), pp 191-193.

S.R. Blackburn. Frameproof codes. Preprint, 2000.

S.R. Blackburn. Frameproof codes. Preprint, 2001.

A. Barg, G. Cohen, S. Encheva, G. Kabatiansky and G. Zémor. A hypergraph
approach to identifying parent property: the case of multiple parents. DIMACS
Technical Report 2000-20.

D. Boneh and J. Shaw. Collision-secure fingerprinting for digital data. IEEE
Transactions on Information Theory, Volume 44(1998), pp 1897-1905.

Z.J. Czech, G. Havas and B.S. Majewski. Perfect hashing. Theoretical Computer
Science, Volume 182 (1997), pp 1-143.

J. Friedman. Constructing O(nlogn) size monotone formulae for the kth elemen-
tary symmetric polynomial of n Boolean variables. Proceedings of the 25th Annual
Symposium on Foundations of Computer Science, (1984), 506-515.

H.D.L. Hollman, J.H. van Lint, J-P. Linnartz and L.M.G.M. Tolhuizen. On codes
with the identifiable parent property. Journal of Combinatorial Theory A, Volume
82 (1998), pp 121-133.

P. Sarkar and D. R. Stinson. Frameproof and IPP codes. CACR Technical Re-
port CORR 2001-12, University of Waterloo, http://www.cacr.math.uwaterloo.ca,
2001.

J.N. Staddon, D.R. Stinson and R. Wei. Combinatorial properties of frameproof
and traceability codes. CACR Technical Report CORR 2000-16, University of
Waterloo, http://cacr.math.uwaterloo.ca, 2000.

D.R. Stinson, T. van Trung and R. Wei. Secure frameproof codes, key distribution
patterns, group testing algorithms and related structures. Journal of Statistical
Planning and Inference, Volume 86 (2000), pp 596-617.

D.R. Stinson and R. Wei. Combinatorial properties and constructions of trace-
ability schemes and frameproof codes. SIAM Journal of Discrete Mathematics,
Volume 11 (1998), pp 41-53.

D.R. Stinson, R. Wei and L. Zhu. New constructions for perfect hash families and
related structures using combinatorial designs and codes. Journal of Combinatorial
Designs, Volume 8 (2000), pp 189-200.



Linear Authentication Codes:
Bounds and Constructions

Rei Safavi-Naini!, Huaxiong Wang?, and Chaoping Xing?

1 School of IT and CS, University of Wollongong, Australia,
rei, huaxiong@uow.edu.au
2 Department of Mathematics, National University of Singapore, Singapore,
matxcp@nus.edu.sg

Abstract. In this paper, we consider a new class of unconditionally
secure authentication codes, called linear authentication code (or linear
A-code). We show that a linear A-code can be characterised by a fam-
ily of subspaces of a vector space over a finite field. We then derive an
upper bound on the size of source space when other parameters of the
systems, that is the size of the key space and the authenticator space,
and the deception probability, are fixed. We give constructions that are
asymptotically close to the bound and show application of these codes
in constructing distributed authentication systems.

Key Words: Authentication Codes, Linear Authentication Codes, Dis-
tributed Authentication Codes.

1 Introduction

Unconditionally secure authentication codes (A-codes) allow two trusting parties
to communicate in the presence of an opponent who may construct a fraudulent
message, and/or substitute a transmitted message with a fraudulent one.

The construction of unconditionally secure authentication codes relies on a
number of theoretical areas including design theory, finite geometry, coding the-
ory, and information theory. Previous research on authentication theory has been
mainly focussed on deriving bounds on parameters of A-codes and construction
of codes with desirable properties such as having the minimum possible decep-
tion probabilities and the minimum number of keys. In general, to describe the
model of A-codes and characterise optimal codes, a combinatorial approaches is
used. For example, numerous results are in the form “an A-code with certain
properties exists if and only if a certain combinatorial structure exists”.

In this paper, we introduce a new class of authentication codes, called linear
A-codes. Linearity requires some additional algebraic properties for the A-codes;
that is, we require both the key space and the authenticator space of the codes be
vector spaces, and a source state to induce a linear mapping between them. The
main motivation of linear A-codes stems from the study of distributed authenti-
cation systems in which the functionality of authentication is to be distributed

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 127-{I35 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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among a number of participants. The extra algebraic property allows more e [=—1
cient construction of such distributed systems.

We characterise linear A-codes in terms of a family vector spaces over finite
fields such that the dimension of the intersection of a pair of such subspaces does
not exceed certain desired value (security parameter). We derive an upper bound
on the number of possible source states of an A-code for given deception proba-
bilities and number of keys, and give constructions that meet, or asymptotically
meet, the bound.

The paper is organised as follows. In section 2 we give definitions and review
known results on A-codes that will be required for the rest of the paper. In
section B we introduce linear A-codes and give characterisation of A-codes in
terms of the families of subspaces of a vector space. Bounds on the number
of source states and constructions that asymptotically meet the bounds, are
given in sections dand B We show how linear A-codes can be used to construct
distributed authentication schemes in section . Finally, we conclude the paper
in section [7land propose new research problems.

2 Authentication Codes

Authentication codes were first considered by Gilbert, MacWilliams and Sloane
[9]. The general theory of unconditionally secure authentication systems has been
initiated by Simmons ([17]18]) and extended by a number of authors (see, for
example, [12/316]7/10/14!19/20,21122123]).

In the conventional model for unconditionally secure authentication system,
there are three participants: a transmitter, a receiver and an opponent. The
transmitter wants to communicate a message to a receiver using a public channel
which is subject to active attacks. That is, the opponent may impersonate the
transmitter and insert a message into the channel, or replace a transmitted
message with a fraudulent one. To protect against these attacks, the transmitter
and the receiver share a secret key which is used to choose an authentication
rule from an authentication code (A-code for short).

A systematic A-code (or A-code without secrecy) is a code in which a message
sent over the channel, consists of a source state (i.e. plaintext) concatenated with
an authenticator (or a tag). Such a code is a triple (S, E, A) of finite sets together
with a (authentication) function f : S x E — A. We sometimes denote the A-
code by (S,E, A, T). Here S is the set of source states, E is the set of keys and A
is the set of authenticators. When the transmitter wants to send the source state
s [Slusing a key e [CE] which is secretly shared with the receiver, he transmits
the message (s, a), where a = f(s,e) [CA. When the receiver receives (s, a), she
checks the authenticity of the message by verifying if a = f(s, e) holds, using
the secret key e [CE1 If the equality holds, she accepts s as authentic.

Suppose the opponent has the ability to insert messages into the channel
and/or to modify the existing messages. An impersonation attack is when the
opponent inserts a new message (s5a into the channel. A substitution attack is
when the opponent sees a message (s, a) and changes it to (s5a" where s & s”
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A message (s, a) is called valid if there exists a key e such that a = f(s,e). We
assume that there is a probability distribution on the source states, which is
known to all the participants. Given the probability distribution on the source
states, the receiver and the transmitter will choose a probability distribution for
E. We will denote the probability of success of the opponent in impersonation
and substitution attack, by P, and Ps, respectively. In the remainder of the
paper, we will always assume that the keys and the source states are uniformly
distributed. In this case we can represent P; and Pgs as follows.

P, = max e EN a=f(s.e)
1 sa IE] ’

{e [E]| a=f(s,e),a=F(s5)}|

_ I
Ps = max max [{e TEB=T(s.e)]|

s,a stEs,a™

One of the goal of authentication theory is to derive bounds on various pa-
rameters of A-codes and to construct A-codes with desired properties. For a
review of di [erent bounds and constructions for A-codes, refer to [10/21)12].

3 Linear Authentication Codes

Consider an A-code (S, E, A, T). For each key e [E] the authentication function
f . SxE - Ainduces a mapping Y from S to A defined by Ye(s) = f(s,e), [SI1C1
S. Thus, the A-code (S,E, A, f) can be characterised completely by the family
of mappings {We | e [CH}, and vice versa. An attractive family of mappings
is obtained from almost strongly universal hash families, which was introduced
by Wegman and Carter [22] and has been the basis of the most combinatorial
constructions. More details on the connection between almost strongly universal
hash families and A-codes can be found in [2]22/21].

A source state s [Slin an A-code (S, E, A, ) can also be uniquely associated
with a mapping @s from E to A defined by @s(e) = f(s,e), (el [H. Then,
again, the A-code (S,E, A, f) can be characterised by a family of mapping ® =
{05 | s CSI}. In a conventional authentication system the key space E and the
authenticator space A do not have any algebraic structures. We Consider A-
codes in which E and A have algebraic structures. In particular, E and A are
vector spaces over a finite filed F,, and @ is a family of Fp-linear mappings from
E to A. These codes are called linear A-codes. As will be shown in section
linear A-codes are useful in constructing distributed authentication schemes.

Definition 1. An A-code (S,E, A, T) is linear over Fy if

(i) E and A are finite dimensional vector spaces over F ;
(i) For all s Sl s defined by @s(e) = f(s,e) is an Fq4-linear mapping from E
to A.

We identify S with ® = {@s | s S}, and write the A-code as (9,E, A, T)
to emphasis that the source states are represented as linear mappings. We may
assume that E = FQ and A = Fan. Given a basis e1,€e5,...,ey of E and a basis
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ai,ag,...,am Of A, a linear mapping ¢ [, can be represented by a unique
n < m matrix A over Fq such that ¢(e) = eA, [el[CH. If V and W are two
vector spaces over Fq, and ¢ is a linear mapping from V to W, we will denote
Ker(gp) = {v [\ | o(v) = 0}. Obviously, Ker(g) is a subspace of V and its
dimension is denoted by dim(Ker(9)).

Next, we compute the success probabilities of impersonation and substitution
attacks for a linear A-code. For the impersonation attack, we have

b, — maxmax {1 9(©) = a3
¢ [@lalAl |E|
= qn—y,

where y = maxq ref{dim(Ker(g)) | ¢ LD} Clearly, y =< n —m, and if equality
holds then P, achieves the maximal value. In this case, each ¢ is onto, i.e.,
9s(E) = A, [sILSL

For the substitution attach, we have

_ [fe | 0(¢) = a} n fe | 9'te) = a}
T [ele@=00

PE0

It follows that both P, and Ps must be the reciprocals of a power . That is
P, =q~tand Ps = q~9 for some integers t and d, t = d, and so performance of
a linear A-code over Fy can be determined by the parameters |®[,n,m, t and d.
For a given t and d (which correspond to the security level of the A-code), and
n and m (which correspond to the key size and the length of tag), we would like
to have |®| as large as possible. Equivalently, for given t,d and |S| (the number
of sources), we would like to construct linear A-code with |®| = |S| such that n
and m are as small as possible.

Let V (n,q) denote the n dimensional linear space over Fy.

Definition 2. A linear A-code (S,E,A) is called an [n, M, t,d] linear A-code if
IS| =M, [E| =q",P; = 1/qt and Ps = 1/q°.
Theorem 1. There exists an [n, M, t, d] linear A-code if and only if there exists
a family of subspaces of V (n,q),
L={L | L is a subspace of V(a,q)}
such that
@) L =M;

(i) dim(L)=n—t, OOCLY
(i) dim(LnLY=n—(t+d), MLOCOLELY
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4 Bounds on Linear A-codes

In an [n, M, t,d] linear A-code over Fq, given n,t and d we would like to have
M as large as possible. In this section, we will derive some upper bounds on M.
We denote M(n,t,d,q) the maximal M for which an [n, M, t,d] linear A-code
over Fqpexists.
Let E denotes the Gaussian coe [cieht f] Then the number of k-dimensional
q I |

subspaces of V (n,q) is E , which gives an upper bound for M(n, t,d,q). The
q
following theorem improves the result.

Theorem 2. In an [n, M, t,d] linear A-code over Fq, we have
(I [ —
MIn,t,d, q] < n / n-t
LGAIS )+ S on—@rd+1

For any fixed n and k, as ¢ — oo we have

1]
n _@-D@E"*-1)... (q" 1t —1)
k (k—1)(@<*—-1)...(a—1)
— q(n—k)k_
It follows that
] I I I 1]
M < n / n—t

n—(t+d)+1 a n—(t+d)+1 a

q(n—(Erd)+1)(t+d—1)

i

q(n—(t+d)+1)(d—1)
— q(n—(t+d)+l)t. (1)

In the next section we give a construction that meets the asymptotic bound
in (@).

It is also worth pointing out that while in the general theory of A-codes, it
is possible that the size of source states grow exponentially with the size of key,
for example the construction based on universal hash family (see, for example,
[22/2)21)J23]), because of the structure restriction, this will not be true for linear
A-codes. In fact, from Theorem[Ilit is easy to see that log, S| < n? = (log, |E]?,
and this bound can be asymptotically achieved. For example, if (t+d)—1=t=
t = n/2, then, as we will show in the next section, we will have a linear A-code
with log, M (n, t,d, q) = n?/4.

1 The Gaussian coe Lcieht is defined as
I:II:I n n—1 n—k+1
n _@-1@"""-1)...(@q -1

k . @-D@*-D...@a-D
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5 Constructions

Rank distance codes [8] have been used to construct distributed authentication
schemes such as A2-codes by Johansson [I1] and group authentication by van
Dijk et al [7]. Inspired by their work, we show that linear A-codes can be con-
structed from rank distance codes. It turns out that such constructions result in
linear A-codes that asymptotically meet the bound in the previous session.

We first review rank distance codes studied by Gabidulin in [8]. Let A = {A;}
be a set of m by r matrices over Fqy. The distance d(A, B) between two matrices
A and B in A is defined by d(A, B) = rank(A—B) and the minimum distance of
N, denoted by d(A), is defined as d(A) = mina, s =~ d(A, B). Let d = d(A) and

AEB

M = |Al. We call A an (m x t, M, d) rank distance code. The following theorem
establishes the relation between linear A-codes and rank distance codes.

Theorem 3. If there exists a (m x t,M,d) rank distance code over Fq, then
there exists a [m + t, M, t, d] linear A-code over Fy.

As shown in [11], in an (m = t, M, d) rank distance code, we always have
d = m—k+1, where k = log,: M. Codes for which the equality holds are
called Maximum-Rank-Distance codes (or MRD-codes for short). Johansson [11]
showed that MRD-codes can be constructed from lineralized polynomials, briefly
recalled in the following. 1

Recall that a polynomial of the form F(z) = 2, fiz?', where f; [Hyt
is called a linearised polynomial over Fqe. Let k, m, t be integers satisfying 0 <
k <= m =< t. By Px.m,, Wwe denote the set of all linearised polynomials of degree
at most q<~1. Assume that g1, 0, ...,0gm are specified elements of the field Fqr
which are linearly independent over Fy. For each F(z) By m,t Set Cr(z) =
(F(91),F(92),---,F(@m)".

We associate Cg () with an m x t matrix A(Ck(z)) = (aij), which is obtained
by writing F (g;) (expressed in a fixed base) as a row vector with entries a;; [H.

Lemma 1 ([11]). {A(Cr(»)) | F(2) [Pk m,t} is an MRD-code. That is,
{A(Cr(z)) | F(2) CPkms} is an (m = r,q'™, m — k + 1) rank distance code.

Applying Theorem [3land Lemma[Il, we obtain the following result.

Corollary 1. Let k,m,t be integers satisfying 0 < k <= m < t and let q be
a prime. The above construction from linearised polynomials results in a [t +
m, g™, t,m — k + 1] linear A-code.

Corollary 2. The parameters given in Corollary [Mlasymptotically meet the bounds
in Theorem [2.

6 Applications

Linear A-codes have been implicitly used in constructing distributed authenti-
cation schemes, for example, A2-codes [L1], group authentication schemes[7] and
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one-time fail-stop signatures [16]. With appropriate modification, these construc-
tions can be generalised to any linear A-codes. In this section we show how linear
A-codes can be used as a building block for constructing group authentication
schemes.

Group authentication schemes, also known as threshold authentication schemes,
were introduced by Desmedt et al [6] to generalise conventional authentication
codes. In group authentication schemes there are multiple senders and the gener-
ation of authenticator requires collaboration of an autheorized subset of senders.
In a (k, Ddthreshold authentication schemes, there are [Senders and generation
of authenticator for a message requires collaboration of at least k senders. A gen-
eral method of constructing a threshold authentication system is by combining a
(k, Dlsecret sharing scheme [15] and an authentication code, by sharing the au-
thentication key among the n senders. It is known that a direct combination will
fail to fulfil the security requirement of such systems; and caution must be paid
to the authentication operation for the generation of authenticator such that
one can not recover the underlying authentication key even if he/she has seen
the authenticated message from the autheorized group. To our best knowledge,
all the previous constructions use Shamir’s secret sharing and some particular
examples of linear A-codes ([6)7]). We show that this construction method is
generic in the sense that one can always construct group authentication schemes
by combining any linear A-codes and a (linear) secret sharing scheme.

The construction of a (k, Ddgroup authentication scheme proceeds as follows.
Let (S,E,A, ) be an [n, M, t,d] linear A-code over F,. Assume that there are

n senders Pi,...,P—and a receiver R. Assume q > [Cand Xy, X», ..., Xare []
distinct elements of Fq (X; is associated to P;). Let eg, eq,...,ex—1 be k random
values in E. The key of R is eg and the key of P;j is
L S |
ai = Xej. (@)
j=0

since E is an n-dimensional vector space over Fg, the right-hand side of equation
@ is well defined. Assume that k senders . ., Pi, want to authenticate a

message s [S. Each P;; computes bi; = gy, (X;f;() - Qj;, and sends
Ij u

i :Efk_E]bij) to the receiver R, where B = {ij,...ix}. The receiver computes
= o1 @ and accepts s as authentic if a = f(s, ep).

The security proof of the above schemes is similar to [7]. Thus, various group
authentication codes can be obtained through di [erent choices of the underlying
linear A-codes. In general, we can combine a linear A-code and a linear secret
sharing scheme to construct a group authentication code. Details will be given
in the full version of the paper.

dj
a

7 Conclusions

Linear A-codes are an interesting class of authentication codes. We have showed
that such A-codes can be characterised in terms of families of subspaces of a
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vector spaces over finite fields. We derived an upper bound on the number of
source states of these codes and gave constructions that asymptotically meet
the bound. However, the construction that is closed to the asymptotic bound is
only when q, the size field, is su Cciehtly large. An interesting research problem
is whether the bound in Theorem 2] can be met for general q, and in particular,
when q is small.

A linear A-code C = (S,E, A, f) is defined using vector spaces over finite
fields. It is an interesting question that if we relax the algebraic structure to
Abelian groups (or modules over rings), can we improve the bound of Theorem
or give other non-trivial constructions?

We believe linear A-codes can be used in other distributed systems in which
A-codes play a role and so exploring such applications needs further work.
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Abstract. Traditional pen and paper transactions are becoming more
and more replaced by equivalent electronic services. Therefore electronic
e-mail should also provide enhanced services as those provided by tradi-
tional mail. In this paper we present new optimistic protocols for certified
e-mail. The major contribution of our paper is the definition of a new
property, specific to certified no author-based selective receipt. This prop-
erty requires that once the identity of the author of the mail is known,
the receipt can not be refused any more. We present two certified e-mail
protocols respecting this property.

1 Introduction

Due to the tremendous growth of open network in general and the Internet
in particular, traditional 'pen and paper’ transactions are becoming more and
more replaced by equivalent electronic services. Probably the best example to
illustrate this fact is electronic mail. Millions of e-mails are sent every day over
the Internet. However the traditional post o [erk more sophisticated services, such
as express mail, compensation for lost mail or certified mail. Hence, the electronic
equivalent should o [ersimilar services. Express mail deals with a fast delivery of
mails before a fixed deadline. On networks, fast delivery is part of the nature of
electronic mails and is naturally provided, unless at least one link on each route
between the sender and the recipient is broken. However, the Internet is designed
to resist a high number of failures. In a similar way, compensation of lost mails
is almost never necessary when using an electronic item does not physically exist
and cannot be lost in the same way as a traditional letter. Although e-mails can
be mis-routed or lost due to network failures, the loss is insignificant as multiple
copies of an item can easily be created. If the mail has to be delivered before
a given deadline, the loss of a message, or a permanent network failure can be
a problem. In that case, compensation could be an expected property, but this
paper does not focus on this issue. The third service we mentioned is certified
mail. This service provides a proof of delivery to the sender. In opposition to
express mail and compensation for lost items, the electronic version of certified
delivery is more complicated to provide than the traditional one. When we send
a traditional certified mail, a person assures the exchange of the mail against a
receipt. The mail is only handed to the receiver, after he has signed the receipt.
On the other hand the receiver is sure that once he signed the receipt he will
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receive the mail, as the postman, holding the mail, stands in front of him. In
an electronic environment, guaranteeing a certified mail is more complicated.
Imagine the following scenario where Alice wants to send a mail to Bob: she
sends an e-mail to Bob who is expected to return a receipt. In this scenario,
Bob can first read the mail, and then decide whether he wants to admit having
received it or not. He can choose not to send the receipt although he read the
mail. If we change the scenario such that Bob sends the receipt before having
received the message, we face a dilerknt problem: Alice could get the receipt
and claim that Bob received a message he never saw. In order to overcome these
problems we have to use specialized protocols.

Before looking at existing certified e-mail protocols, we first discuss some
related topics: fair exchange [IJ2/1I] and non-repudiation [8/9/14]16] protocols.
All of these topics have the same underlying problem: an exchange of secrets
in which none of the entities gains a significant advantage over the other one.
In a fair exchange protocol an entity wants to exchange one or several items
against one or several other items in a fair way, i.e. in a way that at the end
of the protocol either both got their expected items or none of them got any
valuable information. A certified e-mail protocol can be seen as an instance of a
fair exchange protocol. However, in fair exchange protocols the expected item,
or a description of it, is generally known a priori, before the exchange takes
place. In a certified e-mail protocol, the message that is sent is not known to
the receiver. In a non-repudiation protocol, an entity, Alice, sends a message
to another entity Bob. At the end of the protocol, Alice is expected to have
a non-repudiation of receipt evidence, i.e. an evidence that Bob received the
message, and Bob is expected to have a non-repudiation of origin evidence, i.e.
an evidence that Alice is the author of the message. Those evidences can, in case
of dispute be presented to a judge. The di[erence between certified e-mail and
non-repudiation protocols is not very clear in literature and will be discussed
later in more detail.

First solutions to these exchange problem were based on gradual exchange
protocols [13]. The disadvantages of this approach are the requirement of equiv-
alent computational power and the network overhead. The second approach is
a probabilistic one [4J9]. Generally, the probability to cheat the other entity can
be decreased by increasing the number of messages necessary in the protocol. To
avoid the communication overhead, a dilerknt approach using a trusted third
party (TTP) has been introduced. Both entities can send their items to the
TTP that forwards them to the respective entities. However, this may create a
communication and computation bottleneck at the TTP. To overcome this bot-
tleneck, independently, Micali and Asokan et al. [I] introduced the optimistic
approach in the context of fair exchange protocols. The rationale is that the
TTP only intervenes in case of a problem, i.e. an entity is trying to cheat or a
communication fails at a crucial moment. In an optimistic protocol, the TTP is
said to be o [ind, while it is online in non-optimistic protocols. The optimistic
approach has received most attention in recent literature.
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In literature, there have been several papers addressing explicitly certified e-
mail with either online TTP [7/10J15] or o Cind TTP [2]3/11]. However, all except
Zhou et al. in [15] do not make a di[erence between a certified e-mail protocol
and a non-repudiation protocol. In [15], Zhou et al. argue that non-repudiation
of origin is not a required service—in fact, traditional certified mail does not
provide it—and define a certified e-mail protocol to be a service that must be
o[erkd by an external delivery agent, in the same way it is realized by the post
in traditional mail. We do not follow this last point, as the definition of a service
provided by a protocol should not depend on how it is provided. Moreover,
Zhou’s approach does not permit to use an optimistic approach, which is, in
most cases, more e [Cieht. In this paper, we propose an optimistic certified e-
mail protocol and we introduce an additional property, specific to certified e-mail,
that has not been discussed previously: author based selective receipt. Generally,
it is required that once the message is known to the recipient, he cannot prevent
the protocol from delivering the receipt. It seems to us that this property is not
su [cieht: we believe that once the identity of the author is revealed, the receipt
has to be delivered to the sender, and of course the message to the recipient.
In traditional certified mail, one does not get any information about the mail,
neither the content nor the origin, before having signed the receipt. To better
understand the crucial importance of that property, consider the following real
life example. If a person does not pay the rent of his flat, he can refuse a certified
mail coming from his landlord. He does not need to read the letter to guess that
the landlord is claiming the rent and wants a proof for this claim. Knowing the
identity of the sender would reveal enough information to guess the content of
the letter. If we suppose that a network address, e.g. an IP address is su [cieht to
identify a person we need to introduce an additional mechanism. We propose to
use a third party (or several third parties) as an anonymity provider. Hence, our
protocol is not entirely optimistic. However a third party providing anonymity is
di Cerent from the TTP classically used in this kind of protocols. The third parties
used for anonymizing communications do not have to generate evidences that
need to be verified by an adjudicator during a dispute. An anonymity provider
does not need to have a jurisdiction on evidence generation, as a TTP. Also,
they do not need to be entirely trusted as they are observable by any exterior
party, that could detect “strange” behaviors.

The rest of the paper will be structured as follows. In section 2, we will define
the properties required by a certified e-mail protocol. In section 3, we present two
variants of a new certified e-mail protocol: the first protocol does not provide
data confidentiality, while the second one does. We go on discussing several
solutions to the anonymity requirements of our protocols and finally conclude.

2 Properties

In this section we define all the properties a certified e-mail protocol is required
to provide. We define them with respect to a sender, that we call Alice and a
recipient we call Bob. Throughout he rest of this paper we also assume that no
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party acts against its own interests. This assumption is rather natural and dis-
cards scenarios, where a dishonest party, i.e. a party not following the protocol,
could break some of the underneath defined properties by harming itself.

The first property is non-repudiability. Two kinds of non-repudiation services
are required: non-repudiation of receipt and non-repudiation of origin.

Definition 1 (Non-repudiation of receipt). A certified e-mail protocol pro-
vides non-repudiation of receipt, if and only if it generates a non-repudiation of
receipt evidence, destined to Alice, that can be presented to an adjudicator, who
can unambiguously decide whether Bob received a given message or not.

Definition 2 (Non-repudiation of origin). A certified e-mail protocol pro-
vides non-repudiation of origin, if and only if it generates a non-repudiation of
origin evidence, destined to Bob, that can be presented to an adjudicator, who
can unambiguously decide whether Alice is the author of a given message or not.

Non-repudiation of origin is not necessary in a certified e-mail protocol, as it is
not provided by a classic certified mail service. However, in most papers on certi-
fied e-mail it is treated as a mandatory property [3l[7/10]. Moreover, in optimistic
protocols a non-repudiation of origin evidence is provided quite naturally, as Bob
must prove he received a message from Alice, when contacting the TTP. Both
protocols that we present in the following section will provide non-repudiation
of origin.
A second property the protocol must respect is fairness.

Definition 3 (Fairness). A certified e-mail protocol is fair if and only if at
the end of a protocol execution either Alice got the non-repudiation of receipt
evidence, and Bob got the corresponding mail (as well as the non-repudiation of
origin evidence if required), or none of them got any valuable information.

Fairness ensures that none of the entities can cheat the other, i.e. arrives in a
situation where either Alice or Bob has got his expected item, and the other has
no mean of receiving his item anymore.

Another important property is timeliness.

Definition 4 (Timeliness). A certified e-mail protocol provides timeliness if
and only if all honest parties always have the ability to reach, in a finite amount
of time, a point in the protocol where they can stop the protocol while preserving
fairness.

Timeliness assures that an entity does not need to keep open protocol runs for
an infinite amount of time. Such a situation could occur if an entity is not sure
whether the other entity stopped the protocol or not. It must always be possible
for an entity to quit a protocol, without giving the possibility to the other entity
to gain any advantage.

An optional property that can sometimes be required is confidentiality.

Definition 5 (Data confidentiality). A certified e-mail protocol is said to
provide data confidentiality, if and only if Alice and Bob are the only entities
that can extract the content of the sent mail out of the protocol messages.
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This property ensures that no one can read the content of a sent mail, by for
instance listening to the communication channels. In pen and paper transactions
this property should be ensured by the envelope. Moreover, confidentiality is not
always required. As adding confidentiality harms the e [ciehcy of the protocol
and is not always requested, we will present two protocols, where the first one
does not provide confidentiality. It could also be interesting to anonymize Alice’s
identity from all entities exterior to the protocol and to provide entity confiden-
tiality. In the remaining of this paper, we only consider data confidentiality.

The last property we require is no selective receipt. Selective receipt comes
in two flavors.

Definition 6 (No message based selective receipt). A certified e-mail pro-
tocol does not allow message based selective receipt if and only if once the mes-
sage is known to Bob, he cannot prevent delivery of a receipt to Alice.

No message based selective receipt is directly implied by the fairness requirement.
We mention this property, as it has been discussed before in literature.

Definition 7 (No author based selective receipt). A certified e-mail pro-
tocol does not allow author based selective receipt if and only if once the identity
of the author is known to Bob, he cannot prevent delivery of a receipt to Alice.

No author based selective receipt is a new property introduced in this paper.
We believe that hiding the content of a mail, while stopping the protocol is
still possible, is not su [cieht. One should also hide the author’s identity. In
many cases the origin of a message leaks enough information to guess the mail’s
content.

3 The Protocols

In this section, we present two variants of a new protocol. The first protocol
does not provide confidentiality, while the second one does. We believe that for
e Lciehcy reasons it is important that a user can decide to require confidentiality
or not, as any additional property requires additional signatures or ciphers to be
computed. We will discuss the security of each of the protocols with respect to
the dilerknt properties. In both protocols, we assume that the communication
channels between the TTP and respectively Alice and Bob are resilient, i.e. all
data sent on such a channel arrive correctly after a finite, but unknown amount
of time, although there may be delays. Channels between Alice and Bob may be
unreliable, that means that data may accidentally be lost. Each of the protocols
consists of three sub-protocols: a main protocol, an abort protocol and a recovery
protocol. The main protocol performs the exchange. Both the abort protocol and
the recovery protocol are used in case of problems to contact the TTP and either
cancel the exchange or force a correct termination of the exchange.

1 Of course, every sent certified e-mail has to provide this property. Otherwise, a
recipient always rejects anonymous messages.
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3.1 A Certified E-mail Protocol
Notations. We use the following notations to describe the protocol.

— X —- Y : transmission from entity X to entity Y
X2 v anonymous transmission from entity X to entity Y

2y reply from entity Y to entity X on an anonymous channel
h(): a collision resistant one-way hash function
Ex(): a symmetric encryption function under key k
Dk(): a symmetric decryption function under key k
Ex (): a public-key encryption function under X’s public key
Sx (): the signature function of entity X
m: the mail sent from A to B
k: a fresh session key A uses to cipher m
¢ = Ex(m): the result of a symmetric ciphering of m under the key k
= h(m, A, B,k): a label that, in conjunction with the identities (A,B),
uniquely identifies a protocol rurfd
f: a flag indicating the purpose of a message

The protocol generates the following evidences.

EOO = Sa(feoo, A, B, TTP, [h(c), k)

— EOR¢ = Sg(feor., B, TTP, Lh(c), ETtp (feco, A, B, Lk, EOQQ))
EORk = Sg(feory, A, B, LK)

— Cong = Strp (feone, A, B, LK)

— Abort = Sa(fanort, D

— CoNaport = Strp (fconabort' Eﬂ

Main Protocol

1.A-2 B:  feomB,TTP, [, E1re (feoo, A, B, [k, EOO)

2.A % B:  feor, LEOR.

if A times out then abort

else

3.A— B: ono,A, B, |_,__k, EOO

if B times out then recovery[X := B,Y = A]
else

4.B — A: feor, A B, CEORK

if A times out then recovery[X :=A,Y = B]

The main protocol is composed of four messages. Alice starts by sending a com-
mitment to the mail to Bob. This commitment consists of a cipher of the mail

2 Although the label Cdontains the identities of both Alice and Bob, we have to add
them to the identification, as the TTP is unable to verify the content of the label
(the TTP only verifies that the label is coherent with previous messages).
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m, as well as a cipher c of the key k and the evidence of origin for m, ciphered
with the TTP’s public key. We also include the identity of the TTP that can be
contacted in case of problem, as well as a label [that in conjunction with the
identities (A,B) uniquely identifies a protocol run. This label is added to each
protocol message and avoids interference of di Lerent protocol runs. Moreover the
purpose of each message is indicated by a flag. Also note that all the signatures
in the protocol are on the hash of the cipher ¢, and not on the cipher itself.
This fact allows us not to send the entire ciphertext, that can be very large,
to the TTP in case of a recovery protocol, but only its hash. The first message
is sent via an anonymous channel, hiding the sender’s identity. Realization of
such a channel will be discussed in the next section. Bob replies, via the open
anonymous channel, sending an evidence of receipt for the cipher c. If Alice does
not receive a valid response before a reasonable amount of time, she launches an
abort protocol to stop the protocol. Here, a valid response means a response co-
herent with the previous message, i.e. the label must match the label in message
1 and the signature has to be correct. Otherwise Alice sends the key k and the
evidence of origin EOO to Bob. If Bob does not receive a valid third protocol
message, he executes the recovery protocol. Otherwise he sends an evidence of
receipt for the key k to Alice. If Alice does not receive a valid evidence of receipt
for the key, she has to contact the TTP in order to recover the protocol.

Recovery Protocol

1. X =5 TTP :  free, B, Lh(c), EORc, E11p (fe00, A, B, [k, EOO)
if (aborted or recovered) then stop

else

recovered=true

2.TTP — A freca, A, B, LK, Cong, EOR,

3.TTP — B: fres A, B, L[k EQO

The aim of the recovery protocol is to enable either Alice or Bob to force a
successful end of the protocol. The recovery protocol can be executed, once the
protocol has reached a certain state. Bob can recover the protocol once he has
got the first message from Alice, and Alice can launch it after having received
the second message of the main protocol, i.e. the first message from Bob. When
an invalid recovery request arrives, i.e. the signatures do not match the content
of the cipher for the TTP, the TTP sends a signed message to alert X that the
request is invalid. Receiving an invalid request token assures to X that Y will
not be able to perform a valid recovery request and X can stop the protocol.
Note that an invalid request does not disable the possibility to abort or recover
the protocol later. When a valid recovery request arrives, the TTP must first
ensure that this protocol run has not been aborted before. The protocol run is
identified by the label Cand the identities (A,B). The abort protocol and the
recovery protocol are mutually exclusive. In a first message either Alice or Bob
sends all information the TTP needs to complete the protocol and to be sure the
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protocol has been started between Alice and Bob. The first message contains the
hash of the cipher c, needed for the verification of EOO and EOR¢, the evidence
of receipt for the cipher c, as well as the key and the evidence of origin ciphered
with the TTP’s public key. After having verified the validity of the signatures
the TTP sends a confirmation of the key k, replacing the evidence of receipt for
k, and the evidence of receipt for ¢ to Alice. The TTP also sends the key k and
the evidence of origin to Bob.

Abort Protocol

1. A -2 TTP :Etre (Favort, A, B, [Abort)
if (recovered or aborted) then stop

else

aborted=true

2. A & TTP :foony» LLONaport
3. TTP I B :fconabort’ H:Onabort

The abort protocol can be launched by Alice, if Alice does not receive the second
message of the main protocol. When Alice aborts the protocol, the TTP first has
to verify that the protocol has not yet been recovered. Once the abort protocol
has been engaged, recovery is not possible anymore. The communication between
Alice and the TTP is ciphered and anonymous, in order to avoid Bob tracing the
abort request to its originator. To abort the protocol Alice sends a signed abort
request including the label that identifies the protocol. The request is ciphered
using the TTP’s public key to hide Alice’s identity from Bob. The TTP sends a
signed abort confirmation to both Alice and Bob. Once Alice started the abort
protocol, she must not continue the main protocol anymore, even if the second
message arrives. If the second message arrives and Alice continues the protocol,
she does not have the ability to recover the protocol anymore. If Bob does not
send the last message of the main protocol, Alice will not receive a receipt for
her mail. Hence, Alice must stop the protocol after having received an abort
token.

Properties

Non-repudiability. The protocol generates a non-repudiation of origin evidence
(NRO) and a non-repudiation of receipt evidence (NRR). We have that

— NRO=EOO,
— NRR=(EOO., EORy) or NRR=(EOO,, Con).

In case of repudiation of receipt, i.e. Bob denies having received a given mail,
Alice can prove the receipt by presenting EOR., EORk or Cong, EOO, [m, c, Kk,
as well as the identities of A, B and the TTP to an adjudicator. The adjudicator
verifies that:
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EOO = SA(fEOO, A, B, TTP, D’](C), k)

— EOR¢ = Sg(feor., B, TTP, Lh(c), ET7p (feoo, A, B, Lk, EOQQ))
— EORk = Sg(feor,, A, B, LK) or Conk = Strp (fcon,., A, B, LK)
_ [=h(m,A,B, k)

— ¢ = Ex(m)

If all the tests hold, the adjudicator concludes that Bob received the message.

In a similar way, in case of repudiation of origin, i.e. Alice denies being the
author of the message, Bob can present EOO, [[1n, c, k, as well as the identities of
A, B and the TTP to an adjudicator to prove the mail’s origin. The adjudicator
verifies that

- EOO = SA(fEOO,A, B! TTP1 I_,__h(C), k)
— [&F h(m, A, B,k)
— ¢ = Ex(m)

If all the tests hold, the adjudicator concludes that Alice is the author of the
mail.

Fairness. We will now show that the proposed protocol is fair: neither Alice nor
Bob can receive a valuable item without the other one having the possibility
to also do so. Therefore we will look at the dilerknt possible executions of the
protocol. If the main protocol is entirely executed, it is trivial to see that the
protocol provides fairness.

We will look at the possible implications of the abort protocol. The abort
protocol can only be executed by Alice, as the abort request is signed. Note that
a protocol is identified by [and (A, B)(& (B, A)). Hence, this protocol run can
only be aborted by Alice. Alice has the possibility to execute the abort protocol
at any moment. However, executing it after having sent the third message of the
main protocol could harm Alice. We therefore suppose that a honest Alice only
executes the abort protocol before the third message of the main protocol. That
means that neither the mail m nor any of the non-repudiation evidences has been
exchanged. Any recovery request from either Alice or Bob will be refused by the
TTP. In order not to harm herself, Alice will not continue the main protocol,
once she executed the abort protocol. There is no possibility, neither for Alice
nor Bob, to receive any valid item in this protocol run.

We will continue examining the consequences of a recovery protocol. Mutual
exclusion of the abort protocol and the recovery protocol is ensured by the TTP.
We can not have a situation where Alice has stopped the protocol, after having
aborted it and Bob can recover the protocol by receiving the mail and the non-
repudiation of origin message. The recovery protocol sends the expected items
to both Alice and Bob. The only way of breaking fairness would be to send an
invalid item to one of the entities and not to the other. However sending any
invalid item will result in invalid evidences. Consider for instance, that Alice
sends an invalid key in the first message of the main protocol. This key is always
included in the non-repudiation of receipt evidence and so the evidence will be
invalid.
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Now consider the case where an invalid recovery request is sent to the TTP.
Bob cannot verify the validity of his recovery request and could possibly not
be able to generate a valid recovery request, as a part of it has been ciphered
by Alice for the TTP. If the cipher contains incorrect information, the recovery
cannot be performed and Bob is informed of this by the mean of an incorrect
request token. However in that case neither Alice nor Bob can perform a recovery,
as the cipher containing incorrect data has been signed by Bob in EOR. and can
not be replaced by Alice. We conclude that our protocol provides fairness.

Timeliness. Timeliness is provided by the fact that the communication channels
between the TTP and both Alice and Bob are resilient. This means that all sent
messages are received correctly after a finite amount of time. Looking at the
protocol, we see that Alice at each moment of the protocol can contact the TTP
to end the protocol: before having sent the third message Alice can abort the
protocol and thereafter Alice can recover it. Bob can always execute a recovery
protocol or at least receive an incorrect request token signed by the TTP. Hence
at any moment in the protocol, both Alice and Bob have the ability to finish the
protocol in a finite amount of time. In the previous paragraph we showed that
executing the abort or the recovery protocol results in a fair termination of the
protocol. Hence our protocol provides timeliness.

No selective receipt. No message based selective receipt is implied by fairness.
To show that the protocol respects no author based selective receipt, we look at
all possible executions of the protocol. After arrival of the first message, as the
transmission is anonymized, Bob does not know Alice’s identity. At this moment,
Bob has the possibility to either execute the recovery protocol, stop the protocol
or continue it by sending the second message. If Bob launches the recovery
protocol, the protocol ends succesfully, so Alice’s identity may be revealed. If Bob
stops the protocol after having received the first message, Alice will execute the
abort protocol. The abort protocol needs to be anonymized to avoid the following
attack: Bob stops the protocol after having received the first message and waits
for the TTP to receive an abort request for the protocol. Even if this request is
ciphered, one could try to trace all incoming requests and recover Alice’s identity.
Therefore we use anonymous transmissions that can not be traced. All data sent
to an anonymity provider must also be ciphered for this provider. For instance
the abort request, is first ciphered for the TTP, and then, additionally, for the
anonymity provider. Otherwise, Bob can permanently observe several “potential
Alices”, and compare outgoing messages to the certified e-mails he is receiving
and to the requests arriving at the TTP. If Bob sends the second message, Alice
will send message 3 of the main protocol. Once the third message is sent the
fairness property ensures succesful termination of the protocol.

3.2 A Confidential Certified E-mail Protocol

Notations. The notation will be the same as in the previously described pro-
tocol. The changed evidences generated in the protocol are the following.
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— EOO = SA(fEOO, A, B, TTP, D’](C), EB(k))

— EOR¢ = Sg(feor., B, TTP, Lh(c), Etrp (feoo, A, B, Lk, EOQQ))
— EORk = S (feor,. A, B, [Eg(K))

— Cong = Strp (feone, A, B, LEB(K))

The main protocol is very similar to the previous protocol. The dilerknce
with the first protocol is that the key k is systematically ciphered using Bob’s
public key. There are two reasons to do so. Firstly, we avoid an additional ci-
phering operation at the TTP during a recovery request. Secondly, we avoid that
the TTP could gain knowledge or help some external attacker to gain knowledge
of the mail. The only change we made to the recovery protocol, is that the first
message contains the key ciphered with Bob’s public key, and in messages 2 and
3 the ciphered key is sent instead of the plain key. Neither the TTP, nor an
external observer, ever gains knowledge of the mail content. The abort protocol
is identical to the abort protocol in the previous section.

Properties. Most of the reasonings for the previously discussed properties also
hold for this protocol, as only minimal changes have been done. When we con-
tact the adjudicator, we have to send all data on a confidential channel, in order
for the mail content to stay confidential. When the adjudicator verifies the ev-
idences, he additionally needs to check that ciphering k with Bob’s public key
results to Ex(B) signed in the respective evidences. Therefore we must not use
a probabilistic ciphering algorithm. We need to use a ciphering algorithm, that
associates exactly one cipher to one plain text. Confidentiality is easily proved.
The plain mail is never sent over the network. To recover the mail, one has to
know the cipher ¢ and the key k. However, the key k only intervenes ciphered
under Bob’s public key. If the ciphering algorithms producing both ¢ and Eg (k)
are secure, the only party that can gain knowledge of m is Bob.

4  Anonymous Transmissions

In this section we will briefly discuss how anonymous transmissions may be
realized. Consider first a situation where the network address does not reveal
someone’s identity. We can be the case of public places o [ering an Internet access,
e.g. a cybercafe. In that case no additional mechanisms to provide anonymity
are required.

In many cases, the network address can be thought to be equivalent to a
person’s identity. Then we need more elaborate mechanisms. A simple and com-
monly used way to provide anonymity on a network consists in special hosts,
such as anonymizers or re-mailers. These hosts are used as an intermediate to
directly hide the link between two hosts. Although this solution is very easily
implemented, it su [erk from several drawbacks. It does not resist more elaborate
attacks, based on tra [c_dnalysis. Examples of such attacks are described in [5].

If we have to care about a powerful receiver, that can attack simple anonymiz-
ers, one has to use solutions, such as mixnets, proposed by Chaum in [6]. Mixnets
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are chains of anonymizers, called mixes that only know the address of the pre-
ceding and the following host. All sent message blocks have same length and the
hosts always wait for a lower bound of messages before forwarding them. The
order of the dilerknt incoming messages is mixed, making tracing of messages
impossible. Moreover, k — 1 out of k mixes may collude, without compromizing
anonymity. Although mixnets are rather ine [Cieht, they o [erl secure anonymity
services.

However, in our context, mixnets are not suitable, as they do not o[er the
possibility of anonymous replies: in our protocols, Bob has to reply to Alice on
an anonymous channel without knowing her identity. On simple re-mailers, solu-
tions based on pseudonyms are available. If we need secure anonymity services,
resisting tra [Cc_dnalysis we may use the Onion Routing system [12], proposed
and maintained by the US Naval Research Center. The onion routing system is
based on an anonymous connection, set up once for the whole transmission, and
defines a solution to the anonymous reply problem.

In practice a trade-o [etween security and e [ciehcy needs to be made. The
choice of the chosen solution will depend on the importance of the mail.

5 Conclusion

In this paper we presented a new protocol for certified e-mail. We discussed the
properties of certified e-mail and their links to related problems, namely fair
exchange, contract signing and non-repudiation. We introduced a new property,
no author based selective receipt, that is specific to certified e-mail. The property
claims that once the identity of the author of a mail is known, the receipt of
the mail can not be refused anymore. Then we presented two variants of a new
protocol: the first one does not provide confidentiality, while the second one does.
As confidentiality is not always required, and harms the e [ciehcy of the protocol,
we suggest to leave the choice to the user, whether confidentiality is provided or
not. Both protocols provide no author-based selective receipt. Finally, we discuss
some mechanisms to provide anonymous transmissions that are needed in our
protocols.
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Abstract. This paper presents watermark insertion algorithm applied
to spatial domain of an image. It is assumed that a possible forger knows
the proposed watermarking technique. The retrieval of watermark is
based on the principles of error correcting codes using secure image key
and the original image. The scheme could identify a buyer specific sigha-
ture from the image in the form of a unique buyer key assigned to every
copy of the image being sold. The survival of the watermark is demon-
strated for a wide range of image transformations and forging attempts
both in spatial and frequency domains.

Keywords: Buyer Key, Digital Watermarking, Error Correcting Code,
Image Key.

1 Introduction

With the increased use of digital media and internet technologies, the distribu-
tion and dissemination of digital multimedia objects become wide spread. One of
the important issues in this area is the introduction of secure copyright technique
for multimedia data. In this paper, we present an invisible digital watermarking
technique for images and show that e [edtive recovery of watermark is possible
even under a variety of attacks.

In general the watermark insertion strategy revolves around inserting water-
marks in the perceptually significant regions of the image [7]. This motivation is
based on the fact that any attempt to modify the watermark results in visible
distortion of the image. A number of watermarking techniques exist that intro-
duce watermarks in the spatial domain [14/4)2], most of which are not robust
enough in case of intentional attacks in frequency domain. In one of the impor-
tant frequency domain watermarking, Cox et al have proposed spread spectrum
based insertion of watermark refining the major DCT components [3]. The in-
serted watermark is recovered using a statistical similarity measure with the
original watermark. Similar approach by statistically modeling the DCT coef-
ficients is reported in [6]. Ruanaidh et al [I3] have introduced watermark by
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modifying the phase of the DFT as it is perceptually more important than the
magnitudes of the Fourier coe [ciehts. The di [erential-energy watermarking al-
gorithm embeds labeled bits by selectively discarding high frequency discrete
cosine transform (DCT) coe Lciehts in certain selective image regions [8]. An
information theoretic model for steganography is given in [1] where uncertainty
about the embedded watermark is resolved using principles of hypothesis testing.
Our proposed technique of watermarking does not depend on the perceptually
significant regions of the image rather it is based on the concept of an image key
and a buyer key. The buyer key ensures a footprint, specific to the buyer of a
particular multimedia object, while the image key is dependent on the spatial
organizations of pixels. Therefore, the recovery of watermark in this case not only
protects the copyright but also authenticates the possible owner in case multiple
copies of the same image or some modifications of it are sold. This is achieved
without any additional computational cost to the watermarking process. The
desirable objectives of the proposed watermarking scheme are as follows.

1. We consider that the algorithm for watermarking is known to the possible
attacker. However, the key(s) associated with the process are as usual secure.

2. We use error correcting codes to generate secure buyer key(s). A random
partitioning of the image is used as the image key.

3. In no time the perceptual quality of the image could be compromised. The
process of watermark insertion is controlled to the extent that the image
pixels are well within just noticeable distortions.

4. Every multimedia object has a single image key and multiple buyer keys
depending on the number of copies sold. So, parameters for key generation
could be di Cerkent for an expensive multimedia object compared to a low cost
one. It is presumed that a high value item is sold less in number compared to
a low value one. Accordingly, a high value item is secured in greater detail.

Craver et al [4] have introduced watermark after dividing the image into two
blocks and then modifying the intensity of the blocks by the same amount but
in reverse ways. The safeguard to watermark is expected because of the inability
of the attacker to guess the exact partitioning of the original image. The process
however fails in case of frequency domain attack and also there is not enough
randomness to fight a variety of spatial attacks. The image key that we have
used divides the image into a large number of blocks such that it is impossible
for the attacker to guess the image partitions.

The question of copyright protection should ideally take care of both inten-
tional attack and common transformations on the watermark [12/9]. Ruanaidh
et al [13] have assessed an exhaustive list of number of possible threats and ex-
ploitation in case of digital watermarking in images. We demonstrate that our
present approach is robust enough to survive common image transformations
like rotation, isotropic scaling, cropping etc., besides intentional attacks in both
spatial and frequency domains.

The paper is organized as follows. In Section 2, we present the generation of
cryptographic parameters viz., the image and the buyer key. In Section 3, the
proposed watermarking scheme is outlined including the watermark recovery
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process. The simulation for watermarking and key retrieval results are presented
in Section 4. This is followed by conclusion.

2 Generation of Image and Buyer Key

2.1 The Image Key

Consider an image I, which can be seen as a matrix of size 22 x 2°. Let us
consider that the image is divided into m = 2" subgroups, each containing
23+b=n pixel locations. Let us denote the subgroups by Gg, Gy, ..., Gm—2, Gm—1.
Each subgroup Gy is thus a set of 22*°=" tuples of the form CHow index, column
index [Note that row index i varies from 0 to 22 — 1 and the column index j
varies from 0 to 2 — 1. It is also clear that G; n G, = [(fbr0<k; E k, <= m—1.

Examplel.

0o 1 2 3 0123 0 1 2 3
0|5 7 11 233 0/3 033 0| 5 7+1 11 233
1/34 14 79 61 112021 1] 34-1 14+1 79 61
21123 211 47 11 212120 2(123-1 211 47-1 11+1
3] 0 254 1 191 3]11203 3] 0 254-1 1+1 191

(a) Matrix for 1° (b) Label matrix L'° (c) Matrix for 1%

Let us explain the scenario with the Example 1. Consider the 22 x 22 ma-
trix in Example 1(a) where a = b = 2. This matrix corresponds to an ex-
ample image 1€. Each location of the matrix can be referred as [i]j Cpair for
0<i=<22-—10=<j < 2°>—1. Each location [i]jtontains some value,
typically between 0 to 255 for an 8-bit intensity image. For example, the lo-
cation [2]3[tontains the value 11. We take m = 2" = 22 = 4 for example
and assign Go = {[@ 1013 21N 1012 30] Gy, = {1 201310012 10111 30
G, = {II0CI21 012 20131 1 G3 = {0l 010} 2,101 313 3[} Storing this
kind of groups of the image pixels is easier if we maintain a label matrix L'
corresponding to the image I, which is of the size 22 x 2P, Each location of this
matrix contains the value k, 0 < k < m — 1, if the corresponding pixel location
in the image | belongs to the group Gg. This is shown in Example 1(b). Now
we provide the following proposition.

Proposition 1. Consider an image | of size 22 x 2°. Consider the partition of
the image |1 in m = 2" groups Gy, ..., Gm—1, €ach containing equal number of
pixel locations 22*P="_Then the total number of options to select such groups is
greater than 22" '@+b=1)

Proof. Given the partition of 2" groups, the number of pixels at each group
is 22+P=n_ Thus the total number of choices to select such groups is equal to
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lIJ _ I:|2a+b 2a+b_2a+b—n < 2a+b_2x2a+b—n = < 2a+b_(2n_1)x2a+bfn
- 2a+b— 2a+bftl —n " :I 2a+b—n
1 2a+b_kx2a+bfn I—ZT;Il—l 2a+b_kx2a+bfn
= >
k=0 2a+b—n k=0 2a+b—n
] Py R [ =
a+b__on—1 a+b—n a+b—1 _ n—1 n—1 _
F e = Gawn S @TT =20

Corresponding to an image I, it is now clear that the total number of options
in choosing the label matrix L' is prohibitively large. We select a random label
matrix from this set. We use this random label matrix as the image key K'. Thus
the size of the image key is 22*P locations, each containing an integer value in
between 0 to 2" — 1. This integer value can be represented using n bits. Thus
the total size of the image key K' is n22*? bits. Given p number of image pixels,
generation of image key needs O(p) operation. For an image size 256 x 256, if
we divide the image in m = 2" = 28 groups, we need 2'® bytes or 64 kbytes.
The image key will be stored with the owner of the image and there is no need
to communicate this key. Thus, the amount of space required for storing this
key is moderate. Each location of the image key can be accessed as Kil,j for
0<is=s22-10=<j=<2"—1.

2.2 The Buyer Key

Depending on the number of groups m = 2" in the image, we take a binary vector
of length 2". This vector is considered as the buyer key B. Each location of the
bit vector B can be accessed as By for 0 < k < 2" —1. Vector B is selected from
a set of binary error correcting codes C. The set contains M distinct code words
such that Hamming distance [10] between any two code words is at least d. For
experimentation, we use the set of 2" length code words containing M = 2n+1!
distinct codes with minimum distance 2"~ [10]. The motivation of selecting
buyer keys from a set of error correcting codes will be clear in the following
section where watermark insertion and retrieval issues are discussed.

The actual buyer key used is not directly derived from the error correcting
codes that we will use. Rather it is a random permutation m(B) of the code
word B. Note that this permutation 1i(.) is selected randomly but it is specific
for an image. So this can be considered as a part of the image key. This provides
additional robustness given that a possible forger may know the error correcting
codes but not the image specific permutation. Given a moderate value of the
code length m, such possible permutations are m!, which is prohibitively large.
In subsequent discussions, this transformation is not incorporated due to brevity
of space. Also it has no additional influence on the watermarking and retrieval
algorithms described next.

3 Watermarking Scheme

The overall approach of the proposed scheme is presented in Figure [II In the
watermarking module, the original image is spatially divided into a number of
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blocks based on image key. Image intensity of each block is then modulated
depending on the bit values of the buyer key. This process generates the water-
marked image. In the retrieval process, the original and the watermarked (may
be forged) images are compared block by block. The block information is ob-
tained from the image key. Depending on the extent of intensity modification in
each block a probable buyer key is generated. This key is then mapped to exact
buyer key by correcting the errors using the theory of error correcting codes [10].

Onginal
Multimedia|
Object gqrm&a Aunthentinatinn
Image sz Buyer Key Ohject Miov
Generation ‘l li Generation
Iodule ¥ Mlodule I—’ T
Watemmarki Companson
Moduleaﬂmg Module Buyer Key
I Liatabase
Furged T :
Watermarked Multimedia Image Key !
Multimedia Ohject Database [ — — ~
Ohbject

Fig. 1. The watermarking and the watermark retrieval process.

3.1 Insertion of Watermark

The process of generating watermarked image I from the original image | is
described next.
Algorithm 1

1. For0si=22—-10<j<2°—1
(a) Let I is the pixel value of the image | at the pixel location [L]j L]
(b) Let [ijj Cbelongs to the group G, i.e., L{; = k.
() If Bk =0, If% = 1y, else if Bk =1, 1}, = lij + Bij.

Now we denote the sum ?m(lm —lij)= [iJj (TG Bij = Ok. We will show
that this 0k value plays an important role in this digital watermarking technique.
We consider that B;;’s are either all positive or all negative corresponding to
a group Gg. Thus the values of dx may be either positive or negative. Also it
is important to decide the values of (3; j such that the quality of the image is
not degraded. We follow the principles of Weber ratio (WR) [5, Page 8] in
selecti@e values of B; j. To maintain perceptual clarity, WR = i%tﬁ -
lijl/ i lij is taken as less or equal to 2%. Let us discuss the situation in
terms of the example image 1°. From 1® we can construct the watermarked
image 1°" with Bijj =1, or Bjj = —1, for 0 < i < 3,0 < j < 3 and the buyer
key B® = 1010. This is shown in Example 1(c). For Go we take B; j = 1 and for
G2, we take Bjj = —1. In this case &g = 4,0, = —4 and d; = 03 = 0. Hence,
given the image I, image key K' and the unaltered watermarked image 1, one
can find the buyer key B as follows.
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Algorithm 2

1. For 0 =k =2" — 1, initialize values ox = 0, bit values gx = 0.
2. For0sis22—-10<j<2°—1
If [ j Cbelongs to the group Gy, 0k = Ok + I}"’J —lij.
3. Forosk=2"-1
(a) if ok and 9k are equal with the value 0, qx = 0.
(b) if ok and 8k are equal with nonzero value, gx = 1.
4. Report g as the buyer key B.

Thus if Bob buys an watermarked image I from the owner Alice and then
resells I'V to Oscar, then from IV (no matter whether Alice gets it from Bob or
Oscar), Alice can easily find out the buyer key and identifies Bob. However, the
real situation is little more complicated. Bob can very well make some inten-
sional processing over the image so that the scheme get disturbed and in such a
situation Alice can not identify the buyer key as given in the above algorithm.
This is discussed next. Again, for p pixels, the retrieval of buyer key is executed
in O(p) time.

3.2 Identifying Buyer Key from Attacked Watermarked Image

In this subsection we give the idea how we can find out the buyer key successfully
from the attacked watermarked image 1'Y*. Let us first describe the algorithm.
Algorithm 3

1. For 0 = k = 2" — 1, initialize values ox = 0, bit values qx = 0.
2. For0<sis22—-10<j<2"—1
1T = 1ij1 > [Bigl then 1Y% =135 + Bij.
3. For0<si=s22—-10<sj=<2"-1
If [i]j Cbelongs to the group Gy, 0k = Ok + I}”‘}# —lij.
4. For0=sk=2"-1
(@) if Jok| = ckldkl, gk = 0.
(b) else if |Jok| > ck|dk], gk = 1.
5. Find out the codeword q"closest to q and report q"as B.

3.3 Analysis of the Watermark Retrieval Process

Given a wide range of image transformations and intentional attacks on water-
mark, exact determination of cx is not possible. Instead, we would be using a
range of values for cx. We call this as tolerance factor. In simulation, we present
our retrieval results as the number of bit wise matches between B and q™against
a range of values for cx. Our experimentation shows that it is always possible to
find out the buyer keys properly with some tuning of this method. We like to
elaborate a few issues in this regard.

The method works over some disjoint subsets of the image. Given the enor-
mous number of options to select one such image key (see Proposition [I), it is
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clear that guessing the image key is almost impossible. Also, while watermark-
ing, the intensity values may be increased or decreased for an individual group.
Thus if the attacker tries to change some pixel values in the same way and at the
same time tries to regroup the pixels, the e [edt will be nullified over the whole
region corresponding to a subgroup Gg.

Given the watermarking scheme and the (3; j values, the di[erence between
lij and 1} is known. Thus, if we receive an attacked watermarked image 1",

then we can prune the image as follows. If |I}”‘}#— li j| is greater than |B; j|, then
it is clear that this can not be a true value in the watermarked object. Thus, in
this situation the value of I}’Vj# should be replaced by I;; + (i before further

processing. . _ — . 4 _
Once again recapitulate that ij]HL(I-! i lij) = mjm[}i,j = k.

After thle__mlming, mienee 10y — Vgl = gy oo (1Y% — Vil and thus 0 <
lok| = [iJj (TG |I;’Yj# — Ii,j| = |9«|. At this point the decision problem is should
we interpret the value of ok as 0 or as 0k. If we interpret oy as 0, then By is 0,
else we interpret By as 1. The value of the tolerance factor plays an important
role in this respect.

It is most natural that we should consider qx = O, if Jox| = 0.5|0«| and
gk = 1, if |ox] > 0.5]6k|. However, depending on dilerent kinds of attack it is
not always possible to fix cx = 0.5. It is important to tune the value of ¢k in
between 0 to 1 to decide the proper decision boundary for choosing the value
of gk. Also the values of cx may diled for dilerent k. Thus we should write the
relation as qx = 0, if |ok| < ck|dk| and qx = 1, if |ok| > ck|0k].

It may very well happen that the attacked image 1Y is such that there are
some errors in deciding the bits of q. We already know that the buyer key B
is chosen from a set of error correcting codes. If q itself is a codeword, then
we choose q~= ¢. Else we will try to find out a codeword q“closest to q. We
then decide the buyer key B as g~ Since the minimum distance between the
codewords is d, even if there are E%']EF 1 errors in selecting q (i.e., the Hamming
distance between q and B is at most [%]EI- 1), at the time of finding the closest
codeword q"these errors can be corrected [I0]. Thus we will get the proper buyer
key B = g~ On the other hand, if the number of errors is more than IZ%]EI— 1,
then a wrong buyer key will be estimated and the scheme will fail. Given the
scheme, it is intuitively clear that the probability of errors in properly estimating
the regional sum &y from oy is very low, as without knowing the image key (the
division of groups) it is almost impossible to change the bias in the region.
Moreover, for an erroneous detection of buyer key, such judgements need to be
wrong for more than E%]El regions, which further reduces the error probability.
It seems extremely complicated to provide a closed form mathematical expression
in calculating the probability of error. To justify our claim, with experimental
results we will show that the possibility of wrong estimation is negligible. In fact
in all the experiments we could detect the buyer key properly.

For expensive items, it is natural that we need to provide additional security.
Also, it is expected that less number of copies will be sold. This means we need
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comparatively less number of code words. This helps in selecting a larger value
for d and in turn ensures better performance while retrieving watermarks.

In the next section, we simulate the insertion and retrieval of watermark in
two dimensional images and show the robustness of the methodology under a
variety of image transformations and forging attacks.

4 Simulation

We have used Reed Muller codes [10] to generate 2" length buyer keys with
minimum distance between any two keys being 2" 1. There are 2"** such codes.
For experimentation, we have taken n = 7. This makes the length of the key
128 bits and can provide maximum 256 number of distinct code words. Bit wise
matching value of 128 gives the exact match for the buyer key. The scheme can
correct a maximum of 31 bit errors and bit wise matching in at least 97 (=
128-31) positions ensure complete decoding of the buyer key.

In the experiments, watermark is added in the spatial domain and its ro-
bustness is tested against a set of possible image transformations and simulated
attacks. In this paper, we present the results from an 128 %< 128 digitized image.
The image is divided into 128 di[erknt image blocks. The results are presented
in the form of graphs where bit wise matching values are plotted against the
tolerance factor described in Section [3. Throughout the experiments, we have
used all the B ; values equal to B = 1, as it is the minimal level of intensity
modification of the pixels in spatial domain. Naturally, this is the most favor-
able situation for the attacker and consequently the retrieval process is most
challenging. In the subsequent discussions, we show that our method survives
satisfactorily in retrieving the buyer key.

To evaluate the performance of our scheme, a wide range of simulations has
been carried out and retrieval process is successful in all the cases. We present
here a representative set of results that highlight the contribution of our method.
We have implemented the algorithms in MATLAB on an Intel PIIl 800 MHz
computer. For 128 bit buyer keys applied on 128 x 128 digitized image, the
watermarking process is almost instantaneous while the buyer key retrieval takes
approximately 0.3 to 0.7 seconds depending on the range of tolerance factor used.

4.1 Performance with Respect to Common Image Transformations

The dilerknt image transformations tested are as follows. (a) Scaling : In this
case both expansion and reduction of image size are considered. (b) Rotation :
We rotate the image at certain angle. (c) Cropping : In this case we have set the
constraint that cropping area can be no higher than 40% of the original size. (d)
Combined transformation : A combination of (a), (b) and (c).

In case of scaling and rotation, the watermarked image is reverted back to the
original size and orientation for testing of retrieval of watermark. The cropped
image is reverted back to original dimension by adding the missing part of the
cropped image from the original image. The original fruit image of size 128 < 128
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and its watermarked version are shown in Figure 2l(a) and B(b) respectively. Note
that there is no perceptual dierknce between the original and the watermarked
version of the image. For simulation, the watermarked image is separately sub-
jected to 127% expansion, 79% reduction and a rotation of 13°. The cropped
image for testing watermark retrieval is shown in Figure 2{c). In case of com-
bined transformation, the sequence of transformations includes 83% reduction
followed by 13° rotation and cropping maintaining 80% of the watermarked im-
age. The resultant image is shown in Figure 2(d). The buyer key retrieval result
is shown in Figure Bla). Table 1 presents image transformation type (column
1) and parameters (column 2), the Weber ratio value (column 3), and tolerance
factor (ck) range (column 4) for bit wise matching value = 97. Note that for
the image in Figure[2(d), we could successfully recover the buyer key even if the
quality degrades beyond perceptually acceptable limit after the transformations.
Note that as an estimate q@radation of t@ages after the attack we provide
the Weber Ratio WR = ; ; |I}”Vj#— lijl/ ;i inthe tables. See Figure 3(a)
for the graphical representation. In graphical representations we plot the range
of ¢k in the horizontal axis. For the watermarking scheme we select a buyer key
B and insert that in the image. Using the recovery scheme we get back a key g.
In the graph we plot at vertical axis in how many places B and g are matching
corresponding to a specific value of cx. Note that in the experiments we vary cy
for the complete range 0 to 1 and also for all the values of k we choose the same
ck Vvalue. If we get the bit matching value between B and g in at least 97 places,
we can recover the key exactly [10].

Fig. 2. Original, watermarked and attacked images, (a), (b), (c), (d) from left to right.

Table 1. Experimental results for common image transformations.

Transformation type | Transformation parameters | Weber ratio | Range of ck

Expansion 1.27x 0.008 Oto1l

Reduction 0.79% 0.087 0 to 0.87

Rotation 13° 0.173 0.35 to 0.63

Cropping 73% of original area 0.191 0 to 0.5

Combined 0.83x, 13° rotation, 0.442 0.17 t0 0.28
80% of original area
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Fig. 3. Retrieval Graphs, (a), (b), (c), (d) from top left to bottom right.

4.2 Performance against Spatial Domain Attack

Attempt in destruction of the watermark in the spatial domain is the most
common type of attack in digital watermarking. We have simulated three such
conditions and the performance of our proposed scheme against such attacks
is shown in Figure BIb). In the first case, rewatermarking is done on the wa-
termarked image. The parameters for the process are exactly identical as the
original watermarking except that diLerent image and buyer keys are used for
rewatermarking. This is in line with our assumption that the attacker is aware
of the watermarking algorithm. The next test is to corrupt the intensity values
of the watermarked image by either increasing or decreasing it by at most 2
based on random decision. Finally, random attack is implemented on the water-
marked image already subjected to combined image transformations of scaling,
rotation and cropping. In all these three cases, proposed watermarking scheme
is successful. Numerical results are as follows. See Figure[3(b) for the graphical
representation.
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Table 2. Experimental results for spatial domain attacks.
Transformation type | Transformation parameters | Weber ratio | Range of ck
Rewatermarking 0.02 02to1l
Random 0.079 0.1t0 0.9
Combined and 0.83x, 13° rotation, 0.541 0.3to 0.4
random 80% of original area

Table 3. Experimental results for frequency domain attacks.

Transformation type | Weber ratio | Range of ck
Rewatermarking 0.039 05t 1
Random 0.102 097to1

4.3 Performance against Frequency Domain Attack

The simulation of forging attempt is further extended to frequency domain. The
watermarked image is transformed to frequency domain using FFT. The FFT
domain image including the imaginary part is subjected to following attacks.
First we insert a separate watermark in the frequency space following water-
marking principles explained in Algorithm 1. With the knowledge of the water-
marking process, this could be a valid attack with the intention that the spatial
watermark is going to be distorted. The 3; j values selected for this purpose is
taken as 5% of the original value. The second case is similar to random attack
in spatial domain except that in this case amplitude values in frequency space
are randomly manipulated. The amplitude is changed to a maximum of £10%
of the original value.

After these attacks, inverse FFT is applied and the image is passed through
retrieval process. In both the cases successful retrieval of buyer key is possible.
The corresponding watermarking parameters are shown in Table 3. See Fig-
ure [3(c) for the graphical representation.

4.4 Authentication of Buyer Key

We once again refer to the step 5 of Algorithm 3. In this step, we find the correct
code word q™closest to g. Our hypothesis is that the selection of a wrong buyer
key is improbable for the complete range of tolerance factor. We substantiate
this with the following experiment. We use the buyer key B to watermark the
image and then perform the random attack in spatial domain as in Table 2. We
get back the key q using our retrieval algorithm. We also select four other buyer
keys Bi, By, B3, B4 (from the same error correcting code) which are dilerent
from B. Figure 3(d) shows that varying the tolerance factor c, the original code
word B provides the highest bit wise matching with the retrieved bit pattern q.
For the rest of the code words, bit wise matching between B; (i = 1,2, 3,4) and
g do not ever reach the threshold 97 necessary for buyer key authentication.
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45 Collusion Attack

Note that if we use same value of B3; j for all buyer keys, then using more than
one images, it is possible to guess the true value of the image pixels by comparing
watermarked images. Our motivation in this direction is that the collusion attack
should not succeed in getting the original image. For this we propose di[erknt
sets of 3; j values for di Lerent users. Corresponding to the image I, for each pixel
value 1; j, we define a range of values p;; < Bij < 1 (Mi; < 0,1 > 0) such
that I; j +(3; j does not make any perceptual change for the complete range. Now
for a specific user u, we choose B;!; from this range of B values. We modify
the step 1(c) of Algorithm 1 as follows. Corresponding to the buyer key B, if
the bit value By = 0, then for the group Gy we use I}NJ =lij— Biij, otherwise
for Bx = 1, we take I}"’J =l + B;fj. Thus it is not possible for the collusion
attackers to decide on the exact value of each pixel. In such a case the pruning
step 2 of Algorithm 3 needs to be modified also. The choice of B; j values in this
case will identify dilerent buyers and it is of interest to explore whether this
helps in identifying one or more of the attackers who participate in collusion
attack.

5 Conclusion

We have proposed a novel watermarking technique that survived attacks both in
frequency and spatial domains. The watermark retrieval is based on the secure
image key and the original image. Since the retrieval is basically the identification
of the buyer key, the trail of forging could be identified through the buyer key.
The proposed technique is computationally attractive and has the potential for
improvement which we are working on. We are extending this for multimedia
objects incorporating watermarking in spatial, frequency and wavelet domains.
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Abstract. In public auction, all bid values are published, but each bid-
der participates in auction protocol in anonymous way. Recently, Omote
and Miyaji [OMO01] proposed a new model of public auction in which
any bidder can participate in plural rounds of auction with one-time
registration. They have introduced two managers, registration manager
(RM) and auction manager (AM), and have used e [cieht tools such as
bulletin board and signature of knowledge [CS97].In this scheme, even if
a bidder is identified as a winner in a round, he can participate in next
rounds of auction maintaining anonymity for RM, AM, and any bidder.
But a problem of this protocol is that the identity of winner cannot be
published. In the winner announcement stage, RM informs the vendor of
winner’s identity secretly. Therefore RM’s final role cannot be verified,
and AM and any participating bidder can not be sure of the validity of
auction.

In this paper, we propose a new public auction scheme which can solve
this problem. In the proposed scheme, both RM and AM execute ran-
domization operation in round setup process which makes the publica-
tion of winner’s identity be possible while keeping anonymity of winner
in next rounds of auction. Moreover, AM provides ticket identifier based
on Di Ce-Hellman key agreement which is recognized only by the bidder.
Our scheme provides real anonymity in plural rounds of auction with
one-time registration in a verifiable way.

Keywords: public auction, English auction, anonymity, one-time regis-
tration, public verifiability, hash chain, signature of knowledge, anony-
mous signature scheme

1 Introduction

Electronic auction is an attractive form of electronic commerce and recently
many kind of auction services are provided over the Internet. Electronic auction
can be classified into sealed-bid auction and public auction according to the way
it runs.

In sealed-bid auction [FR96/SKMO00)Sako00/OMO00,SMOQQ], each bidder se-
cretly submits a bid only once in bidding stage. In opening stage, a bidder

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 162-{I74 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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who has o [erkd the highest price is announced as a winner. In this type of auc-
tion, bid secrecy is of prime concern. Possible problems of sealed-bid auction
are that the competition principle does not work well and a winning bid may
be much higher than market price. In public auction [OMOIJNTO00ISS99], also
called English auction, all the bid values are published, but each bidder par-
ticipates in auction protocol in anonymous way. Each bidder o [erk higher price
one by one and can bid multiple times in a round of auction. Finally, a bidder
who has olered the highest price becomes a winner. In this case anonymity of
bidder is of prime concern. Traditionally, sealed-bid auction and public auction
are two dilerknt ways of running auction, and one is preferred than the other
according to applications. Recently, many online auction services are provided
on the Internet and most of them are public auction. In this paper we consider
how to improve public auction.
Requirements of public auction can be listed as follows [OMO1].

. Anonymity: Nobody can identify a bidder from a bid.

. Traceability: A winner who has submitted the winning bid can be traced.

. No framing: Nobody can impersonate a certain bidder.

. Unforgeability: Nobody can forge a bid with a valid signature.

. Non-repudiation: The winner cannot repudiate the fact that he has bidded
the winning bid.

. Fairness: All bids should be dealt with in a fair way.

7. Public verifiability: Anybody can verify the validity of a bidder, the validity
of a bid, and the correctness of winner announcement.

8. Unlinkability (among di Lerent rounds of auction): Nobody can link the same
bidder’s bids among di [Cerknt rounds of auction.

9. Linkability (in a round of auction): Anybody can link which bids are placed
by the same bidder and knows how many times a bidder places a bid in a
round of auction.

10. E Lciehcy of bidding: The computation and communication amount in both
bidding and verifying should be practical.

11. One-time registration: Bidder can participate in plural rounds of auction
anonymously with one-time registration.

12. Easy revocation: RM can revoke certain bidder easily.

O wWNPE

»

Note that we have added the public verifiability and non-repudiation compared
with [OMOT].

[NT00] proposed a public auction protocol which keeps bidder privacy using
group signature scheme. They used the useful property of group signature that a
member of a group can sign anonymously on behalf of the group, and the group
manager can identify the signer later. But the public auction based on group
signature requires complicated signature generation and verification procedure.
Moreover the group signature does not satisfy the anonymity for group manager
(GM) at all since GM has special power to identify bidders. Revocation of a
bidder is also di Cculit in group signature.

Recently, [OMO01] proposed an e Lcieht model of public auction. In their
scheme, two managers, registration manager (RM) and auction manager (AM),
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are introduced to provide the anonymity of bidder. As an anonymous signature
scheme, they used the signature of knowledge [CS97] with an anonymous chal-
lenge. They made the overall protocol very simple and e [cieht by using bulletin
board as a public communication channel. But a problem of this protocol is that
the identity of winner cannot be published. In the winner announcement stage,
RM secretly informs the vendor of the winner’s identity. Therefore AM and all
participating bidders cannot be sure whether RM has executed his role correctly
and winner was decided, i.e., the winner announcement is not publicly verifiable.
If winner’s identity is published (exposed to AM), the anonymity of winner for
AM is not satisfied in future rounds of auction because AM uses the same public
key in future rounds of auction.

To solve this problem, we propose a new public auction protocol. In our
protocol, both RM and AM execute randomization operation in round setup
process to prepare auction ticket, so RM or AM alone cannot identify bidders.
Moreover winner’s identity can be published in the winner announcement stage
while keeping the anonymity of winner in future rounds of auction. Therefore,
plural rounds of auction with one-time registration is possible in a verifiable
way. Moreover, AM provides ticket identifier using Di Ce-Hellman key agreement
which is recognized only by the bidder.

This paper is organized as follows. First, [OMO01] scheme is describe briefly
and its problem is discussed in Section 2. Next, cryptographic primitives such
as signature of knowledge, hash chain, and Di [e-Hellman key agreement are
described in Section 3. Then, the proposed public auction protocol is described
in detail in Section 4 and various features of the proposed protocol are discussed
in Section 5. Finally, we conclude in Section 6.

2 Omote and Miyaji’s Scheme

The public auction scheme proposed by Omote and Miyaji [OMO01] is an e [cieht
model of public auction in which bidders can participate in plural rounds of
auction with one-time registration. In this scheme, two kind of managers are
introduced. Registration manager (RM) secretly knows the correspondence of
bidder’s identity and bidder’s registration key, and works as an identity escrow
agency. Auction manager (AM) hosts the auction and prepares auction tickets
in each round.

Consider a discrete logarithm based cryptosystem. Let p and q be two large
primes satisfying q|p — 1 and g be a generator of multiplicative group Zp':\‘/vith
order g. AM has private key X and public key ya = g*~. The i-th bidder B;
has private key Xj and public key y; = g*i.

2.1 Procedure

Bidder registration: A bidder B; registers his public key y; to RM as follows.
He chooses a random number t; and sends (yj, tj) with a proof that he knows
the private key X; (discrete logarithm of y; to the base g). When RM accepts
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the proof, he publishes (yi, ti) on his bulletin board and keeps bidder’s identity
B; secretly in his secure database.

AM’s round setup: Assume that AM holds the k-th round of auction. She
gets (vi,tj) of every participating bidders B; from RM’s bulletin board. She
computes shared secret keys y;~ for every bidders B;j by using Di [e-Hellman
key agreement technique. She generates random numbers r; for every bidders
and keeps them secretly. She computes the following auction keys T; for B;

Ti = (Enck(y;(Arti)!yiri!gri)

where Enck(y;4, ti) = Enc(y;*, Enck"1(y;*, ti)) is the k-time encryption of t;
using a shared key y;**. She publishes the auction keys T; of all bidders on her
bulletin board in a shu Cedlway.

Bidding: Bidder B; who wants to participate in the k-th round of auction can
easily find his auction key T; from AM'’s bulletin board because he can compute
Enck(y*, ;) in advance by using yx' = y;*. When he places a bid, he sends
the following bid information (m;,y{',g"",V,) to AM.

— a bid m; (m; = auction ID || bid value)
— yi" and g"* published by AM
— Vo = SK[a @ yf* = (g"))(m;)

Here V; is a signature of knowledge [CS97] on message m; and implies that B;
knows the value a = x;.

Winner decision and announcement: Assume that m; be a winning bid.
AM proves to RM that the public information yjrj added to a winning bid m;
corresponds to the public key y; by sending rj_l. Then, RM informs a vendor of
winner’s identity secretly after the winner decision procedure.

2.2 Problem of this Scheme

This scheme is a very e [Cieht public auction in the sense that the bidding and
verifying procedures are very simple and each bidder can participate in plural
rounds of auction with one-time registration. But a problem of this scheme is
that the winner announcement stage is not publicly verifiable. AM’s proof to RM
(sending r; 1) and RM’s secret identification of the winner to a vendor are not
published at all. This kind of secret proof is not a good way in public auction over
a distributed network like the Internet. In the winner announcement stage, every
bidders can just recognize what the highest bid value is, but they cannot verify
whether two managers have executed their job correctly and who the winner is.
They just have to trust the honesty of two managers. In AM’s point of view,
she sends rj_1 to RM, but cannot verify whether RM gives proper identification
of winner to the vendor. Therefore this kind of auction protocol that cannot
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be verified publicly cannot be used in real application and it does not have the
one-time registration property.

The reason that winner’s identity cannot be published is that anonymity of
winner for AM is not provided in future rounds of auction. Since AM uses the
same key material y; for every rounds of auction, she can identify the winner
easily in future rounds of auction. So fairness and unlinkability are not provided.

In this paper we propose a new public auction protocol which can solve this
problem. The basic idea is that RM executes an additional randomization oper-
ation in round setup procedure such that the winner’s identity can be published
in the winner announcement stage and the winner anonymity for AM is kept in
future rounds of auction.

3 Cryptographic Primitives

3.1 Signature of Knowledge

We use the signature of knowledge (SK) of discrete logarithm introduced by
Camenisch and Stadler [CS97] as an anonymous signature scheme. Let x be
a private key of a signer and y = g* be the corresponding public key. A pair
(c,s) {o, 1} xZ, satisfying ¢ = h(m]|y||g]|g%y®) where | is a security parameter
of hash function, is a signature of knowledge of the discrete logarithm of the
element y [Z], to the base g on the message m. Such a signature of knowledge
can be computed if the private key x = log,y is known, by choosing a random
number k [Z} and computing

¢ =h(m|lyllgllgX) and s=k—cx mod q.

It is verified by checking ¢ Z h(m]ly]lgllg®y®€). We denote this signature of knowl-
edge as
V = SK][x:y = g¥](m).

SK represents both the proof of knowledge of the private key x and a signature
on message m.

This scheme can be used as an anonymous signature scheme if (y",g") are
challenged for a secret random number r [4, instead of (y,g). The signer
computes (c,s) satisfying ¢ = h(m||y"[|g"[|(g")3(y")®) for challenged (y",g").
We denote this signature as

V =SKIx:y" = (g")"](m).

3.2 Hash Chain

Assume that a bidder B; and RM are sharing secret bidder information t;. In
each round k, they compute a special hash chain

h*(ti) = h(ti, K" (ti))
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which can be computed only by the bidder B; and RM who know t;. If h()
is a collision-resistant cryptographic hash function, computing h*(t;) without
knowing t; is infeasible even though all hi(t;) for j < k are known.

This is a kind of secure channel between B;j and RM. Using this primitive,
a bidder can easily identify his round key generated by RM while keeping the
anonymity of the round key against any other party including AM.

3.3 Di [e-Hellman Key Agreement

Assume that a bidder B; has a key pair (X;, yi) and AM has a key pair (Xa, Ya).
Bi and AM can share a secret key K; = y;* = yx' using Di [e-Hellman key
agreement technique. Using the shared secret key Kj, bidder B; can easily iden-
tify his auction ticket generated by AM, while AM does not know which is B;’s
auction ticket.

4 Proposed Public Auction Scheme

In this Section, we describe the proposed public auction scheme which is a modi-
fication of [OMUOTI] such that RM executes an additional randomization operation
in round setup procedure and winner’s identity is published on bulletin board.

4.1 System Set-Up

The entities of our scheme consists of the registration manager (RM), the auction
manager (AM), and n bidders B; (i = 1,...,n). The role of each entity is as
follows:

RM
— He is in charge of the one-time registration process and has secret data-
base to keep secret user information.
— He participates in round key setup process to publish round keys in
shu Cedlway on his bulletin board.
— He publishes winner specific information on his bulletin board in the
winner announcement stage.
AM

— She prepares auction tickets in each round of auction using a random
number and round keys. She publishes them on her bulletin board in a
shu Cedlway. She has secret database to keep random numbers.

— She publishes winner specific information on her bulletin board in the
winner announcement stage.

— She has private key xa and public key ya = g*~.

Bidder (Bj wherei=1,...,n)

— Bidder has to register to RM to participate in auction.

— He participates in a round of auction using his auction ticket.

— He has private key Xx; and public key y; = g*i.
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In [OMO1], winner’s identity is secretly informed to the vendor by RM, therefore
vendor is an important entity. But in our scheme the vendor of auction does
not have any role because winner’s identity is published on bulletin board. In
this setting we assume that RM and AM do not collude each other to open the
anonymity of bidder. If they collude, they can identify any bidder.

In our scheme, five bulletin boards are used, i.e., bulletin boards for regis-
tration, round key, auction ticket, bidding, and winner announcement. Bulletin
board is a kind of public communication channel which can be read by anybody,
but can be written only by legitimate party in an authentic way. All communica-
tions are executed publicly via bulletin boards except the one-time registration
message of bidder to RM. The registration and round key boards are written
only by RM and the auction ticket board is written only by AM. The information
posted on each bulletin board is as follows.

Registration board (written by RM)
— RM publishes the identities and public keys of registered bidders.
Round key board (written by RM)

— RM computes round keys for every registered bidders and publishes them
in a shu Cedlway.

Auction ticket board (written by AM)

— AM computes auction tickets for every valid bidders listed in round key
board of RM and publishes them in a shu Cedliway.

Bidding board (written by bidder)

— Each bidder posts his bidding information on this board. Only higher
bid than the previous highest one can be posted. Posting of a bid cannot
be prevented by anybody.

Winner announcement board (written by AM and RM)

— In the winner announcement stage, AM publishes the winner dependent
secret random number.

— In the winner announcement stage, RM publishes the winner dependent
secret information.

To identify a winner in the winner announcement stage, RM and AM should
keep bidder dependent secret information. Therefore, the following two secret
databases are used.

User information DB (managed by RM)
— RM maintains secret user information for registered bidders.
Random number DB (managed by AM)
— AM maintains secret random numbers used to generate auction tickets
in each round of auction.

4.2 Public Auction Protocol

The proposed public auction protocol consists of the following 5 stages. Regis-
tration of bidder is only one-time in the auction protocol, but other 4 stages
are executed in each round of auction. We depict the overall auction protocol in
Figure 1.



E [cieht Public Auction with One-Time Registration and Public Verifiability 169
Stage Bidder B; RM AM
Ragblzg:gmn User info. Random
One-time { e {U l;_}. (Bﬂ.},:'ﬁrr) ! B v .".__'-’E__)_ﬁ___.': nLllxn__b—a-r.DJB
registration | '+ S8 T Fedi o lemp oyl [
Shuffied| N
Auction ticket board |
7 3 o (% rlyn o
k-th round Roundkey | V" = y shuffied | 1217 )" . 8
setup board . & :
Check — _—— =
participation " o =i
2 -.____-- " Identify ticket Bidding board
& I RETT
k-th round . . Biddin I'.m.V
bidding mi, = (auction 1D || bid value) g i | e GRS
7 — QF AVEVE — o N :
V.=8Kl(a):(X') =(g")"|(m)
thiveiind ".r‘\"_I?nerkannounl:ement board .
winner Veiify winfier ¢ N ()9 « Tl T
announcement

Fig. 1. Public auction protocol

Stage 1. One-time registration:
A bidder B; registers to RM as follows:

Bi chooses his private key x; [r1Zq and computes his
(Or a certified key with certificate can be used).

L

key x;j in zero-knowledge.

and keeps (Bi, tj) secretly in his secure user info DB.

public key y; = g*

B; chooses a random string t; [0, 1}~4&nd keeps it secretly.
B; sends (Bi, Vi, ti) to RM secretly and proves his knowledge of the private

If RM accepts Bj’s registration, he publishes (Bj, yi) on his registration board

Stage 2. RM’s round key setup (k-th round auction):
Now assume that RM, AM and all n bidders are involved in the k-th round

of auction. RM computes n round keys Yik = y!’k(t‘) for all n bidders using y;
and tj. Then he shu [eshnd publishes them on his round key board. Note that
a bidder B; can check easily whether his round key is listed on the round key
board because he can also compute round key Y;X. But anybody except RM and

B;j does not know the correspondence between y; and Yik.

If RM wants to re-

voke a bidder, then he just removes the bidder from the registration board and

removes the round key from the round key board.
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Stage 3. AM’s auction ticket preparation (k-th round auction):
AM gets the list of all the round keys Y¥ of n valid bidders from RM’s round
key board. Then she executes the following steps.

1. She chooses n random numbers {ry, ...,rn} [r¥Zq.

2. She computes the auction keys (Y{<)"i,g".

3. She computes the ticket identifiers T; = h((Y;¥)*~).

4. She shu [&shnd publishes the auction tickets (T;, (Y;¥)",g"") on the auction
ticket board.

5. She keeps (Tj, rj) secretly in her secure random number DB.

Note that a bidder B; can find the ticket identifier T; easily as he can compute
Kt V. K(t.

Ti = h(yR (t')x') = h(Kih (t')) in advance, while AM and RM cannot identify B;

from T;j.

Stage 4. Bidding (k-th round auction):
A bidder B; who wants to participate in the k-th round of auction executes
the following steps.
1. He computes his round key as Y;* = yihk(t‘) and checks whether his round key
is listed in RM’s round key board. If his round key is not listed, he complains
to RM. B
2. He computes his ticket identifier as T; = h(Y: (t‘)xi) and gets his auction
ticket (Ti, (Y;¥)",g") from the auction ticket board. If his auction ticket is
not listed in the auction ticket board, he complains to AM.
3. He checks the validity of his auction ticket by (g™)"“ @ Z (yKyri_ If it
does not hold, he complains to AM.
4. He prepares his bid information (T;, m;, V;) as follows and posts them on the
bidding board.
— m;=(auction ID || bid value), or any relevant information can be in-
cluded.
— Vi = SK][a : (Y{)" = (g")™](mi) where a; = h*(ti)x;.

The bid value should be higher than the previous highest one. Note that only
the bidder B; who knows a; = hK(tj)x; (knows both t; and x;) can compute the
signature of knowledge V;.

Stage 5. Winner announcement (k-th round auction):

Assume that a bid m; of bidder Bj is the highest bid at the end of the bidding
stage. AM and RM jointly publish the winner on the winner announcement board
as follows.

1. AM announces that (T;, mj, Vj) is a winning bid.

2. AM posts (Tj, rj, ij) on the winner announcement board which reveals the
correspondence between Y;< and (Y;*)".

3. RM posts (Y, h"(tj),yj) on the winner announcement board which reveals

Kt
the correspondence between Yj" = y}’ ) and yj. It shows that Bj is the

winner.
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4. Anyone verifies that Bj is the winner using the published values r; and
h&(t;).

Although h*(t;) is published, t; is not revealed because of the one-wayness of
hash function. h*1(t;) cannot be computed from h!(t;) for | < k without know-
ing t;.

The ticket identifier T; can be recognized only by B; who knows both t; and
Xi. Bj recognizes the correspondence between y; and Y; using t; and recognizes
the correspondence between Y;¥ and T; using x;. Anybody else including RM
and AM cannot identify the two correspondence together. Therefore anonymity
of bidder is provided while giving an e LCcieht ticket identifier.

Public verifiability of winner is provided by publishing rj and h"(tj) together.
rj can be published safely after the bidding is finished because it is a random
number chosen by AM in a round of auction. hk(tj) can also be published safely
after the bidding is finished, because h**1(t;) is not exposed if t; is kept secretly.

5 Features

We discuss various features of the proposed public auction protocol according
to the list of requirements.

1. Anonymity: We assume that RM and AM do not collude to break the
anonymity of bidders. If they collude, they can identify any bidder. They
corporate only for winning bid in a public way.

— Anonymity for RM: RM cannot identify B; from the auction tickets
(Ti, (Y{)"1,g") published by AM on the auction ticket board or bidding
information (T;, m;,V;) posted by B; on bidding board. Identifying YK
from (Y;¥)"i is a discrete logarithm problem. Without knowing the secret
shared key K; between B; and AM, RM cannot identify B; from T;. RM
also cannot identify B; from V; because of the zero-knowledge property
of SK.

— Anonymity for AM: AM cannot identify B; from the round key Y;* pub-
lished by RM without knowing t;. Identifying y; from Y = y?k(t‘) is
a discrete logarithm problem. Although AM knows the previous values
of h'(t;) for I < k, she cannot compute h¥(t;) because of the collision-
resistance of the cryptographic hash function h(). AM also cannot iden-
tify B; from V; because of the zero-knowledge property of SK.

2. Traceability: A winner’s identity B; can be identified with the corporation
of AM (publishing rj) and RM (publishing h"(tj)) together as shown in the
winner announcement stage.

3. No framing: Nobody can impersonate a bidder B; because the signature of
knowledge V; can be computed only with a; = h¥(t;)x; and the bidder B;
is the only person who knows aj. Even though RM and AM collude, they
cannot impersonate B;.
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Unforgeability: Anybody including RM and AM cannot forge a valid bid of
a bidder B; with a signature V;.

Non-repudiation: The winner B; cannot repudiate his bidding because it
contains his valid signature V;.

Fairness: Because all bids are anonymous and are posted on the bidding
board by the bidder, all bids are dealt with in a fair way.

. Public verifiability: Because all the relevant information is published on bul-

letin board, anybody can verify the validity of a bid (by signature of knowl-
edge V;j), the validity of bidder (by round key and auction ticket), and the
correctness of winner announcement (by r; and hk(tj)).

. Unlinkability (among di Lerknt rounds of auction): Because the auction ticket

is generated by two randomization operations by RM (round key generation)
and AM (auction ticket generation), the auction ticket cannot be linked to
a bidder. Therefore, nobody can link the same bidder’s bids among plural
rounds of auction.

. Linkability (in a round of auction): Because the same auction ticket is used

in a round of auction, anybody can link which bids are placed by the same
bidder and knows how many times a bidder places a bid in a round of auction.
E Cciehcy of bidding: In our protocol, most of communication is executed in
very simple way, posting on public bulletin boards. Only one exception is
that a bidder transmits (B, yi, ti) to RM through a secure channel in the
one-time registration stage. Any complex protocol such as non-repudiation
protocol as introduced in [OMO1] is not required because a bidder posts
his bid on the bidding board. Any secure channel between RM and vendor
is not required. The overall computation for one-time registration to RM
(LGSK+1VSK), round key generation by RM (1E), auction ticket generation
by AM (3E), computing bidding information by bidder (2E+1GSK), and
verifying the winner announcement (2E+1VSK) are very e [cieht, where E,
GSK, and VSK represent modular exponentiation, generation of signature
of knowledge, and verification of signature of knowledge, respectively.
One-time registration: Although the winner’s identity in a round of auction
is published, the anonymity of auction ticket is maintained in next rounds
of auction. Therefore, bidders can participate in plural rounds of auction
anonymously with one-time registration.

Easy revocation: When a bidder wants to withdraw from an auction or RM
wants to revoke a bidder, RM can simply delete the bidder from his regis-
tration board and the round key from the round key board.

We compare the features of proposed protocol with [OMO01] in Table I In

[OMO1] AM can distinguish winner’s public key although she does not know win-
ner’s identity because the same public keys are used by AM repeatedly. There-
fore, anonymity for AM, fairness, and unlinkability are not satisfied. As discussed
in Section 2, public verifiability and one-time registration are not satisfied in
[OMO1]). But the proposed scheme satisfies all these requirements. In terms of
computational load, the proposed scheme requires a little more exponentiation
than [OMO1], but both systems are very practical for real application. In com-
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Table 1. Comparison of proposed public auction scheme with [OMO1]

Features H [OMO1] ‘ Proposed ‘
Anonymity for RM (0] (0]
Anonymity for AM X 0]

Traceability (0] (0]
No framing (0] 0]
Unforgeability (@) o
Non-repudiation (0] @)

Fairness X o

Public verifiability X @)

Unlinkability X o
Linkability o] O
One-time registration X o
Easy revocation (0] (0]
Registration 1GSK+1VSK 1GSK+1VSK
Round setup by RM - 1E
Round setup by AM 2E 3E
Bidding 1E+1GSK 2E+1GSK
Winner announcement 1E+1VSK 2E+1VSK
Non-repudiation protocol required not required

munication model, our scheme does not require any non-repudiation protocol
because bidding information is posted on bidding board by the bidder.

6 Conclusion

We have pointed out the problem of [OMO1], lack of public verifiability in the
winner announcement stage, and proposed a new public auction scheme which
solves this problem. In our scheme both RM and AM execute randomization op-
erations in each round setup process such that RM or AM alone cannot identify
bidders, which makes the publication of winner’s identity be possible. An e =1
cient ticket identifier is provided such that only a legitimate bidder can identify
his auction ticket easily while any other party cannot identify it.
Compared with [OMO1], our scheme has following advantages.

1. All the stages of public auction including the winner announcement stage
are publicly verifiable because all the relevant information is published on
bulletin boards.

2. The overall communication is more e [cieht. In our scheme winner’s identity
is published on bulletin boards while it is secretly informed to vendor by RM
in [OMO1]. Therefore, secure channel is not required in winner announcement
stage and non-repudiation protocol for fairness is not required.



174 B. Lee, K. Kim, and J. Ma

3. Plural rounds of auction with one-time registration is possible in a verifiable
way.

One drawback of our scheme compared with [OMO01] is that the round setup
process is executed by two entities, RM and AM, but it is an essential cost to
provide public verifiability together with anonymity in one-time registration.
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Abstract. An analysis of integrity services in cryptologic protocols is
presented. The informal syntax, to be presented, attempts to model the
integrity service as a property that is transferred from a key to a message.
The message can, in turn, be a key. The modeling presupposes confiden-
tiality and integrity to be the atomic properties or services o[ered by
cryptologic algorithms. More complex algorithms and protocols, such
as those for digital signature, identification protocols and non-malleable
encryption, are considered to be ensembles of these services. This paper
concentrates only on the analysis of the integrity service in signature
techniques based on the proof of knowledge of discrete logarithm. The
paper will demonstrate the usefulness of this modeling by identifying
flaws in the recent proposals for an e [cieht electronic cash system and
a key-recovery system.

Keywords : Confidentiality, integrity, representation of cryptologic goals.

1 Introduction

Confidentiality and integrity services are the atomic properties that are required
for the construction of cryptologic protocols. The work on network security ar-
chitectures by Rueppel [14] is an example for a research with a similar view.
These properties can be viewed as follows: keys provide service (confidentiality
or integrity) to messages. The importance of entities (like Alice or Bob) is de-
liberately avoided in subsequent definitions and analyses in order to facilitate
a key-centric view of cryptosystemsﬂ, which may be more appropriate for the
representation, analysis and design of cryptosystems. Such an approach does
not require any form of protocol idealisation [5], which may create more di [—1
culties in the analysis of protocols. Moreover, since the idealisation functions do
not have an inverse mapping (de-idealisation functions), the analysis techniques
employing such functions may not be useful directly in the design of protocols.
A cryptosystem can be viewed to be a composition of integrity and confi-
dentiality services, which can be considered to be independent of each other.
Although integrity and confidentiality services are not totally independent, the

HResearch Supported by the Australian Research Council grant A49804059
1 This is as opposed to an entity-centric view, such as that of the BAN logic [5].

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 175-{I87} 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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results of this paper will be logically consistent. This is because if the relation-
ship between the two services were to be represented syntactically, the syntax
will only add more functionalities to the model and will not remove any.

Due to this view, cryptosystems may be decomposed into an integrity com-
ponent and a confidentiality component. This decomposition when represented
in a suitable fashion will result in a simple characterisation of the goals of the
cryptosystem — that is the integrity goal and the confidentiality goal. Many pro-
posals in recent times, knowingly or unknowingly, have neglected the integrity
goal of the cryptosystem. The negligence often results in deficient cryptosystems,
which may be highly undesirable for many applications.

The concern of this paper is an informal technique for the representation of
the integrity goal. There exists many papers that have attempted to represent the
confidentiality goal, such as the paper by Abadi and Rogaway [1]. So, this paper
will not deal with the representation of the confidentiality service. Section
presents an analysis of the integrity goal. The subsequent sections will employ the
proposed technigue to analyse the the electronic cash system proposed by Radu,
Govaerts and Vandewalle [12], and the fraud detectable key recovery scheme by
Verheul and van Tilborg [L7].

2 An Integrity Verification Technique

The informal working definitions for the integrity and confidentiality services are
as follows:

Definition 1 Confidentiality is the service that grants access to the message
corresponding to the cipher-text when the access to the key is available.

Definition 2 Integrity is the service that determines the immutability of a mes-
sage corresponding to a cipher-text when the immutability of the key has been
determined.

These definitions express succinctly the importance of the confidentiality and
integrity properties of the keys in cryptosystems. The aim of any cryptosystem
is to maintain the confidentiality and integrity properties of the messages with
respect to the corresponding properties of the keys.

The transfer of a cryptologic property from a key to a message will be rep-
resented as follows:

SERVICE,C

—

where, SERVICE [T, 1} is the type of service, C is the keyword for the confi-
dentiality service and I is the keyword for the integrity service. Confidentiality
is the private view of the participants and integrity is the public view. The
terms private and public are relative depending upon the assumptions about the
ownership of various keys. Since, this paper is interested only in the character-
isation of the integrity service, the subsequent representations will present only
the graphs for the transfer of the integrity service.
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While characterising the integrity goal of any system (such as the Schnorr
signature scheme, Brands’ e-cash scheme), the model will account only for the
verification equations. This abstraction is essential to model the unpredictable
behaviour of the signer. The signer’s behaviour is unpredictable because the
verifier does not necessarily trust the signer. The behaviour of the verifier is
not modeled because it is assumed that the verifiers perform the verifications to
safe-guard their interests. Moreover, it is not the concern of cryptology to force
the verifier to act properly during and after the verification process.

This section presents a protocol developer’s view, as opposed to a crypto-
logic algorithm developer’s view, of the general purpose signature schemes and
an informal syntax for the representation of the transfer of service from keys
to messages. The results are then extended to represent the Schnorr signature
scheme [I5] in Section 1] Section contains a discussion on Schnorr-type
blind signature schemes [7/4] and outlines the subtleties that protocol designers
must be aware of.

2.1 Characterising Signature Schemes

The following representation for the signature schemes will be employed in this
paper:

. [Qiphertexts [J
[(Bublickey (+————- [Mlessage [

The term [@Qiphertexts Cincludes the result of any cryptographic operation, such
as encryption and signature operations. For example, if y = g* mod p for a
suitable value of p and g, then y is a cipher-text. There may be one or more
individual cipher-texts in the system. Usually, the signature process is computa-
tionally expensive and the messages are arbitrarily long. Additionally, the use of
secure hash functions improve the security of the verification equations. There-
fore, suitable message digest (symmetric key) techniques are employed. This
gives raise to two techniques.

The first technique is to sign the message digest. Suppose that an RSA public-
key pair [13], [e, n], is employed to sign a message, m, employing a secure hash
function, H, to generate the following verification equations:

[

c=H(m,A)

[l

r =c®modn

then [c, r] are the signature tuples. This technique is represented as follows:

[ (|
(A S m) (e n] <o)

where:

1. ¢ is the message digest;
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2. Ais the symmetric key. When an unkeyed hash function is employed, A = [
which is the null key.

3. m is the message to be signed.

4. [e,n] is the public key of the signer.

5. r is the signature cipher-text.

Henceforth, the logical “and” operation will be represented by the symbol [
This operator suggests that individual verification equations must output true
for the verification system to output true. Note that the [Rey represents the
no key scenario and is known globally to all participants. Also note the myriad
of protocol design possibilities when SymmetricKey is not equal to the [Key.

The second technique is to sign a symmetric key that would provide in-
tegrity service to the message. The technique proposed by Fiat and Shamir [9],
and adopted by Schnorr [I5] is a good example. Such a signature technique is
represented as follows:

i [SignatureCiphertext [1 . [MessageDigest [1
(BublicKey] —— [SymmetricKey (1 —— - [Mlessage D)1

The symmetric key, in this case, cannot be [{null key). Note that the rep-
resentation, by itself, does not suggest that the signature cipher-text provides
non-repudiation service to the message, rather it suggests the integrity service
for the symmetric key, which in turn provides integrity service to the message.
This is because the representation deals with a lower level view to trace the
flow of integrity service, which is more basic than the non-repudiation service.
In order to achieve the non-repudiation service for the message, a one-to-one
relationship between the symmetric key and the message, which in the Schnorr
signature scheme is achieved by a one-to-one relationship between the signa-
ture cipher-text and the message digest, is essential. The rest of this section will
explain this form of representation in detail.

A tuple [r, c] is a valid Schnorr signature on a set of messages m by the
public key [g,V, p] (henceforth the symbol p, representing the prime number, will
be omitted whenever it can be implicitly understood), if the following equation
holds:

cZ H(m, A)

where, H is a secure hash function, c is the message digest and A = y°g" is
the symmetric key. The integrity goal of the Schnorr signature scheme can be
expressed as follows:

]
[9.y1 = A S m @)

That is a trusted public key, [g, Y], provides integrity service to a symmetric key,
A, by employing the cipher-texts, [c, r]. The symmetric key, A, in turn provides
integrity service to the message, m, by employing the cipher-text c. The same
value of the cipher-text, ¢ is employed by the public key and the symmetric key.
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It is important to note that in Schnorr-type signature schemes, the structure of
A with respect to g, is similar to the structure of y with respect to g. That is
by knowing the discrete logarithm, log, y and the signature tuple, it is possible
to know the value of logy A, and vice versa. This is an important requirement
to prevent the generation ofmgftiple signature transcripts from a single Schnorr

signature. Henceforth, the  delimiter will separate verification equations from

each other.

The proof of equality of discrete logarithms employed by Chaum and van
Antwerpen [6] resembles the Schnorr signature. It proves that log,y = log, u
for some u and v. Note that [g,y] or [u,v] must be trusted or certified. The
verification equation for such a scheme is as follows:

¢ Z H(m, A, B)
where,

c is the message digest;

. H is a secure hash;

m is the set of messages;

. [c, r] is the signature cipher-text; and

. A =ycg" and B = u®v" are the symmetric keys.

RN R

The integrity goal of this scheme can be expressed as follows:
L] [c,r] [c,r] c -
((f9.y] =" A) ¥,u] =" B)) - m 2

The symmetric keys A and B provide integrity service to m. It is crucially
important to note that [g,y] or [v,u] must be certified (using some private or
public certification scheme) before any integrity deductions can be made. The
protocol associates the integrity of [g,y] (or [v, u]) with the integrity of [v, u] (or
[9,¥])- Once this association is made and the absolute integrity of at least one
of the key tuples is deduced, then the integrity of the symmetric keys [A, B],
and thereby the message m, can be deduced. Without certification of any of the
keys, no meaningful deductions on the integrity service can be made. Note that
this requirement is inherited from the Schnorr signature scheme represented in
Equation 11

2.2 Characterising Schnorr-Type Blind Signature Schemes

The blind signature technique [8] allows an entity to obtain a signature tuple
on a message from a signer without revealing either the signature tuple or the
message. This allows the entity to prove to any other entity that it was authorised
by the signer without revealing its identity — the entity is anonymous.

A well known method to obtain blind signature requires the signer to engage
in a honest-verifier zero-knowledge identification protocol with the receiver (of
the signature), who would play the role of a skewed honest-verifier to obtain
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the blind signature. Chaum and Pedersen [7] demonstrated the technique to
obtain a blind Schnorr signature, which was later modified by Brands [4] to
obtain a specialised version called restrictive blind signature. The purpose of
this section is to characterise both these schemes in order to highlight their
subtle and important properties, which are usually ignored by some protocol
designers. This oversight introduces many deficiencies in the integrity goal of
the resulting cryptosystem.

A Schnorr-type blind signature was first proposed by Chaum and Peder-
sen [7]. The signature tuple is the same as that of Schnorr signature scheme (see
Section [ZI)) and has the same signature verification equation. The only di[erk
ence is that the signer cannot know the message that is being signed, which in
the case of Schnorr signature is the symmetric key and not the message itself.
This is a subtle point that should actually mean that the signer is authorising
the symmetric key only and does not necessarily authorise the message that the
symmetric key may provide integrity to — as was the case in the original Schnorr
signature scheme. Interestingly, this problem has a counterpart in the key recov-
ery research (and cryptologic research as a whole), where it is a di Ccult problem
to restrict the use of certified keys [10].

Since the verification equation for a blind Schnorr signature is the same as
the Schnorr signature scheme, this subtlety is introduced in the representation of
the integrity goal by employing a modifier. This is because the blinding process
provides confidentiality service and the syntax presented in this paper deals only
with the integrity service. Since the blinding process does not alter the integrity
goal of the protocol, any alteration of the representation of the integrity goal for
the Schnorr signature, to introduce the subtlety, must be purely a convention.
The best way to accomplish this requirement would be to introduce a modifier. In
Equation [T} the message that is signed, m, is represented employing a modifier
as m. Syntactically, Equation [ is otherwise unchanged. The integrity goal is
represented as follows:

1 [er] =
Gy ——A-m ©)]

Note that the signature generation procedure may or may not be blindedB, so
the modifier is intended only for the interpretation of a potential weakness in
argument. In other words, the modifier is a statement of intent and not of a
fact. In the previous equation, the modifier suggests that the signer may have
no control over the message, m.

The restrictive blind signature by Brands [4] is similar to the blind Schnorr
signature scheme [[7], with an additional property that the signer guarantees
the structure of the symmetric key, A. In the original proposal [4], the signer
employs the Schnorr variant (by Chaum and van Antwerpen, see Section [Z.1)
represented by Equation [2Z1and guaranteed the representation (structure) of one
of the symmetric keys with respect to the bases [g1, g2]. The verification equations

2 In the case of an e-cash system the customer could engage in a normal Schnorr
signature protocol with the bank, and the merchant cannot discern this fact.
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employed by the merchant (during the spending phase) and the bank (during
the deposit phase) in Brands’ scheme are as follows:

c=H(A,B,z,a,b)

a 2 g'y®
bZ Afz™°
d=HyA,B, )
B < gl'gfr A
where:
1. ¢ and d are message digests;
2. H and Hg are secure hash functions;
3. [A,z] is a temporary key pair;
4. B is a message;
5. [a,b] is the symmetric key tuple blindly authorised by the bank; and,
6. [9,01,02,Y,Y1,Y2] is the public key of the bank such that y = g*&, y; = g;®

and y, = g>®, where Xg is the banks private key;
7. [r,c] is the signature tuple by the bank; and,
8. [ry, r2] is the signature tuple on B employing the key[g:, g2, Al.

The integrity goal of this scheme is represented as follows:

1 1

0y —— &y CqA ] ——— b)) S B [
L] [ri,rz2,d] d L1
01,92, A] — B = [A, -] @)

It can be read as: the bank authorises the symmetric keys [a, b] using its public
key [g,Y] and, [A, z] by its association with [g,y]. The symmetric keys provide
integrity service to B (note the use of the modifier as B to represent the blind
operation). This is the joint statement of the first verification equation. The sec-
ond verification equation provides integrity service to B by employing the public
key [91, 92, A] and the cipher-texts [r1, rp,d]. B, in turn, provides integrity ser-
vice to a predetermined set of messages and A. This is not a blinded operation.
The implicit assumption for the goal of this proposal is the association of the
bases [g1,02] with the key A, which was a part of the key [A, z] which was as-
sociated with [g, y] by the blind signature process. Thereby, whoever possessed
the signature (the first verification equation) must also possess the knowledge
of the representation of A with respect to the base [g1, g2] (just as the Schnorr
signature scheme required the signer to possess the representation of the public
key y with respect to the base g), and therefore the representation of B. This
additional check allowed the bank (which took part in the signature generation
process) to gain another implicit confidence: the blind signature transcript con-
tains a valid, hidden identity that is a representation of the bases [g1,02]. In
the case of electronic cash systems employing blind signature, the merchant,
without trusting the bank, cannot gain this knowledge as it can make no logical
deductions about the withdrawal protocol (signature generation process).



182 K. Viswanathan, C. Boyd, and E. Dawson

3 Analysis of an E [cieht E-Cash Proposal

Electronic cash systems, like physical cash systems and unlike electronic pay-
ments systems like credit cards, allow the users to anonymously spend legiti-
mate amounts of currency. The anonymity property is mutually exclusive of the
properties for tracing transactions.

This section will analyse the e-cash proposal of Radu, Govaerts and Van-
dewalle [12]. The proposal is a three-phased withdrawal mechanism presented
briefly as follows:

1. get_pseudonym protocol between the user and the bank to obtain a restric-
tive blind signature on a pseudonym, 1, by employing the Brands with-
drawal protocol (see Equation [4). This allows the bank to guarantee that
the pseudonym Tt is derived from a registered identity .

2. withdraw _big_coin protocol between the user and the bank allows the user
to obtain a blind Schnorr signature (see Equation [3) on a big coin that
associates a pseudonym, B with a valid long-term pseudonym 1t; and,

3. exchange_big_coin protocol between the user and the bank that allows the
user to anonymously withdraw many small coins after providing the bank
with a valid big coin and the corresponding long term pseudonym .

The user can spend the small coins with any merchant. Radu et al. proposed
the use of a smart-card during the spending protocol that will act as an observer
to prevent double spending of small coins (refer to the paper by Chaum and
Pedersen [7] for a detailed discussion on this topic). The certified public keys of
the bank is represented by the tuple, [g, P, P1] such that the bank possesses the
representation of P and P; to the base g.

As stated previously in Section [ZZ a blind signature must be considered
as an authorisation for a symmetric key and not for the message that could
be serviced by the symmetric key. Radu et al. did not observe this caution in
their proposal for an e [cieht e-cash. As will be shown, this oversight results in
a weakness in their proposal that allows unaccounted transfer of funds between
accounts, that is the property of non-transferability is not achieved.

The verification equations that the bank employs to verify the long-term
pseudonym during the exchange _big_coin phase are as follows:

¢ =H(m,z,A,B)
AZgpe
B Zn'zC
d=H(,a)
a Z g g5
These are the verification equations of Brands’ restrictive blind signature scheme

discussed in Section The representation for the verification of long-term
pseudonym component of the big-coin is as follows:
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1

L] [c,r] [c.r] c ——

(9Pl —— A U, 2] ———~ B)) = [m,z] [

1 (F1.02.0] ,

[91,92, 1] ———— a = [B] ®)

In the Brands’ scheme, the symmetric key o (B in Equation M) was serviced by
¢, which restricted the use of a to only one servicing — otherwise the private key
of the user would be revealed (a deficiency of Schnorr-type signature schemes).
Whereas, in the scheme proposed by Radu et al., the symmetric key a was not
serviced by c. Thereby the value for a can be changed (mutable) to allow for
multiple servicing of multiple values of by .

The verification equation that the bank employs to verify the big coin during
the exchange_big_coin phase are as follows:

e=H(B, 1, D)
D £ g™Pf

This is a blind Schnorr signature explained in Section by Equation 3 The
representation for the verification of the short-term pseudonym (3) component
of the big-coin is as follows:

L] [e.ra] . [
[9,P1] ———— D = [B,7] (6)

Note that the claimed association between a long term pseudonym, 1, and the
short term pseudonym, (3, happens during this protocol. Also, note the modified
term, [B, mt], which suggests that the signer (the bank) with the public key [g, P1]
can have no control over the values [, 1].

Radu, Govaerts and Vandewalle analysed [e, r3] as a signature on [(3, ] by
the key pair [g, P1], the certified public key of the bank. Therefore, they ar-
gued that association was authorised by the bank. The flaw in this argument
is: [e, r3] is a blind signature on [B, ]. Referring to equation B} clearly the in-
tegrity check relies on the use of the key, D, which was authorised by the bank,
to associate the tuple [, 1] and this problem is similar to the generic situation
explained in Section [ZZ1 That is, the bank is trusting the user to correctly as-
sociate one of his/her long-term pseudonyms, 1, with a short-term pseudonym,
B. This allows the user to associate the m value of another user with the (3 value
that resulted from his/her withdrawal. In e[edt, this would allow unaccounted
money transfer between users, which may result in perfect black-mailing and/or
money-laundering [18]. Although Radu et al. did not comment about the prop-
erty of non—transferabilityﬁ in their paper, many practical monetary systems
require this property for their proper functioning. Therefore, their scheme lacks
the non-transferability property, primarily due to the lack of consistent integrity
checks.

In order to visualise this problem let the long-term pseudonym of a black-
mailer be 1, which was derived from his/her long term identity 1y using the

3 The property which is essential to prevent unaccounted transfer of funds.
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get_pseudonym protocol. The black-mailer can perform the following actions to
achieve a perfect-blackmail;

1. allow the victim user to participate in the mutual-authentication protocol
that takes place before the withdraw _big_coin transaction;

2. logically or physically hijack the withdrawal terminal from the victim user
to prevent him/her from registering the value of 1; and,

3. perform the withdraw _big_coin transaction with the bank as prescribed by
the protocol, employing 1 as the pseudonym.

4 Analysis of the Binding EIGamal Proposal

Key recovery infrastructures aim to provide restricted confidentiality channel for
users communications. The confidentiality property of the channel is restricted
because, unlike the traditional key establishment systems, the messages com-
municated by the users can be accessed or wire-tapped by authorised entities
called escrow agents. Such systems were primarily motivated by the needs of law
enforcement agencies.

Verheul and van Tilborg [1/] proposed a fraud detectable key recovery scheme.
The proposal was aimed to allow any third party to verify if a sender has en-
crypted the session key value to the receiver and the escrow agents. The veri-
fication equations, which were proposed to detect activities that could by-pass
the key-recovery infrastructure, were:

¢c=H(E,C,Ra,Rg,RMm,D,F, I,--)

D 2 gcCr

F £ (ya/ym)°(Ra/Rwm)"

I £ (ya/ym)*(Ra/Rm)" @)

where: H is a secure hash function, [c, r] is a Schnorr signature tuple. This check
was aimed to show that the message encrypted in Ra = Syk and Ry = Sy,
(C = g) is the same, without revealing the message.

Using the notation presented in Equation [2, Section [Z.I] the following rep-
resentation for the verification equations of the key recovery scheme can be
determined:

[c.r]

((f9.€] =~ D) 1

[e.r]

(lyaZym,Ra/Rm] 5 F) [ i
(Iye/ym, Re/Rum] = 1)) & [E,C,Ra,Re, R, -+ ] ®)

Note that none of the key pairs ([9,C], [Ya/Ym,:Ra, Rm] [Ye/YMm: Re/Rm])
providing integrity service are certified. It is evident that this representation is
similar to the representation provided in Equations [Iland 2l By comparing the
above representation with Equations [Iland [2, the following observations can be
made:
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1. none of the key pairs ([g, C], [ya/Ym, Ra/Rm] and [ys/ym, Re/Rm]) can be
trusted because they are uniformly chosen by the sender (who is not trusted
for certification procedures);

2. ratios of keys provide the integrity service to the symmetric keys F and I,
which is not a standard assumption of Schnorr-type signatures.

These observations suggest a deficiency in the system that allows the sender to
manipulate the keys, which were meant to be the starting point of the integrity
service — that is if the starting point is corrupted then the integrity service
that it transfers is also corrupted. This weakness in the integrity service could
potentially result in attacks on the protocol, like the attack to be presented in
this section.

Prior to discussing an attack on the key recovery system, the meaning of a
non-trivial attack must be understood. A key recovery protocol is deficient if suc-
cessful adversaries abide with the message formats suggested by the protocol and
procure legitimate services from the key recovery infrastructure to ensure secure
communication. For example, if a public-key based key recovery system provides
robust certification mechanism, such as robust public key infrastructures, and
requires key recovery enablement before the certification can be employed, then
an adversary is successful when certified public keys are employed and key recov-
ery is avoided. The attack on the proposal, by Verheul and van Tilborg [17], by
Pfitzmann and Waidner [1I] need not necessarily be an attack on the protocol
proposed by Verheul and van Tilborg, rather it is an attack on all session-key re-
covery systems without any form of private-key recovery. It outlines the generic
concealed-encryption attack on key recovery protocols and fails to explain the
manner in which the concealed key may be established. Although the attack pro-
posed in this section exploits the property of concealed-encryption attack, it is
not a generic attack on all session-key recovery protocols, rather it is a specialised
attack on the proposal [L7], which resulted from an oversight in the protocol de-
sign. Moreover, this section will detail the manner in which an illegal session
key can be established using the key recovery infrastructure. This distinction is
important for protocol designers, who may employ the proposed fraud detection
mechanism [17] for a di[erknt application that may not have properties similar
to that of key-recovery applications. For example, refer to the paper by Abe [2],
which successfully employed a similar integrity verification mechanism for a mix
network proposal. 5

Suppose that the sender and a hidden receiver (M) would like to communi-
cate using the actual receiver (M) as the decoy. The sender can accomplish this
by employing the following steps:

1. Choose a random session key, S.

2. Encrypt the message with S to obtain the cipher-text, E.

3. Obtain the public keys of the hidden receiver, yy, the decoy, ym and the
authorities (Ya,YB)-

4 There is no technique available to check if a claimed key was used during the en-
cryption process — verifiable encryption for symmetric key systems is not currently
available
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4. Choose a random value for k. .

5. Compute a decoy session key, S = Sy, /yg;.

6. Encrypt _the decoy session key for the decoy and the authorities, Ry =
Sym =S¥y, Ra = SyK, Re = Syg and C =g*.

7. Form the verification equation as suggested by the representation in Equa-
tion[8.

8. Send the cipher-texts and verification parameters to decoy.

The hidden receiver performs the following steps:

1. Wiretap the communication to decoy to obtain E, Rm and C.

2. Obtain session key, S = Ry /C*H, where xy is the private key of the hidden
receiver. _

3. Decrypt E using S to obtain the message.

The monitor will verify the equations properly, the decoy receiver and the au-
thorities will retrieve the decoy session key, S, from the respective cipher-texts
employing the respective private keys and, the decoy session key, S, will not
decrypt E correctly. Also note that it will be di [cult to find the hidden re-
ceiver, yH, or the actual session key, S (finding the hidden receiver would imply
breaking of the multi-EIGamal cryptosystem proposed in the paper [17]).

5 Conclusion

The paper presented a novel technique to represent the integrity goal of a system
by accounting for all the verification equations and ignoring the unnecessary
protocol complexities that produced the equations. An abstraction to encompass
the unpredictability of the protocol participants was also proposed. The use of the
technique was demonstrated by the identification of similar protocol deficiencies
in seemingly di[erknt scenarios.

Many proposals for compliant systems tend to ignore the importance of the
integrity service, while in pursuit of the confidentiality service. Blaze [3] formu-
lated an attack on the integrity service in the Clipper proposal [16], which was
predominantly focused on the confidentiality service. Unfortunately, many pro-
tocols in various fields of cryptologic application still succumb to attacks similar
to those detailed in Sections B] and [4, namely attacks exploiting weaknesses in
integrity services. In order to design robust and secure protocols the integrity
and the confidentiality services must be carefully designed and integrated.

Prospective formal syntax that can represent precisely both the confiden-
tiality and the integrity goals will greatly improve protocol logic development.
Research for such a syntax will be very useful, both theoretically and practically.
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Cryptanalysis
of the Nonlinear FeedForward Generator

S.S. Bedi and N. Rajesh Pillai

Scientific Analysis Group, DRDO, Delhi 110054

Abstract. The nonlinear feedforward generator is one of the commonly
used building blocks of stream ciphers. This paper describes a novel
known-plaintext attack for cryptanalyzing nonlinear feedforward gener-
ator. The plaintext requirement of the attack is only twice the length
of the shift register. The implementation of this attack could identify
the initial settings of the system for a 128 stage register and randomly
chosen nonlinear feedforward function of 10 variables in few minutes on
a P-11 300 MHz machine.

1 Introduction

The nonlinear feedforward generator is one of the commonly used building blocks
of stream ciphers. This paper describes a new technique for cryptanalyzing feed-
forward generator. Given just 2n bits of the plain-text, where n is the length
of shift register, the attack determines the initial setting of the shift register.
The basic idea is to form a system of Boolean equations describing relationship
between the keysequence (obtained by xoring crypt and the known plain text),
and the initial settings. We then use the techniques developed by Zakrevskij &
Vasilkova [8] for solving a system of nonlinear equations.

The proposed attack is very e [cieht and in most of the cases we got results
within few minutes. We believe that this attack can be extended to attack other
building blocks of stream ciphers also.

The Nonlinear feedforward generator is made up of a linear feedback shift
register (LFSR) and a nonlinear Boolean function. The shift register is allowed
to run (with its feedback polynomial deciding the bit to be shifted in). The
nonlinear feedforward function (NLFF) takes some of the bits of the LFSR as
input and calculates the output bit. The location in LFSR from where the input
bit for NLFF is picked is called a tappoint or tap for short. Figure.1l shows a
block diagram of a Nonlinear feedforward generator.

It is known (corollary 5.6 of [4] ) that the lower bound for Linear complexity
(LC) of NLFF Generator can be expressed in terms of L, the length of shift
register, k, the number of taps, under suitable conditions as LC = "Cy.

For L = 50, k = 8, we have LC = 5°Cg = 536878650 = 5.4 [10®

In this paper we will be dealing with feedforward functions with equidistant
taps.

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 188-{194] 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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’ Linear Feedback Shift Register‘
Lol
’ Nonlinear Feedforward Function ‘
!
Keysequence

Fig. 1. Nonlinear Feedforward Generator

2 Attacks on Nonlinear FeedForward Generator

We summarize the few existing known results in this area. Correlation attacks
are the most common class of attacks applied on stream ciphers. See [5] for
overview of these type of attacks. Correlation attacks work when there is cor-
relation between output sequence and input sequence to the nonlinear function.
Anderson [I] describes how to pick up subsequences with optimum correlation
properties for mounting the correlation attack on feedforward generators for
known plaintexts. Correlation attacks work for ciphertext-only attack also. They
need ciphertext length dependent on the value of correlation. Typical ciphertext
length required would vary from 4000 bits (very optimistic case) to order of 106.

Among the known-plaintext attacks, the generalized inversion attack [2], [3]
is very e [edtive in cryptanalyzing nonlinear filter generators. It has a complexity
which is exponential in the distance(d) between first and last tap points of the
feedforward function. The generalized inversion attack will be practical if the
feedforward function has its tap points bunched together or if it can be converted
to this form (say by uniform decimation) This attack is based on theory of
branching processes.

Our attack uses a totally di[erent approach to this problem. We use the de-
scription of the system to setup nonlinear equations capturing relations between
initial settings (unknown) and the bits of the output sequence (known part).
Then we solve the system for the unknown initial variables.

3 Solving Nonlinear Boolean Equations

Solving an arbitrary set of Boolean equations (also known as the satisfiability
problem) is an NP-Complete problem. Currently only exponential time algo-
rithms are available for the general case. But if the system of equations is of a
special kind, solutions can be obtained e [Cciehtly. We have used the technique
of local reduction developed by Zakrevskij and Vasilkova [8] in our work. Local
Reduction technique can solve large systems of nonlinear boolean equations ef-
ficiently when number of variables in each equation is small, (typically less than
10) and there are equations having large overlaps in their sets of variables.
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3.1 Local Reduction Technique
of Solving System of Nonlinear Equations

Given a system of nonlinear Boolean equations of the form F; = 1, the local
reduction technique takes two equations at a time and reduces the number of
points in the solution space to be tried out.

Representation of the equations: For each equation, system will store the vari-
ables in the equation and the onset. (Onset of an equation is the set of points at
which the equation is satisfied.) For e.g. xy [yd = 1 will be represented as the
set of (binary) numbers {110,011} over the variables (x,y, z). This means that
the equation is satisfied when x =1,y =1,z =0and when x =0,y =1,z=1
and at no other points.

Given two equations, whose variable sets have a nonempty intersection, say

Eql: varlisty = (a,b,c,d, e),onset; = {01101, 11010, 10011}
Eq2 : varlist, = (c,d, e, f, g, h),onset, = {101110, 001101, 010010}

List of elements common to varlist; and varlist, = (c,d,e) 8 ¢

From Eqgl we can infer that the 3-tuple (c,d,e) is 101 or 010 or 011 whenever
Eql is true. The set S; = {101, 010,011} is called the projection of the onset of
Eql on (c, d, €). From Eg2 we can infer that the 3-tuple (c, d, €) is 101 or 001
or 010 whenever EQ2 is true. We shall call S, = {101,001, 010} as projection
of onset of Eg2 on (c, d, €). A correct solution to the system satisfies both the
equations simultaneously. So all correct solutions to the system should have the
3-tupe (c,d,e) = 101 or 010 (a value from intersection of S; and S;). Using this
information we can delete all those elements from the onset; and onset, whose
projection on (c, d, e) is not in the set S; n S, Using this reduction we can get an
equivalent system of equations (i.e. solution set of the new system of equations
is the same as the solution set for the old system). Applying this reduction on
our system we get

NewEql : varlist; = (a,b, ¢, d, e),onset; = {01101, 11010}
NewEq?2 : varlist, = (c,d, e, f, g, h), onset, = {101110, 010010}

We execute this operation sequentially on pairs where it can be applied. The
procedure terminates when either some onset becomes empty (case when set of
equations is inconsistent) or some reduced set of functions is obtained where the
given operation cannot be applied on any pair. This process of reducing the size
of onsets by considering a pair of equations at a time is called local reduction.
Once a reduced set of functions is obtained, we can combine the onsets of each
equation to get onset for the whole system. (Combining is done by doing a ’join’
operation over the onsets.) For example, in the above case the solution set for
the system of equations will be

(a,b,c,d,e, f,g,h) ={01101110, 11010010}
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This complexity of local reduction is proportional to number of points in the
onset or roughly exponential in number of variables per equation, which is why
number of variables in each equation is to be kept small.

3.2 Removal of Common Factors

We also used the technique of removal of common factors. The basic idea behind
this is very simple. Since the nonlinear equations are of the type Fj = 1, if some
sub-term occurs as a common factor in all the terms of F;, it can be factored
out. In our case suppose we have

Eq; : varlist; = (a, b, ¢, d, e), onset; = {10100, 10101, 10110}

We see that the triple (a,b,c) = (101) in all the points of the onset, so we can infer
that a=1, b=0 and c=1 in the solution for the whole system of equations. We
can substitute the values inferred to get reduced system of equations. In other
words we are factoring out ab'¢ and substituting the value in other equations.
This operation of factoring out is linear in size of onset or roughly exponential
in number of variables in the equation.

4 Description of the Algorithm

4.1 Making Equations

We try to make equations expressing relation between initial contents of the shift
register and the bits of key sequence. Using system description such equations can
be easily made. The initial contents will be the variables and the key sequence
bits will be the constants. To ensure that the system of equations satisfy the
criteria for Local reduction to be applicable, we had to make number of variables
per equation less than 10.

This was achieved by introducing new variables for the bits generated by the
LFSR. A set of linear equations based on the feedback polynomial giving relation
between these new variables and the initial variables is added to the system of
equations.

Given

1. Feedback polynomial of degree n,

2. Feedforward function of m variables and its tap points. Without loss of
generality we assume that the tap points of the nonlinear function are in the
last m consecutive stages of the shift register. (as taps are equidistant)

3. 2n consecutive bits of output sequence,

Our system of equations will be as follows:

— Variables involved : X3, ...X2n+m corresponding to the 2n+m bits generated
by LFSR while producing 2n bits of output sequence.

— 2n nonlinear equations, each equation over m variables, describing output
bit in terms of m bits of the LFSR. These equations are formed using the
feedforward function. We represent these equations in the form of onsets.
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— n+m linear equations expressing each of the bits Xn+1 t0 Xon+m in terms of
the previous n bits. These equations are formed using feedback function of
LFSR. We represent these equations in the Algebraic Normal Form.

Representing the linear equations also as onsets would bring uniformity of
representation to the system but would constrain the feedback polynomial to
have a low density (number of taps less than 10).

4.2 Solving the System of Equations

In our case we had a system of nonlinear equations (2n equations), and a sys-
tem of linear equations (n+m equations) over the same set of variables (2n+m
variables). Each nonlinear equation had 10 or fewer variables. There was no con-
straint over the set of linear equations. We applied local reduction to the set of
nonlinear equations. In case some onsets get reduced to singleton sets, we get
the values of all the variables in that equation. For e.g.

varlist; = (a, b, c),onset; = {011}

Means that correct solution to the system has a=0, b=1 and c=1.

We substitute the values in both the nonlinear and linear system of equations.
In case some linear equation gets reduced to an equation over a single variable,
we can infer the value of the variable and substitute it back into the system of
equations. We repeat this process local reduction followed by substitution again
over the reduced system of equations. When no further reductions are possible,
(and system is not yet solved) the reduced system of equations is saved and we
perform tree search over the reduced onset space of the system. For this we first
pick the equation with least number of points in the onset and then substitute
values corresponding to each point in the onset. The new system obtained by the
substitution is passed through the same process of local reduction followed by
substitution. In case the substitution was correct, we get closer to our solution
otherwise the system of equations leads to a contradiction. In that case we undo
the substitution and try the next possible substitution. At every stage before
applying local reduction we apply factoring out of common terms. The outline
of this algorithm in pseudo code is given in Figure 2.

5 Results

The results of applying our algorithm to systems of nonlinear feedforward gener-
ators of di [erent parameters are given in Table 1. The results have been obtained
on P-11 300MHz system with 64MB RAM.

6 Conclusions

A novel method of cryptanalysis of nonlinear feedforward generator has been
described. This method is a known-plaintext attack and works even when just
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Input: Feedback polynomial f of degree n,
Feedforward function g of m variables and
First 2n bits of the key sequence.

Output: The initial content of the Shift register

Making equations:

The first 2n+m bits of the sequence generated by LFSR are

considered as variables. We form two sets of equations.

* n+m linear equations are formed based on f, describing the
relationship between the 2n+m variables.

* 2n nonlinear equations describing the given key sequence in
terms of the variables

The n+m linear equations are represented in ANF

The nonlinear equations are taken in the form Fi =1

Internal representation of the nonlinear equation is in the

form of sets. We store onsets, i.e. set of points at which

Fi evaluates to 1.

Pseudocode of the algorithm for solving the system of equations: -

numvarfound =0 /* number of variables whose values are found */
WHILE numvarfound < n
Apply removal of common factors, local reduction on set of
nonlinear eqns.
WHILE some variables are found DO
Substitute the values found in all equations
Apply removal of common factors, local reduction on set of
nonlinear eqgns
END WHILE
IF numvarfound > n BREAK /* tree search over reduced eqns */
Search for equations with least number of points in the omnset.
Try Substituting values as given by each point one by one.
Check for comsistency.
IF not consistent, undo substitution.
ELSE try solving the reduced system of equations
END WHILE

Make linear equations expressing the variables found in terms
of first n variables.

Solve system of the linear equations to get values of

the first n variables.

OUTPUT value of first n variables

Fig. 2. Algorithm for Cryptanalysis of Nonlinear feedforward generator

2n bits of the keysequence is available, where n is the length of the shift register.
The implementation took few minutes to find initial settings of the system with
128-degree polynomial and 10 variable feedforward function.
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Table 1. Experimental Results

Number of taps Degree of Time taken
for NLFF Polynomial
8 64 5.3s
8 64 6.5s
8 71 10.9s
8 128 29.5s
10 128 64.9s

The basic idea of the attack is to express the generator using a set of non-
linear boolean equations of a certain form so that they can be solved e [ciehtly.
We expressed the output of the feedforward generator using a system of equa-
tions with limited number of variables per equation and lot of common variables
between equations. Zakreviskij’s method was then used to solve the resulting
system of Boolean equations.

We believe that this method can be extended to attack other building blocks
of cryptosystems also.
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Abstract. We analyze the Gaudry-Hess-Smart (GHS) Weil descent at-
tack on the elliptic curve discrete logarithm problem (ECDLP) for elliptic
curves defined over characteristic two finite fields of composite extension
degree. For each such field F,n, N [CT160, 600], we identify elliptic curve
parameters such that (i) there should exist a cryptographically interest-
ing elliptic curve E over F,n with these parameters; and (ii) the GHS
attack is more e [cieht for solving the ECDLP in E(F,n) than for any
other cryptographically interesting elliptic curve over Fon .

1 Introduction

Let E be an elliptic curve defined over a finite field K = F,n. The elliptic
curve discrete logarithm problem (ECDLP) in E(K) is: given E, P [CH(K),
r = ord(P) and Q 1B [ Ifind the integer A [0, r — 1] such that Q = AP. We
write A = logp Q. The ECDLP is of interest because its apparent intractability
forms the basis for the security of elliptic curve cryptographic schemes.

The elliptic curve parameters have to be carefully chosen in order to circum-
vent some known attacks on the ECDLP. We say that an elliptic curve E over
Fon is cryptographically interesting if: (i) #E(F,n) is almost prime—that is,
#E(F,n) = rd where r is prime and d {2, 4}—in order to avoid the Pohlig-
Hellman [21] and Pollard’s rho [22[19] attacks; and (ii) r does not divide 2N —1
for each j [, J], where J is large enough so that it is computationally infeasi-
ble to find discrete logarithms in Fono—in order to avoid the Weil pairing [17]
and Tate pairing [7] attacks.

Frey [6] first proposed using Weil descent as a means to reduce the ECDLP in
elliptic curves over Fon to the discrete logarithm problem in an abelian variety
over a proper subfield F,i of Fon. Frey’s method, which we refer to as the Weil
descent attack methodology, was further elaborated by Galbraith and Smart [9].
In 2000, Gaudry, Hess and Smart (GHS) [11] showed how Frey’s methodology
could be used (in most cases) to reduce any instance of the ECDLP to an instance
of the discrete logarithm problem in the Jacobian of a hyperelliptic curve over
Foi. Since subexponential-time algorithms for the hyperelliptic curve discrete

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 195213 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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logarithm problem (HCDLP) are known, this could have important implications
to the security of elliptic curve cryptographic schemes.

The GHS attack was analyzed in [11)18]. It was proven to fail for all cryp-
tographically interesting elliptic curves over F,n, where N [C]1160, 600] is prime.
Namely, the hyperelliptic curves C produced either have genus too small (whence
Jc (Fy) is too small to yield any non-trivial information about the ECDLP in
E(F,n)), or have genus too large (g = 2'® — 1, whence the HCDLP in Jc(F>)
is infeasible). The purpose of this paper is to investigate the applicability of the
GHS attack on the ECDLP for cryptographically interesting elliptic curves over
Fon for composite N 1160, 600].

The paper is organized as follows. provides a brief introduction to the
relevant theory of hyperelliptic curves. The GHS Weil descent attack is outlined
in §3, and an overview of the best methods known for solving the ECDLP and
HCDLP is given in §4. Our analysis of the applicability of the GHS attack on
the ECDLP over characteristic two finite fields of composite extension degree is
presented in §9 and the Appendix. Our conclusions are stated in 86

2 Hyperelliptic Curves

Hyperelliptic Curves—gt k=IFy denote the finite field of order q. The algebraic
closure of Fgisk = ,-; Fgqn. A hyperelliptic curve C of genus g over k is defined
by a non-singular equation v? + h(u)v = f(u), where h, f [CKJu], deg f = 29+ 1,
and degh < g. Let L be an extension field of k. The set of L-rational points
on Cis C(L) = {(x,y) : x,y [0, y2 + h(x)y = f(x)} [{d}. The opposite
of P = (x,y) CQ(L) is B~ (x,—y — h(x)); we also define & =bo. Note that
B——a(L). Except for the case g = 1 (since a genus 1 hyperelliptic curve is
precisely an elliptic curve), there is no natural group law on the set of points
C(L). Instead, one considers the Jacobian of C over k.

Jacobian of a Hyperelliptﬁwve. The set DO of degree lzeie»pivisors of C is
the set of formal sums c®) mp P, where mp [, mp = 0, and only
a finife-Aumber pf-the mp 'y-are non-zero. DO is a group under the addition
rue mpP + npP = (mp +np)P. Let 0 : k -~ k be the Frobenius
map defined by x B x9. The map0 extends—tp C(k) by (x,y) B (x°,y9)
and 0% O oo, and to D° by mpP B3 mpPY. The set of zero divisors
defined over k is D = {D [D° : D° = D}. The function field of C over
k, denoted k(C), is the field of fractions of the integral domain of polynomial
f‘miﬁpns K[u, v]/(v2 + h(u)v — f(u)). For f CK{(C), the divisor of f is div(f) =

P rcii) VP (F)P, where vp (f) denotes the multiplicity of P as a root of f. Now
the set Pring = {div(f) : f CK(C)} is a subgroup of DY. The Jacobian of C
(over k) is the quotient group Jc (k) = DY/Pring.

Properties of the Jacobian. JC(\I7) is a finite group. A theorem of Weil’s implies
that (" q—1)%9 < #Jc(k) < ( G+ 1)%. If D, and D, are in the same equiv-
alence class of divisors in Jc (k) we write D; [CDb. Each equivalence class has
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a unique divisor in reduced form, i.e., a divisor o5, MpP —( pg,, Mp)oo
satisfying (i) mp = 0 for all P; (ii) if mp =1 and P & A—then ms = 0;
(i) mp = Oor1 if P = Band (iv) mp < g. Such a reduced divisor
D can be uniquely represented by a pair of polynomials a,b [—H[u] where
(i) degb < dega < g; (ii) a is monic; and (iii) a|(b® + bh — ). We write
=-4jiv(a,b) to peanP = ged(div(ay-div(b —v)) where-the gcd of two divisors

PEs PP —( p2eMP)opaq  pooe PP — (1 pao Np)oo is defined to
be paooMin(Mp,Np)P —( pge MIN(Mp, Np))oo. The degree of D is deg a.
Cantor’s algorithm [2] can be used to e Lciehtly compute the sum of two reduced
divisors, and express the sum in reduced form.

Artin’s Bound. In the above, we only considered the imaginary form of a hy-
perelliptic curve, and not the real form for which deg(f)=2g + 2 in the defining

equation. Let C be a hyperelliptic curve (real or imaginﬁ)g)ﬁf genus g over k=IF,
with p an odd pri tin [1] showed that #Jc (k) = vqﬁi‘ﬁif degf =2g+1,
and #Jc(k) = — L, vXv ifdeg T = 2g+2. Here, xy = deg F=v [f/F], where

the summation is over all degree-v monic polynomials F [IF}[u] coprime to f,
and [f/F] is the polynomial Legendre symbol. We trivially have that |x,| < pY,
and Artin showed that [Xy| = p? (0 <v < 2g) ifdeg f = 2g+1, and Xzg+1 = —p?
and |[xv| =2p? (1 <v =2g) if deg f = 2g + 2. These results can be extended to
the case k = Fq, where q = p' and p is prime, by replaci Artin character by
the general quadratic character. Then #qu;ﬁ go9+ _,qV ifdegf =2g+1,
and #Jc(K) < ((2g+1)2—g(g+1))q? + o_, vg’ if deg f = 2g + 2. Since over
constant fields of characteristic 2 the real case is strictly more general the
imaginary case (cf. [20]), we work with B, := ((2g+1)>—g(g+1))q°+ o_, vq’
as an upper bound on the cardinality of the Jacobian. Notice that the larger g
is, the larger is the smallest genus g for which tf\]; Artin bound B, is indeed
smaller than the Hasse-Weil upper bound B; := ( §+ 1)%9.

3  Weil Descent Attack

Let | and n be positive integers, N=In, g=2', k=F,, and K=Fgn. Consider the
elliptic curve E defined by y? + xy = x3+ax?+b, a [K, b [K~Gaudry, Hess
and Smart [1I] showed how Weil descent can be used to reduce the ECDLP in
E(K) to a discrete logarithm problem in the Jacobian Jc (k) of a hyperelliptic
curve C defined over k. One first constructs the Weil restriction Wg / of scalars
of E, which is an n-dimensional abelian variety over k. Then, Wg  is intersected
with n—1 hyperplanes to obtain the hyperelliptic curve C. We call their reduction
algorithm the GHS attack on the ECDLP. The following is proven in [11].

Theorem 1 (Gaudry, Hess and Smart [LI]) Let ¢ = 2' and let E : y? +
xy = x3 +ax? + b be an elliptic curve defined over K = Fgn. Let 0 : K - K
be the Frobenius automorphism defined by a B a9, and let b; = o'(b) for
0 =i =< n—1. Let the magic number for E relative to n be m = m(b) =
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dimp, (Spang, {(1,b5"), (1.b7%). ..., (1,b2)}). Assume that
nisodd, orm(b)=n, or Tr,F, (a) =0. (D)

Then the GHS attack constructs an explicit group homomorphism ¢ : E(Fgn) -
Jc (Fg), where C is a hyperelliptic curve over Fq of genus g = 2™~ or 2m~1 —1,

Remark 2 (solving ECDLP instances in E(Fyn)) Assume now that #E(Fyn)
is almost prime, i.e., #E(Fqn) = rd where r is prime and d is small. In [I1] it is
argued that it is highly unlikely that the kernel of ¢ will contain the subgroup
of order r of E(Fg¢n) unless E is defined over a proper subfield of Fqn. Thus, ¢
can be used to reduce instances of the ECDLP in [P [ Jwhere P is a point of
order r in E(Fgn), to instances of the HCDLP in Jc(IFg). Namely, given P and

Q IR [dthen logp Q = logypy 9(Q).

Remark 3 (e [ciehcy of determining C and computing @) The running time
complexity of the algorithm presented in [11] for finding the defining equation
of C and for computing @ has not been determined. However, if ng is relatively
small, say ng < 1000, our extensive experiments suggest that Hess’s KASH im-
plementation [123] of the algorithm takes at most a few hours on a workstation.

The formula for m in Theorem [Il was analyzed in [I8] and Theorem [B] was
obtained. We first need to define the type of an element of Fgn.

Definition 4 Let n = 2®°n; where n; is odd. Let h = 2® and x" — 1 =
(fofy -+ Fs)™ where f; = x — 1 and the f;’s are distinct irreducible polyno-
mials over F, with deg(fi) =diand 1 =dp <d; =dr =--- =< ds. For b CF}n,
let Ord,(X) be the unique monic polynomial £ [CIFb[x] of least degree such that
f(o)b = 0; we have Ord,(X)|x" —1. For each i []Q,s], let j;j be the largest power
of f; which divides Ordy(x). The type of b is defined to be (jo, J1,---,]Js)-

Theorem 5 ([18]tlﬁb [E}~ have type (o, j1.---.Js)-

(i) Then m(b) =—;=oJidi + ¢, wherec=11if jo =0,and c =0 if jo E 0.

(i) Thereare 75— a0(a"% —qUi=D%) elements of type (jo, j1, - --,js) in Fon.
Lemma @ asserts that condition (@) of Theorem [Ilcan be weakened.

Lemma 6 Let E/Fqn be an elliptic curve defined by the equation y2 + xy =
x3 +ax? +h where b CFln has type (Jo, j1,---,Js). In Theorem[, condition (@)
can be replaced by the following, weaker, condition:

nisodd, or2®=jo, orTrp (a)=0. (@)

Proof: Observe first that if n is even and m(b) = n, then b must be of type
(Ze,lﬁe) so that 2¢ = jo. Thus, (@) indeed implies @). Now, let f = (x —
1) -, fili%, where ¢ = 1if jo =0, and ¢ = 0 if jo 2 0. (This function has to
replace the function f incorrectly defined in the proof of Lemma 11 in [11].) Let
h = (x" — 1)/F. From the proof of Lemma 11 in [L1] it follows that Theorem
[@is true if TrK,FZ(a) =0or TrK,IFZ(a) + h(1) = 0. Thus, if TrK/]FZ(a) =1,
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Theorem [ is true if h(1) = 1. Since x" — 1 = (x" — 1)2° = (x — 1)%° . k-With
k) = 1, we have h(1) = 1 if and only if (x — 1)2° divides F. Since the latter is
true if and only if n is odd or 2° = jq, the lemma is established. O

There are 2N*1 — 2 isomorphism classes of elliptic curves over Fon with
representatives y2 + xy = x3 + b, y? + xy = x® + ax® + b, where b [Py’ and
a [Fbn is a fixed element with TrF2N /I, (@) = 1. The number I of isomorphism
classes of elliptic curves over F,n with a given magic number m relative to n
and satisfying (2) can be e [ciehtly computed using the following.

Lemma 7 Let n and m []1, n] be fixe Cij =@% —qUDdiforo<i<s
and 1 = j < h. Let Fo(z) = 2(z + i=1 co_jzj) if n is odd, and Fo(z) =
z+ ) Co,jz) + 2co 2" jf n is even, Fi(z) = 1 + jzlci,jzjdi forl<i<
s, and F(z) = Fo(z) =, Fi(z). Then the number of isomorphism classes of
elliptic curves over Fon with magic number m relative to n and satisfying (@) is
I =[z™]F (z) where [] denotes the coe [cieht operator.

Proof: Follows immediately from Theorem Bland Lemma [l O

4 Algorithms for the ECDLP and HCDLP

ECDLP. Let E/F,n be a cryptographically interesting elliptic curve, and let
r be the large prime divisor of #E(F,~). Then Pollard’s rho algorithm [22]
for solving the EQPLP in the subgroup of order r of E(F,n) has an expected
running time of ( 1r)/2 elliptic curve additions. Since E is cryptographically
interesting, r = 2N—1 (taking into account that there is always a cofactor at least
2). We henceforth use ( m2N—1)/2 to express the running time of Pollard’s rho
algorithm. Note that the algorithm can be e [edtively parallelimp (see [19]) so
that its expected running time on a network of S processors is ( m2N—1)/(2S).

HCDLP. Let C be a genus g hyperelliptic curve over kK = Fy. The HCDLP
is the following: given C, D; [Jk(k), r = ord(D31), and D, [1D,[Ifind the
integer A 10, r — 1] such that D, = AD;. We shall assume that r is prime. We
describe the Enge-Gaudry (EG) index-calculus algorithm [10,4] for the HCDLP.

A reduced divisor D = div(a,b) [Jc (k) is called a prime divisor if a is
irreducible over k. Each reduced divisor D = div(a,b) LIk (k) can be expressed

as a sum of prime divisors as follows: if a :ﬂ:‘ji_algz -+ aj* is the factorization of a

into monic irreducibles over k, then D = ;_, e;div(a;, b;) where b; = b mod a;
for all i [0, L]. Such a D is said to be t-smooth if max{dega;} <t.

In the Enge-Gaudry algorithm, a smoothness bound t is first chosen. Next,
the factor base {Pi1,P>,...,Pw} is constructed—for each prime divisor D =
div(a,b) of degree < t, exactly one of D and —D is included in the factor
base. Then, a random walk (& la Teske [24]) is performed in the set of re-
duced divisors equivalent to divisors of the form aD; + D, and the t-smooth
divisors encountered in this walk are stored—each t-smooth divisor yields a
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relation a;D; + BiD,; [CR; = j:eiijj. When w+5 dilerent relations have
been founw can find by linear algebra modulo r a It_}eﬁnjrivial linear com-
iatipn 2,7 vi(ein, iz, - .., 8iw) = (0,0, . 58)qThug—3, ViRi = 0, whence

Yi(@iD1 + BiD2) = 0 and logp, D> = —=( yiai)/( YiBi) modr.

The EG algorithm has a subexponential-time running time of O(exp(( 2 +
0(1)) logq9loglogq9)) bit operations for g/logq — oo. In [14], the following
non-asymptotic analysis of the running time for the relation gathering stage was
given. A good approximation fgr—thq number A; of prime divisors of degree |
in the factor base is Ay = 3(3 4 H(1/d)q?), where i is the Mabius function.

The factor base size w is therefore well approximated by F(t) = |—; Ai. By
[12 mm the number of t-smooth reduced divisors in Jc(K) is M(t) =
T (X1 ,:1(}?;: )A1), where [ ] denotes the coe [cieht operator. Under the

heuristic assumption that the proportion of t-smooth divisors in [ [is the
same as the proportion of t-smooth divisors in the full group Jc (k), the expected
number of random walk iterations before a t-smooth divisor is encountered is
E(t) = #Jc(K)/M(t). Finally, the expected number of random walk iterations
before F (t) + 5 relations are generated is T (t) = (F (t) + 5)E(t).

5 Analysis

For each composite N []160, 600], we determine and compare the running times
for solving the ECDLP in a (potentially) cryptographically interesting elliptic
curve over Fon using the GHS attack and Pollard’s rho method. We express
the running times for Pollard’s rho method and the GHS attack in terms of
elliptic curve operations and in terms of random walk iterations in the Jacobian,
respectively, as outlined in §4 In particular, we do not consider the dilerent
bit complexities of operations for elliptic and hyperelliptic curves since these are
expected to be roughly the same. Furthermore, we do not take into account the
time spent on mapping the ECDLP instance to a HCDLP instance, and the time
spent on the linear algebra stage of the Enge-Gaudry index-calculus algorithm.
For each composite N [[160, 600], Algorithm [@ determines the elliptic curve
parameters (in terms of n, m and g) such that (i) there should (cf. Remark [19)
exist a cryptographically interesting elliptic curve E over Fon with these pa-
rameters; and (ii) the GHS attack is more e Lcieht for solving the ECDLP in
E (F,~n) than for solving the ECDLP on any other cryptographically interesting
elliptic curve over Fon. For each such set of parameters (n,m,g), we list the
number 1 of isomorphism classes of elliptic curves over Fon that have magic
number m relative to n and satisfy (), the optimal smoothness bound t for the
Enge-Gaudry algorithm, and the resulting estimates for the factor base size F (t)
and the (minimized) running time T (t) in terms of random walk iterations.

Remark 8 (EG1 versus EG2) In Algorithm[g] two variants of the Enge-Gaudry
algorithm are considered. The first variant, denoted by EG1, only works with a
factor base whose size is upper bounded by 107 = 223, while the second variant,
denoted by EG2, does not assume any upper bound on the factor base size. Note
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that a factor base of size 107 is on the edge of what is considered feasible today
[15/16]. If A; = 2'"1 > 107 for some hyperelliptic curve of genus g over Fy,
then, in order to achieve a factor base size < 107, the Enge-Gaudry algorithm
can be modified by selecting the factor base to consist of only a proportion 1Dof
all prime divisors of degree 1 [1I]. However, the expected time to find a smooth
divisor will be increased by a factor of [¥] Therefore, we decided not to consider
this modification in our analysis. If the factor base size for EG2 is significantly
larger than 107, then the EG2 algorithm is not currently practical. Nevertheless,
we feel that listing the optimum times for EG2 is important because they will
become relevant should improvements be made in the future to algorithms for
solving sparse linear systems.

Algorithm 9 (Computing optimal (n,m,g,t,F,T))

InpuT: N, “EG1” or “EG2”.

OutpuT: Parameters n, m, g for which there may exist an elliptic curve that is
cryptographically interesting and whose ECDLP is most easily solved with the
GHS attack; optimal smoothness bound t; (estimated) factor base size F; and
(estimated) expected running time T in terms of random walk iterations.

1. For all divisors n =2 of N do the following:

(@) Set 1 ~N/nandq-2"

(b) { For EG1: The 107 bound on factor base size must be violated if A; =
2!=1 > 107. } Case EG1: If | = 25 then set T, — oo and go to step 1.

(c) Write n = nih where h = 2° and ny is odd.

(d) { Compute the degrees of the irreducible factors of x"* — 1 over F». }
Let the cyclotomic cosets of 2 modulo n; have sizes1 =dg<=d; - < ds.

(e) { Compute a lower bound m~on magic number m relative to n that
yields a large enough Jacobian (cf. Remark [10). }

For mF= 2,3, ..., n do the following:

i. Set g—2M~1 — 1. Compute By, B, as defined in §2
ii. If min{log%Bl, log, B2} = N — 3 then go to step 1(f).
iii. Set g—2™M 1. Compute By, B, as defined in §2
iv. If min{log, By, log, B2} = N — 3 then go to step 1(f).

(f) { Find the smallest admissible m relative to n (cf. Theorem (). }
Form=mYm+1,...,ndo thelfseiewing:

If m can be written in the form  ;_, diji with 0 < j; < h, jo =1, then:
{ Check that the su [cieht conditions of Lemmal[lZ (for every elliptic
curve over Fon having magic number m relative to n to be defined
over a proper subfield Fon of Fon for some p = 3) are violated. }

If nis a power of 2, set d — oo; else set d —dj.
If [m>dor m=2° or[d= oo and m > 2°] then go to step 1(g).

(@) If m> mUthen set g~2m~1 —1,

(h) { If the size of the Jacobian is not too large, i.e., if gl < 4096 (cf.
Remark [I4), then find the optimum smoothness bound t for the Enge-
Gaudry algorithm using the formulas at the end of §4 to estimate the
factor base size F (t), the expected running time E(t) to find a smooth
divisor with #Jc (Fy) = 29! and the expected running time T (t). }

If gl = 4097 then set T, — co. Else:
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i. Case EG1: Set S—{1<t=<120 : F(t) <10}
Case EG2: Set S ~{1,2,...,120}.
ii. Let t be the index in S which minimizes T (t).
iii. Setmpm, gn<g, th<t, Fn<F(tn), Th <« T(tn).
2. If T, = oo for all n, output “gl = 4097 for all n”. Else, let n be the index
for which Ty, is a minimum and output “(n, Mn, gn, th, Fn, Tn)”.

Remark 10 (explanation of the lower bound on log, B; and log, B, in step
1(e) of Algorithm Q) If we restrict our attention to cryptographically interesting
elliptic curves E over Fon with #E(F,n) = dr, where d [{2,4} and r is
prime, then r = #E(F,n)/4 = (N2 — 1)2/4 > 2N71/4 = 2N734 for N = 4.
Thus, if the hyperelliptic curve C over Fy generated by the GHS reduction has
genus g, then a necessary condition for Jc (Fy) to have a subgroup of order r is
min(B1, B2) = #Jc(Fq) =2N-3,

Remark 11 (explanation of step 1(f) of Algorithm [@) There are some (N, I, g)
parameters for which elliptic curves over Fon with parameters (1, g) do exist, but
none of which are cryptographically interesting. For example, if N = 160, the
ECDLP is most easily solved with the GHS attack if (n,I,m,g) = (8,20, 4,8).
Then, for the attack to work (cf. condition () in Lemmalg]), we need T, (@) =
0, i.e., without loss of generality, a = 0. Now, consider an elliptic curve E :
y? + xy = x3 + b over Fpeo that yields magic number m = 4 on performing the
GHS attack with n = 8. We have x" —1 = (x — 1)8, and hence (c —1)*h =0
where 0 : Foieo —» Faie0 is defined by a B a2, That is, b [TFbso, which implies
that #E (Fys0) divides #E (F,160). Hence E is not cryptographically interesting.
The next easiest instance of an ECDLP over Foi60 for which a cryptographically
interesting curve can exist is (n,1,m, g) = (20, 8, 6,31). Such a phenomenon al-
ways occurs when (n, m) = (8, 4) are the GHS parameters for which the ECDLP
is most easily solved, which is the case for N = 176,184,192 and many other N
divisible by 8. But also for N = 224 where (n, m) = (32, 6) would be best we find
that #E (F,s¢) must divide #E (F,224) for any elliptic curve with these parame-
ters. Another example is N = 304 where (n, m) = (16, 5) would be optimal—here
we find that #E (IF,304) must be divisible by #E (F1s2).

Lemma [IZ generalizes the observations made in Remark [I11

Lemma 12 Let E/Fqn be an elliptic curve defined by the equation y? + xy =
x3 + ax? + b, where b [Hyn has type (jo,j1,---,js). Suppose that (@) holds.
Let n = n12° where ny is odd. If n is a power of 2, then let d = oo; otherwise,
letd =d; =min{d; : 1 <1 < s}. Let m = m(b) be as in Theorem [0 Let
p = 21992 mj e the smallest power of 2 greater than or equal to m.

(i) f m=dand m < 2° then E is defined over Fqu and hence #E(Fgn) is
divisible by #E (Fgu).

(i) If m = d and m = 2% and n/p is odd, then E is (isomorphic to a curve)
defined over Fqu and hence #E (Fqn) is divisible by #E (Fqn).
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Proof:

(i) Assume that m < d and m < 2% Then b must have type (m,O0,...,0),
and n is even and 2° 8 jo. The former implies that b B = {b [Hyn -
(0 +1)M() = 0}\{b CFyn : (o +1)™(b) = 0}. Let m_ = p/2, i.e., the
largest power of 2 strictly less than m. Then B [ \[Fqm-. Since n is even
and 2° 8 jo, we require Tr,.,r_(a) = 0 for Lemma[@ to hold. Thus, without
loss of generality, a = 0. Thus, E is defined over Fqu but not over any proper
subfield of Fu.

(ii) Now assume that m = d and m = 2° and n/pu is odd. Then, as before,
b [CHgw \ Fgm-. Since m = 2°, both TrK/FZ(a) = 0,1 are possible. Now,

T, (c) = (n/U)TrIqu/]FZ (c) for all ¢ CF}u. Since n/p is odd, T, (c) =
TrIqu/]Fz (c), so that there exists ¢ [l such that Tr,F, (c) = 1. Therefore,
both for TrK/FZ(a) =0and TrK/]FZ(a) = 1 there exists a curve isomorphic
to E that is defined over Fqu but not over any proper subfield of Fqu. d

Corollary 13 If n is a power of 2 and n/4 < m < n/2, then E is defined over
Fyns2 and hence #E(Fqn) is divisible by #E (Fyn/2).

Remark 14 (restriction on gl in step 1(h) of Algorithm [@) For g = 4097 we
were unable to compute the expected running time of EG1/EG2 because of
computational limitations when computing Taylor series expansions needed to
evaluate M (t). We therefore ignore all instances (n, I, g) where gl = 4097. Notice
that in this case the Jacobian Jc (Fq) has size at least 24097 whence any (crypto-
graphically interesting) HCDLP instance in Jc (Fy) is infeasible using the known
index-calculus type algorithms. In particular, if | =1 and g = 4095, the smallest
running time for EG2 is with t = 120 and amounts to = 237 random walk
iterations, which is more than the expected number of elliptic curve operations
using Pollard’s rho method for N = 600.

The outputs of Algorithm@with composite N [T160, 600] as inputs are listed
in Appendix [Al In these tables, the entries for I, F, T, and p are the logarithms
(base 2, rounded to the nearest integer) of the number of isomorphism classes of
elliptic curves with magic number m relative to n and satisfying (@), the factor
base size, the expected number of random walk iterations in the Enge-Gaudry
algorithm, and the number of elliptic curve operations in Pollard’s rho method,
respectively. D1 and D2 denote the dilerences p — T (if positive) for EG1 and
EG2, respectively. If for some N data is given for EG2 but not for EG1, we are
in the situation that gl = 4097 for all divisors | < 24 of N (such as for N = 164
and 166). If for some N data is given for neither EG1 nor EG2, we are in the
situation that gl = 4097 for all I dividing N. The latter occurs for only 5 values
of N: 289, 323, 361, 493 and 551.

Remark 15 (further limitations of our analysis) Our analysis yields the same
running times whenever (g,l) are the same, independently of N (e.g., T = 53
when (g,1) = (15,13) for both N = 130 and N = 195—see Appendix [A).
This is because the running time of the Enge-Gaudry algorithm is computed
under the assumption that #Jc(Fy) = g9 = 29!, However, we only expect that
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#Jc (Fy) is divisible by the large prime that divides #E (Fq~). Hence if gl [CN)
it may well be the case that the Jacobian obtained from Weil descent is much
smaller in size than q9, which would then lead to a significantly smaller value
E(t) = #Jc(K)/M (1), and hence also to a significantly smaller running time
T(t). This observation is partjgularly meaningful where | = 1, in which case
the Hasse-Weil lower bound ( 2 — 1)29 < #Jc(F,) is trivial. For example, if
(1,9) = (1,255), we have T = 2% for EG1 and T = 2% for EG2, for N =
117,153,170,171, 187, 190, etc., 270, 273. Thus, caution must be exercised when
interpreting our data for those N where gl [N Nevertheless, if gl = N, our
running time estimates are precise.

Remark 16 (success of the GHS attack) There are some composite N [[160,
600] for which the GHS attack succeeds on some cryptographically interesting
elliptic curves over Fon. That is, Pollard’s rho algorithm is infeasible for solv-
ing the ECDLP on these curves, and the GHS attack is successful in reducing
instances of the ECDLP on these curves to instances of the HCDLP which are
solvable using known algorithms and existing computer technology. Examples of
such N are N = 161, 180, 186, 217, 248, 30d1.

Remark 17 (failure of the GHS attack) We can conclude that for those com-
posite N [J160, 600] for which no values are entered for EG1, the GHS attack
does not reduce the level of security o Lered—Pollard’s rho method is the faster
algorithm for all elliptic curves over F,n. In particular, this is true for N = 185,
which is of practical significance because a specific elliptic curve over Fpiss is
listed in the IETF standard [13] for key establishment. We emphasize that our
statements about the failure of the GHS attack for all elliptic curves over some
field Fon are under the assumption that the Enge-Gaudry algorithm is essen-
tially the best index-calculus algorithm for the HCDLP, and, in particular, that
the linear algebra stage is intractable if the factor base size is greater than 10°.

Remark 18 (e [eckiveness of the GHS attack) When D1 > 0 for some composite
N [J160, 600], the level of security o Lered by some cryptographically interesting
elliptic curves defined over Fon may be reduced due to the GHS attack. However,
note that our data corresponds to elliptic curves with least possible magic num-
bers and genera, and only a small proportion of elliptic curves yield this minimal
magic number. For example, if N = 161, then only = 2% out of = 2162 elliptic
curves over Fyie1 have magic number m = 4 relative to n = 7. Correspondingly,
for N = 165 the proportion of elliptic curves with magic number m =5 relative
to n = 15is only = 258 out of 2166, whereas for N = 162, the proportion of curves
having magic number m = 7 relative to n = 54 is even smaller, namely = 22!
out of 2163, Galbraith, Hess and Smart [8] presented an algorithm with expected

1 We have computed explicit ECDLP instances (i.e., the elliptic curve equations and
points) over these six fields and the HCDLP instances (i.e., the hyperelliptic curve
equations and divisors) they are mapped to under the GHS attack. These instances
have not been included here due to space constraints.
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average running time of O(q™/**5 for explicitly computing an isogeny between
two isogenous elliptic curve over Fgn. (Two elliptic curves E1/Fgn and Ex/Fgn
are said to be isogenous over Fyn if #E1(Fgn) = #E>(Fyn).) They observed
that this algorithm can be used to extend the e [edtiveness of the GHS attack.
Namely, given an ECDLP instance on some cryptographically interesting elliptic
curve E;/F,n, one can check if E; is isogenous to some elliptic curve Ex/Fon
which yields an easier HCDLP than E;, and then use an isogeny ¢ : E; - Ej
to map the ECDLP instance to an instance of the ECDLP in Ex(Fon). For ex-
ample, in the case N = 165, we can expect that roughly 235 out of 226 elliptic
curves over Fpies are isogenous to one of the = 258 elliptic curves over Fyues
having magic number m = 5 relative to n = 15. Note, however, that finding a
curve with m = 5 isogenous to a given elliptic curve over [F,1es (assuming that
such an isogenous curve exists) may be di Ccult as one essentially has to search
through the entire set of 258 curves.

Remark 19 (finding cryptographically interesting elliptic curves with given
(N, I, m) parameters) One can attempt to find a cryptographically interesting
elliptic curve with given (N, I, m) parameters as follows. First select arbitrary b
from the set B = {b [Fb~n : m(b) = m}; that the elements of B can be e [ciehtly
enumerated can be seen from Theorem [B(i). Next, compute H = #Ep(Fon)
where Ey : y2 + xy = x3 + b using Satoh’s algorithm [23)5], and test if either
H or 2N*1 + 2 — H (the order of the twist of Ey,) is almost a prime. Observe
that if b B, then b> [CB. Moreover, E, and E,. are isogenous over Fon.
Thus, if b B has already been tested, then one should not select b2’ for any
1=<1i=<N —1 Now, it is known that the order of a randomly selected elliptic
curve over Fon is roughly uniformly distributed over the even integers in the
Hasse interval [(2N/2 — 1)2, (2N/2 + 1)?]. Thus, if the set B has su [ciehtly large
cardinality (which can be determined from Lemma [, then we can expect to
quickly find an elliptic curve of almost prime order.

6 Conclusions

We analyzed the GHS Weil descent attack on the ECDLP for elliptic curves
defined over characteristic two finite fields Fon of composite extension degree
N []160,600]. For some such fields, there are cryptographically interesting
elliptic curves over Fon where the ECDLP succumbs to the GHS attack. For
other such fields o~ , our results demonstrate that there are no cryptographically
interesting elliptic curves over F,n for which the GHS attack yields an ECDLP
solver that is faster than Pollard’s rho method.

We stress that any statement we have made regarding the failure of the
GHS attack on some elliptic curves over some field F,n is dependent on the
assumption that the Enge-Gaudry algorithm cannot be significantly improved,
and, in particular, that the linear algebra stage is intractable if the factor base
size is greater than 107. Also, we stress that failure of the GHS attack does not
imply failure of the Weil descent methodology—there may be other useful curves
which lie on the Weil restriction Wg, that were not constructed by the GHS
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method. We thus hope that our work can serve as a stimulus for further work on
the Weil descent method, on subexponential-time index-calculus methods for the
HCDLP, and on algorithms for solving large systems of sparse linear equations.
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A Results of our Analysis

Table 1.
EG1 EG2
N n[ Ifm[ g] I[tfF] T[] p[D1 n[ Ifm][ g] I] t[ F[ T[ p[D2

160 20| 8| 6| 31| 48] 3[21] 52| 79] 27| 4] 40| 3 47120 1] 39 44] 79] 35
161 723 4 7| 94| 1]22| 34| 80| 46| 7| 23] 4 7] 94| 1| 22| 34| 80| 46
162|] 54| 3| 7| 63| 21| 9|23 42| 80| 38| 6| 27| 4 7109 1| 26| 38| 80| 42
64l —| = = =] =] =] = = =|[ 4] 41| 3 4123 1] 40| 45| 81| 36
165|] 15(11| 5| 15| 58| 2|20| 37| 82| 45| 15| 11| 5| 15| 58| 2| 20| 37| 82| 45
66| —| —| —| -] —| -] - - = = 2] 83| 2 2(167| 1| 82| 83| 82| -
168 7(24| 4 7| 98] 1]23| 35| 83| 48| 7| 24| 4 7] 98] 1| 23| 35| 83| 48
169([169| 1|13[4095| 14|28]23[1208| 84| —|[169| 1|13[4095| 14[120(113|307| 84| -
170([170| 1| 9| 255| 12|28]23| 53| 84| 31|[ 10| 17| 5| 15| 85| 2| 32| 49| 84| 35
171|171 1| 9| 255| 10|28]23| 53| 85| 32|[171| 1| 9| 255| 10| 35| 30| 51| 85| 34
172 = = = =] =] =] = = = 4] 43] 3 4129 1| 42| 47| 85| 38
74| = = = = = =] = T =1 =] 6| 29[ & 7117 1| 28] 40| 86| 46
175|] 35| 5| 7| 63| 36| 5|22| 65| 87| 22| 7| 25| 4 7[102] 1| 24| 36| 87| 51
176|| 8[22| 5| 16|110| 1|21| 65| 87| 22| 4| 44| 3 4132 1| 43| 48] 87| 39
177 = = = =] =] =] = - = =] 3] 59| 3 3[178] 1| 58| 61| 88| 27
178([178| 1[12[2047| 15|28]23] 529| 88| —|| 2| 89| 2 2[179] 1| 88| 89| 88| -
180(| 15(12| 5| 15| 63| 2|22| 39| 89| 50| 15| 12| 5| 15| 63| 2| 22| 39| 89| 50
182|| 14[13| 5| 15| 67| 1|12 52| 90| 38| 7| 26| 4 7106 1| 25| 37| 90| 53
183 - = = =] =] =] = = = 3] 61| 3 3[184] 1| 60| 63| 91| 28
184 8(23| 5| 16|115| 1|22| 66| 91| 25| 4| 46| 3 4[138| 1] 45| 50| 91| 41
185( - =| =| =] =] =] = I = =] 5] 37| 5| 15[186| 1| 36| 76| 92| 16
186|| 31| 6| 6| 31| 40| 4|21| 41| 92| 51| 31| 6| 6] 31| 40| 5| 27| 41| 92| 51
187([187| 1| 9| 255| 11|28]23| 53| 93| 40([187| 1| 9| 255| 11| 35| 30| 51| 93] 42
188 - = = =] =] =] = = = 4] 47| 3 4141 1| 46| 51| 93] 42
189(] 63| 3| 7| 63| 25| 9|23| 42| 94| 52| 7| 27| 4 7110 1| 26| 38| 94| 56
190([190| 1| 9| 255| 9|28[23| 53| 94| 41([190| 1| 9| 255| 9| 35| 30| 51| 94| 43
192(| 24| 8| 6| 31| 50| 3|21| 52| 95| 43| 6| 32| 4 7129 1| 31| 43| 95[ 52
94 = = = =] =] =] = T =1 = 2] 97| 2 2[195] 1| 96| 97| 96| -
195 15[13| 5| 15| 68| 1|12| 52| 97| 45| 15| 13| 5| 15| 68| 2| 24| 41| 97| 56
196 28| 7| 6| 31| 43| 3|18 49| 97| 48| 7| 28] 4 7114 1| 27| 39| 97| 58
198[198| 1| 9| 255| 9|28]23| 53| 98| 45| 6| 33| 4 71133 1| 32| 44| 98| 54
200][200] 1| 9| 255| 9(28[23| 53| 99| 46[[100| 2| 8| 127| 17| 17| 29| 51| 99| 48
201] =] = = =] = =] = = = 3] 67| 3 3[202] 1| 66| 69[100( 31
202([ = = =| =] =] =| = - = = 2]101] 2 2[203] 1[100([101[100| -
203] -] =] = =] = =] = = = 7] 29| 2 7118 1| 28| 40[101| 61
2041204 1| 9| 255| 12(28(23| 53[101| 48] 6| 34| 4 7[137| 1| 33| 45[101| 56
205] —| =] = =] = =] = —I = =] 5] 41| 5| 15[206| 1| 40| 80|102| 22
206] —| =] =| =] = =] = - = = 2]103] 2 2[207| 1[102[103[102] -
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Table 1. (continued)
EG1 EG2

N n[ Ifm[ g] T[] tfF] T[] p[D1 n[ I[m g 1] t[ F[ T[ p[D2
207(/207| 1| 9| 255| 10|28|23 53|103| 50207 1| 9| 255| 10| 35| 30| 51|103| 52
208(/208| 1(13[4095| 14|28|23(1208|103 - 4| 52| 3 41156 1| 51| 56|103| 47
209((209| 1(11(1023| 12|28|23| 232|104 —11209 11111023 | 12| 77| 71|124|104 -
210|| 30| 7| 6 31| 45| 3|18 491104 | 55 7| 30| 4 71122 1| 29| 41|104| 63
212 - - - - - -] - - - - 4| 53| 3 41159 1| 52| 57|105| 48
213 - - - - - -] - - - - 3| 71| 3 3(214 1| 70| 73|106| 33
214 o e — e e - - - 21107 | 2 2215 1|106|107|106 -
215 - - - - - -] - - - - 5| 43| 5 151|216 1| 42| 82|107| 25
2161((216| 1| 9| 255| 11|28|23 53|107| 54 6| 36| 4 71145 1| 35| 47|107| 60
217( 31| 7| 6 31| 46| 3|18 491108 | 59 7| 31| 4 71126 1| 30| 42|108| 66
218 - = = — - =] = - — — 21109 2 21219 1|108|109|108 -
219((219| 1(10| 511| 14|28|23| 105|109 4 3| 73| 3 3(220 1| 72| 75|109| 34
220|220 1| 9| 255 9(28|23 53(109| 56 (220 1| 9| 255 9| 35| 30| 51(109| 58
2211(221| 1| 9| 255| 11|28|23 53|110| 57||221 1| 9| 255| 11| 35| 30| 51|110| 59
222 e el - e el - - - 6| 37| 4 71149 1| 36| 48|110| 62
224|| 28| 8| 6 31| 49| 3|21 52|111| 59 7| 32| 4 71130 1| 31| 43|111| 68
2251((225| 1| 9| 255| 12|28|23 53|112| 59| 15| 15| 5 15| 78 2| 28| 45|112| 67
226 - = = — - =] = - — — 2(113| 2 2227 11112 (113|112 -
228|228 1| 9| 255 9(28|23 53(113| 60 6| 38| 4 71153 1| 37| 49|113| 64
230|230 1| 9| 255 9(28|23 53(114| 61(/230 1| 9| 255 9| 35| 30| 51(114| 63
2311((231| 1| 9| 255| 11|28|23 53|115| 62 7| 33| 4 71134 1| 32| 44|115| 71
232 - - - - - -] - - - - 4| 58| 3 41174 1| 57| 62|115| 53
2341(1234| 1| 9| 255 912823 53|116| 63 6| 39| 4 71157 1| 38| 50|116| 66
235 - - - - - - - - 5| 47| 5 151|236 1| 46| 86|117| 31
236 - - - - - -] - - - - 4| 59| 3 41177 1| 58| 63|117| 54
237 - - - - - -] - - - - 3| 79| 3 3(238 1| 78| 81|118| 37
238((238| 1| 9| 255| 10|28|23 53(118| 65 7| 34| 4 7(138 1| 33| 45|118| 73
240|| 30| 8| 6 31| 51| 3|21 52|119| 67| 15| 16| 5 15| 83 2| 30| 47(119| 72
242((242| 1(11(1023| 11|28|23| 232|120 - 21121 2 21243 1|{120|121|120 -
2431|(243| 1| 9| 255| 10|28|23 53|121| 68243 1| 9| 255| 10| 35| 30| 51|121| 70
244 - - - - e el - - — 4| 61| 3 41183 1| 60| 65|121| 56
245|| 49| 5| 7 63| 36| 5|22 65|122| 57 7| 35| 4 71142 1| 34| 46|122| 76
246 - - - - - -] - - - - 6| 41| 4 71165 1| 40| 52|122| 70
247|247 | 1(13|4095| 14|28|23|1208|123 —|| 247 1|13|4095| 14|120(113|307 (123 -
248|| 31| 8| 6 31| 52| 3|21 52|123| 71| 31 8| 6 31| 52 4| 29| 49|123| 74
249 o el — e e - - - 3| 83| 3 3250 1| 82| 85|124| 39
2501((250| 1| 9| 255 912823 53|124| 71250 1| 9| 255 9| 35| 30| 51|124| 73
2521((252| 1| 9| 255| 13|28|23 53125 72 7| 36| 4 71146 1| 35| 47|125| 78
253|253 | 1(11(1023| 12|28|23| 232|126 —1|1253 1111]1023| 12| 77| 71|124|126 2
254 (/254 1| 9| 255| 13|28|23 53(126| 73||127 2| 8| 127| 21| 17| 29| 51|126| 75
255((255( 1| 9| 255| 15|28|23 53(127| 74|l 15| 17| 5 15| 88 2| 32| 49|127| 78
2561((256| 1| 9| 255 812823 53|127| 741|256 1| 9| 255 8| 35| 30| 51|127| 76
258 - - - - - -] - - - - 6| 43| 4 71173 1| 42| 54|128| 74
259 - = - — e e - - - 7| 37| 4 71150 1| 36| 48|129| 81
2601(/260| 1| 9| 255 912823 53|129| 76260 1| 9| 255 9| 35| 30| 51|129| 78
2611((261| 1| 9| 255| 10|28|23 53|130| 77|/261 1| 9| 255| 10| 35| 30| 51|130| 79
262 - - - - -] - - - - 2(131| 2 2263 1/130(131|130 -
264 (| 264 9| 255| 10|28|23 53(131| 78(|132 2| 8| 127| 17| 17| 29| 51|131| 80
265 - - - - - - - - - 5| 53| 5 151|266 1| 52| 92|132| 40
266|| 14|19| 5 15| 97| 1|18 58|132| 74 7| 38| 4 7(154 1| 37| 49|132| 83
267(/267| 1|12|2047| 16|28|23| 529|133 - 3| 89| 3 3268 1| 88| 91|133| 42
268 - - - - - -] - - - - 4| 67| 3 41201 1| 66| 71|133| 62
2701(|270| 1| 9| 255| 12|28|23 53|134| 81| 15| 18| 5 15| 93 2| 34| 51(134| 83
272|272 1| 9| 255| 10|28|23 53(135| 82(272 1| 9| 255| 10| 35| 30| 51(135| 84
273|273 1| 9| 255| 11|28|23 53(136| 83 71 39| 4 71158 1| 38| 50|136| 86
274 - - - - - -] - - - - 2(137| 2 2275 1/136(137|136 -
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Table 1. (continued)
EG1 EG2

N n[ 1]m]J g I] t[F] T[] p[D1 n[ I[m g 1] t[ F[ T[ p[D2
275][275] 1]11[1023] 12[28]23] 232[137] -] 5| 55| 5| 15|276] 1| 54| 94[137| 43
276]|276] 1| 9| 256] 9(28[|23| 53(137| 84|[276| 1| 9| 256| 9| 35| 30| 51[137| 86
278l = = = =] = =] = T =T = 2]139[ 2 2(279| 1[138[139[138] -
279 31| 9| 6| 31| 58| 2|16| 67|139] 72| 31| 9| 6| 31| 58| 4| 33| 53|139| 86
280 14]20| 5| 15|102| 1|19] 59(139] 80| 7| 40| 4 7[162| 1| 39| 51[139| 88
282] = = = =] = =] = = = 6] 47| & 7[189] 1| 46| 58[140| 82
284 = = = =] = =] = = = 4] 71| 3 4213 1] 70| 75|141] 66
285]| 15[19| 5| 15| 98| 1|18| 58(142| 84| 15| 19| 5| 15| 98] 2| 36| 53|142| 89
286|286 1|11(1023] 11(28]23| 232(142| —|[286| 1[11]1023| 11| 77| 71|124[142| 18
2871 = =] =| =] = =] = T =1 = 7] 41] 4 71166| 1| 40| 52[143| o1
288 12]24] 5| 15|121| 1|23| 63[143] 80| 6| 48| 4 7(193| 1| 47| 59|143] 84
289 —| =] = =] = =] = T =1 =1 = == = = = = = =] =
290(290| 1[10| 511| 10(28]23] 105(144| 39| 10| 29| 5| 15(145| 1| 28| 68[144| 76
201 = = = =] = =] = = = 3] 97| 3 3[292] 1| 96| 99[145| 46
292([292] 1[10| 511| 13[28]23| 105(145| 40| 4| 73| 3 4219 1| 72| 77|145] 68
294 14]21] 5| 15[107| 1|20 60(146] 86| 7| 42| 4 7170 1| 41| 53[146| 93
295] = = = =] = =] = — =] =|[ 5| 59| 5| 15[296| 1| 58| 98147 49
206 —| = =| =] =] =| = T =1 = 4] 74| 3 4222 1| 73| 78|147] 69
297 27]11] 7| 63| 78| 2|20| 157(148| -|| 27| 11| 7| 63| 78| 5| 52| 95|148| 53
208 —| =] = =] = =] = - = = 2]149] 2 2[299| 1[148(149[148| -
299299 1[12(2047| 14(28]23] 529(149| —[[299| 1[12]2047| 14|114[107 189|149 -—
300|] 15[20| 5| 15[103| 1]|19| 59(149| 90| 15| 20| 5| 15(103| 2| 38| 55|149| 94
301 -] =] = =] = =] = = = 7] 43] & 7174 1| 42| 54[150| 96
302([ = = =| =] =] = = T = = 2[151] 2 2(303| 1[150[151[150] —
303 —| =] = -] - -] - - =] =] 3101 3 3[304| 1[100[103[151| 48
4] | =] = =] = =] = = = 4] 76| 3 4]228| 1| 75| 80|151] 71
305] —| =] = -=| = =] = - =] =] 5] 61| 5| 15[306| 1| 60[100|152| 52
306(/306| 1[10| 511| 13(28|23| 105(152| 47| 6| 51| 4 7[205] 1| 50| 62[152| 90
308 14[22] 5| 15|112| 1|21| 61[153] 92| 7| 44| 4 7[178] 1| 43| 55[153| 98
309] —| = = =] = =] = = = 3]103] 3 3[310| 1[102[105[154| 49
310|[ 62| 5| 7| 63| 39| 5|22| 65|154| 89| 31| 10| 6| 31| 64| 4| 37| 57|154| 97
312([312| 1[10| 511| 11|28[23| 105|155| 50| 6| 52| 4 7[209| 1| 51| 63[155| 92
4l = = = =] = =] = = = 2]157 2 2[315] 1[156(157[156| -
315|| 15|21] 5| 15|108| 1|20| 60(157| 97| 7| 45| 4 7[182] 1| 44| 56|157 101
316] —| =] = =] = =] = = = 4] 79| 3 4[237| 1| 78| 83|157| 74
a8l —| = = =] = =] = - = =] 6] 53] 4 7[213] 1| 52| 64[158| 94
319|319 1[11[1023] 12(28]23] 232(159| —|[319| 1[11]1023| 12| 77| 71|124[159| 35
320([320| 1[10| 511| 11|28(23] 105|159| 54| 10| 32| 5| 15|160| 1| 31| 71|159| 88
321 -] = = =] = =] = - =] =] 3107 3 3[322| 1[106]109]160| 51
322 14]23] 5| 15[117| 1|22| 62[160| 98] 7| 46| 4 7]186| 1| 45| 57|160(103
323 = = = =] = =] = T =1 =1 = == = = = = = =] =
3241]|108] 3| 8| 127| 26| 9|23 77|161| 84| 6| 54| 4 7[217] 1| 53| 65[161| 96
325]|325| 1[13[4095| 16(28]23]1208(162| —|| 5| 65| 5| 15|326| 1| 64|104|162| 58
326] —-| =] = =] = =] = - = = 2]163] 2 2(327| 1[162[163[162| -
27\ = = = =] =] = = T =1 =] 3109 3 3[328| 1[108[111]163] 52
328 —| = =| =] =] =] = — =] =|[ 8| 41| 5| 16]205| 1| 40| 84|163| 79
329] =] =] = =] = - = = 7] 47| 2 7[190| 1| 46| 58[164 106
330|| 15[22| 5| 15[113| 1|21| 61(164|103] 15| 22| 5| 15|113| 2| 42| 59|164 105
32] = =] = =] = =] = = =|[ 4| 83| 3 4[249| 1| 82| 87|165] 78
333 | = = =] = =] = = = 3]111] 3 3[334| 1[110(113[166| 53
34l = = = =] = =] = = = 2]167| 2 2(335] 1[166(167|166| -
33| | =] = -] - - - =] =] 5| 67| 5| 15|336| 1| 66|106|167| 61
336| 14|24] 5| 15|122| 1|23| 63|167|104] 7| 48[ 4 71194 1| 47| 59[167 108
3381[338] 1[13[4095| 13|28]23[1208[168| -| 2[169| 2 2[339] 1[168(169[168| -
339 = =] = =] = =] = = = 3]113] 3 3[340| 1[112[115[169| 54
340(|340| 1[10| 511| 12(28]23] 105(169| 64| 10| 34| 5| 15(170| 1| 33| 73[169| 96
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Table 1. (continued)
EG1 EG2

N n[ Ifm[ g] T[] tfF] T[] p[D1 n[ Ifm][ g] I] t[ F[ T[ p[D2
341 31|11| 6 31| 70| 2|20 71|170| 99| 31| 11| 6 31| 70 3| 30| 61({170|109
342|/342| 1|10| 511| 10|28|23| 105(170| 65 6| 57| 4 71229 1| 56| 68|170(102
3431 49| 7| 7 63| 50| 3(18| 103|171| 68 7| 49| 4 71198 1| 48| 60|171|111
344 - = = — - =] = - - - 8| 43| 5 161|215 1| 42| 86|171| 85
345( 15(23| 5 15(118| 1|22 62(172(110(| 15| 23| 5 15(118 2| 44| 61|172|111
346 - - - - - -] - - - - 2(173| 2 2347 11172 (173|172 -
348(/348| 1(10| 511| 10|28|23| 105(173| 68| 12| 29| 5 151|146 1| 28| 68|173(105
350(({350| 1(10| 511| 11|28|23| 105(174| 69 7| 50| 4 71202 1| 49| 61|174(113
3511([117| 3| 9| 255| 28| 9|23| 165(175| 10|/ 117 3| 9| 255| 28| 22| 61|103|175| 72
352352 1(11(1023| 12|28|23| 232|175 - 8| 44| 5 161|220 1| 43| 87|175| 88
354 - = - — e el - - - 6| 59| 4 71237 1| 58| 70|176 (106
355 - - - - - -] - - - - 5( 71| 5 15|356 1| 70(110|177| 67
356(|356| 1(12|2047| 15|28|23| 529|177 - 41 89| 3 41267 1| 88| 93|177| 84
357|[357| 1|10| 511| 13|28|23| 105(178| 73 7| 51| 4 71206 1| 50| 62178116
358 e el - e el - - - 21179 2 2359 1|178|179|178 -
360|| 15|24| 5 15(123| 1|23 63|179|116|| 15| 24| 5 15(123 2| 46| 63(179|116
361 - - - - - -] - - - - - - - - - - - - - -
362 - - - - - -] - - - - 21181 2 21363 1|/180|181|180 -
363|363 | 1(11(1023| 14|28|23| 232|181 - 3(121| 3 3(364 1/1120(123|181| 58
364(/364| 1(10| 511| 13|28|23| 105|181| 76 7| 52| 4 71210 1| 51| 63|181|118
365(/365| 1(10| 511| 14|28|23| 105(182| 77||365 1|10| 511| 14| 52| 46| 80|182|102
366 o el — e e - - - 6| 61| 4 71245 1| 60| 72|182(110
368(/368| 1(12(2047| 13|28|23| 529|183 - 8| 46| 5 161|230 1| 45| 89|183| 94
369 - = - — e el - - — 3|123| 3 3370 1|122|125|184| 59
370(|{370| 1|10| 511| 10|28|23| 105(184| 79|/ 10| 37| 5 15|185 1| 36| 76184 (108
371 - - - - - -] - - - - 7| 53| 4 7(214 1| 52| 64|185|121
372 31|12| 6 31| 76| 2|22 73(185(112(| 31| 12| 6 31| 76 3| 33| 64185121
374|/374| 1|10| 511| 11|28|23| 105(186| 81|/ 187 2| 9| 255| 20| 26| 47| 80|186|106
375||375| 1(11(1023| 13|28|23| 232|187 —1|| 15| 25| 5 151|128 1| 24| 64187123
376 - = - — e e - - - 8| 47| 5 161|235 1| 46| 90|187| 97
377|377 1(13|4095| 14|28|23|1208|188 —1|377 1|{13|4095| 14(120(113|307|188 -
378|126 3| 8| 127| 29| 9|23 77|188|111 7| 54| 4 71218 1| 53| 65188123
380(/380( 1(10| 511 9(28(23| 105|189 84| 10| 38| 5 15(190 1| 37| 77|189|112
381127 3| 8| 127| 29| 9|23 77(190(113 (127 3| 8| 127| 29| 14| 37| 66|190|124
382 o e — e e - - - 21191 2 21383 1{190|191|190 -
384(/384| 1(10| 511| 11|28|23| 105(191| 86| 12| 32| 5 15|161 1| 31| 71191120
385|| 35|11 7 63| 78| 2(20| 157|192| 35 7| 55| 4 71222 1| 54| 66192126
386 - - - - - -] - - - - 21193 2 21387 11192(193|192 -
387 - = - — e el - - - 3|1129( 3 3388 1128131193 | 62
388 - - - - - -] - - - - 4 97| 3 41291 1| 96(101|193| 92
390(/390( 1(10| 511| 13|28|23| 105(194| 89| 15| 26| 5 15(133 1| 25| 65|194|129
391((391| 1(12(2047| 14|28|23| 529|195 —1/391 1|{12|2047| 14(114(107|189|195 6
3921|| 56| 7| 7 63| 52| 3(18| 103|195| 92 7| 56| 4 71226 1| 55| 67|195(128
393 - = - — e e - - - 3|131| 3 3|394 1|{130|133|196| 63
394 - - - - — - - - 21197 2 2395 1|196|197|196 -
395 - - — e el - - - 5| 79| 5 151|396 1| 78|118|197| 79
396132 3| 8| 127| 25| 9|23 77(197(120((132 3| 8| 127| 25| 14| 37| 66|197|131
398 - - - - - -] - - - - 2(199| 2 2(399 1/198(199|198 -
399((399| 1|10| 511| 13|28|23| 105(199| 94 7| 57| 4 71230 1| 56| 68|199(131
400(|/400| 1(10| 511| 11|28(23| 105|199| 94| 10| 40| 5 151|200 1| 39| 79|199(120
402 - = - — e e - - - 6| 67| 4 71269 1| 66| 78|200(122
403|| 31|13| 6 31| 82| 1(12| 125|201 76| 31| 13| 6 31| 82 3| 36| 67(201|134
404 - = - — e el - - - 41101 3 41303 1|{100|105|201| 96
405|| 45| 9| 7 63| 66| 2|16| 153|202| 49| 15| 27| 5 15/138 1| 26| 66|202|136
406(/406| 1|10| 511| 11(28|23| 105|202| 97| 14| 29| 5 15147 1| 28| 68|202|134
407|407 | 1(11|1023| 12|28|23| 232|203 —1|| 407 1|11|1023| 12| 77| 71|124|203| 79
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Table 1. (continued)
EG1 EG2

N n[ Ifm[ g] T[] tfF] T[] p[D1 n[ I[m g 1] t[ F[ T[ p[D2
408|408 | 1(10| 511| 12|28(23| 105|203| 98| 12| 34| 5 15(171 1| 33| 73|203(130
410(||/410| 1(10| 511| 10|28(23| 105|204| 99| 10| 41| 5 151|205 1| 40| 80|204 (124
411 - - - - - -] - - - — 3137 3 31412 1|136|139|205| 66
412 e - e el - - - 41103 3 41309 1|102|107|205| 98
413 - - - - - -] - - - - 7| 59| 4 71238 1| 58| 70|206|136
4141/414| 1|10| 511| 10(28|23| 105|206|101 6| 69| 4 7277 1| 68| 80|206|126
415 - - - - - -] - - - - 5| 83| 5 151|416 1| 82|122|207| 85
416||416| 1[13|4095| 14|28|23|1208|207 - 8| 52| 5 16| 260 1| 51| 95|207 (112
417 - = - — e e - - - 3|139| 3 31418 1|138|141|208| 67
4181(/418| 1(11(1023| 11(28|23| 232|208 —|1418 11111023 | 11| 77| 71|124|208| 84
420|| 60| 7| 7 63| 52| 3(18| 103|209|106| 15| 28| 5 151|143 1| 27| 67)|209 (142
422 - - - - - -] - - - - 2(211| 2 2423 1/210(211|210 -
423 - - - - - -] - - - - 3(141| 3 3(424 1|140|143|211| 68
424 - - - - - -] - - - - 8| 53| 5 16 | 265 1| 52| 96|211(115
425|| 85| 5| 9| 255| 49| 5|22| 315|212 - 5| 85| 5 151|426 1| 84|124|212| 88
426 - = — - - - - - 6| 71| 4 71285 1| 70| 82|212(130
427 - - = — - =] - — — — 7| 61| 4 7246 1| 60| 72|213|141
428 - = = — - =] = - — — 4(107| 3 41321 1/1106(111|213|102
42911429 | 1|11(1023| 14(28|23| 232|214 — 429 11111023 | 14| 77| 71|124|214| 90
430(/430| 1|10| 511| 10(28|23| 105|214|109|/ 430 1|/10| 511| 10| 52| 46| 80|214|134
432||1432| 1(10| 511| 12|28(23| 105|215|110( 12| 36| 5 15|181 1| 35| 75|215(140
434\ 62| 7| 7 63| 53| 3(18| 103|216|113| 14| 31| 5 15157 1| 30| 70|216 (146
435||1435| 1(11|1023| 13|28|23| 232|217 —1|| 15| 29| 5 151|148 1| 28| 68|217 (149
436 - - - - - -] - - - - 4(109| 3 41327 1/108(113|217|104
437(|437| 1|12(2047| 14|28|23| 529|218 — 437 1112|2047| 14|114|107|189|218| 29
4381(/438| 1|10| 511| 13|28|23| 105|218|113|/438 1/10| 511| 13| 52| 46| 80(218|138
4401(/440| 1|10| 511| 10(28|23| 105|219|114|/ 220 2| 9| 255| 18| 26| 47| 80|219|139
441\ 63| 7| 7 63| 53| 3(18| 103|220|117|| 63 77 63| 53 6| 38| 72(220|148
442|1442| 1]10| 511| 11|28(23| 105|220|115(|221 2| 9| 255| 20| 26| 47| 80|220|140
44411444 | 1]10| 511| 10|28(23| 105|221|116| 12| 37| 5 151|186 1| 36| 76221145
44511445| 1]12(2047| 16|28|23| 529|222 — 5| 89| 5 15446 1| 88|128|222| 94
446 - = = — - =] = - — — 2(223| 2 2447 11222 223|222 -
447 - - - - - -] - - - - 3(149| 3 3(448 11148 |151|223| 72
4481/448| 1|10| 511| 13|28|23| 105|223|118|| 14| 32| 5 15|162 1| 31| 71|223|152
450(|/450| 1(10| 511| 13|28(23| 105|224|119| 15| 30| 5 15|153 1| 29| 69|224 (155
4511|1451 | 1(11|1023| 12|28|23| 232|225 —||451 1111|1023 12| 77| 71|124|225|101
452 - = - — e e - - - 41113 3 41339 1|112|117|225(108
453 - = - — e el - - — 3|151( 3 31454 1|150|153|226| 73
454 - = = — - =] = - — — 2227 2 2455 11226 |227|226 -
455(/455| 1(11(1023| 12(28|23| 232|227 - 7| 65| 4 71262 1| 64| 76|227|151
456(/456| 1|10| 511| 11(28|23| 105|227|122|| 12| 38| 5 15(191 1| 37| 77|227|150
458 o e — e e - - - 21229 2 2459 1|228|229|228 -
4591153 | 3| 9| 255| 31| 9(23| 165|229| 64153 3| 9| 255| 31| 22| 61|103|229|126
460(|460| 1|10| 511 9128(23| 105|229|124 (/230 2| 9| 255| 18| 26| 47| 80|229|149
462(/462| 1|10| 511| 13|28|23| 105|230|125|| 14| 33| 5 15|167 1| 32| 721230158
464 - = - — e el - - - 8| 58| 5 161|290 1| 57|101|231(130
465(/465| 1|10| 511| 15(28|23| 105|232|127|| 15| 31| 5 15/158 1| 30| 70|232|162
466 - - - - - -] - - - - 2(233| 2 2467 11232|233|232 -
468|468 | 1(10| 511| 11|28(23| 105|233|128| 12| 39| 5 151|196 1| 38| 78233155
469 o el — e e - - - 7| 67| 4 71270 1| 66| 78|234 (156
470(/470| 1|10| 511| 10|28(23| 105|234|129|/470 1|10| 511| 10| 52| 46| 80|234|154
471 - - - - - -] - - - — 3|157| 3 31472 1|156|159|235| 76
472 - = - — e el - - - 8| 59| 5 161|295 1| 58|102|235(133
473|473 | 1(11(1023| 12(28|23| 232|236 411473 11111023 | 12| 77| 71|124|236|112
474 - - - - - -] - - - - 6 79| 4 7317 1| 78| 90|236|146
475 - - - - - -] - - - - 5[ 95| 5 15476 1| 94|134|237(103




212 M. Maurer, A. Menezes, and E. Teske
Table 1. (continued)
EG1 EG2

N n[ Ifm[ g] T[] tfF] T[] p[D1 n[ I[m g 1] t[ F[ T[ p[D2
476||476| 1(10| 511| 13|28(23| 105|237 |132| 14| 34| 5 151|172 1| 33| 73|237|164
477 - = - — e e - - - 3|159( 3 31478 1|158|161|238| 77
478 - - = — - =] - — — — 2(239| 2 21479 1|238|239|238 -
480(/480| 1(10| 511| 13|28(23| 105|239|134| 15| 32| 5 15|163 1| 31| 71|239(168
481(/481| 1|13[4095| 14(28|23|1208]|240 —||481 1|13|4095| 14|120|113|307|240 -
482 - - - - - -] - - - - 2(241| 2 2483 1|240|241|240 -
4831|1483 | 1(10| 511| 13|28|23| 105|241|136 7| 69| 4 71278 1| 68| 80|241(161
4841|1484 | 1(11|1023| 11|28|23| 232|241 9484 1111|1023 11| 77| 71|124|241|117
485 — - — e e - - - 5| 97| 5 151|486 1| 96|136|242 (106
486 || 486 10| 511| 10|28|23| 105(242|137||243 2| 9| 255| 19| 26| 47| 80|242|162
488 - = - — e el - - - 8| 61| 5 16| 305 1| 60|104|243(139
489 - - - - - -] - - - - 3(163| 3 3(490 11162 |165|244| 79
490(/490| 1|10| 511| 11|28|23| 105|244|139|| 14| 35| 5 15177 1| 34| 74|244|170
4921/492| 1(10| 511| 10|28(23| 105|245|140( 12| 41| 5 151|206 1| 40| 80|245(165
493 - - - e el - - - - - = — - - - - - -
494 || 494 13|4095| 13|28|23(1208 (246 - 21247 2 21495 1|246|247|246 -
495|| 45|11| 7 63| 80| 2(20| 157|247| 90|l 15| 33| 5 15/168 1| 32| 72|247|175
496(/496| 1|10| 511| 12|28|23| 105|247|142|| 31| 16| 6 31(100 3| 45| 76247171
497 - - - - - - - - - 71 71| 4 71286 1| 70| 82|248|166
498 - - - - - -] - - - - 6| 83| 4 71333 1| 82| 94|248|154
500(|500| 1(10| 511 9|28(23| 105|249|144 250 2| 9| 255| 18| 26| 47| 80|249|169
501 o el — e e - - - 3|167| 3 3502 1|166|169|250( 81
502 - = - — e e - - - 21251 2 2503 1|250|251|250 -
504|/504| 1(10| 511| 15|28|23| 105(251|146| 14| 36| 5 15|182 1| 35| 75|251(176
505 - = - — e el - - - 5/101| 5 15|506 1|100|140| 252|112
506|506 | 1(11(1023| 11|28|23| 232|252| 20||506 11111023 | 11| 77| 71|124|252|128
507 (|507| 1(13|4095| 16|28|23|1208|253 - 3(169| 3 3(508 1/1168|171|253| 82
508(/508| 1(10| 511| 13|28|23| 105|253|148|| 127 4| 8| 127| 37| 13| 47| 80|253|173
510(|{510| 1|10| 511| 15|28|23| 105(254|149|| 15| 34| 5 15(173 1| 33| 73|254(181
511|{511| 1|10| 511| 17|28|23| 105|255|150 (/511 1|10| 511| 17| 52| 46| 80|255|175
512 - = - — e el - - — 8| 64| 5 161|320 1| 63|107|255(148
513|[171| 3| 9| 255| 28| 9|23| 165(256| 91||171 3| 9| 255| 28| 22| 61|103|256|153
514 - - - - - -] - - - - 2(257| 2 2515 1256|257 |256 -
515 - - - - - -] - - - - 5(103| 5 15|516 1|102|142|257|115
516(/516| 1|10| 511| 10|28|23| 105|257|152||516 1|10| 511| 10| 52| 46| 80|257|177
517|/517| 1|11|1023| 12|28|23| 232(258| 26517 1111|1023 12| 77| 71|124|258|134
518(/518| 1|10| 511| 11|28|23| 105(258|153|| 14| 37| 5 151|187 1| 36| 76258182
519 - - - - - -] - - - - 3173 3 3520 1|172|175|259| 84
520(/520| 1(10| 511| 10|28|23| 105|259|154 || 260 2| 9| 255| 18| 26| 47| 80|259|179
522((522| 1(10| 511| 10|28|23| 105|260|155||261 2| 9| 255| 19| 26| 47| 80|260|180
524 - - - - -] - - - - 41131 3 41393 1/130|135|261|126
525(/525| 1|10| 511| 14|28|23| 105(262|157|| 15| 35| 5 15(178 1| 34| 74|262(188
526 o el — e e - - - 21263 2 2527 1|262|263|262 -
527|| 31|17| 6 31|106| 1{16| 129|263|134| 31| 17| 6 31|106 3| 48| 79(263|184
528(/528| 1(10| 511| 11|28|23| 105|263|158 || 132 4| 8| 128| 33| 13| 47| 80(263|183
529|529 | 1(12(2047| 14|28|23| 529|264 —1/529 1112|2047 | 14|114|107|189(264| 75
530(|530| 1(10| 511| 10|28|23| 105|264 |159 || 530 1|/10| 511| 10| 52| 46| 80|264|184
531 - - - - - -] - - - - 3(177| 3 3(532 11176 |179|265| 86
532(/532| 1|10| 511| 13|28|23| 105(265|160|| 14| 38| 5 15(192 1| 37| 77|265(188
533|[533| 1|13[4095| 14|28|23|1208|266 —1/533 1|{13|4095| 14(120(113|307|266 -
534|/534| 1(12|2048| 15|28|23| 529|266 - 6| 89| 4 71357 1| 88|100|266 166
535 - = - — e el - - — 5/107| 5 15|536 1|106|146|267 121
536 - - - — e el - - - 8| 67| 5 161|335 1| 66|110|267 (157
537 - - - - - -] - - - - 3(179| 3 3(538 1|1178|181|268| 87
538 - - - - - -] - - - - 2(269| 2 2(539 1|268 269|268 -
539|| 49|11 7 63| 78| 2(20| 157|269|112 70 77| 4 71310 1| 76| 88|269 (181
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Table 1. (continued)
EG1 EG2

N n[ I[m g I] t[F] T[] p[D1 n[ I[m g 1] t[ F[ T[ p[D2
540|| 30|18| 6 31|111| 1{17| 130|269|139| 15| 36| 5 151|183 1| 35| 75|269(194
542 - = - — e e - - - 21271 2 21543 1|270|271|270 -
543 - = - — e el - - — 3|181| 3 3|544 1180183271 | 88
544 (/544 | 1(11(1023| 12|28|23| 232|271| 39 8| 68| 5 16| 340 1| 67|111|271|160
545 - - - - - -] - - - - 5(109| 5 15|546 1/1108|148|272|124
546|546 | 1(11(1023| 14|28|23| 232|272| 40| 14| 39| 5 15197 1| 38| 78|272|194
548 - - - - - -] - - - - 41137 3 41411 1|136(141|273(132
549 e el - e el - - - 3/183| 3 3550 1|182|185|274| 89
550([550| 1(11|1023| 11|28|23| 232(274| 42| 10| 55| 5 151|275 1| 54| 94|274(180
551 - - - - - -] - - - - - - - - - - - - - -
552 24|23| 6 31|140| 1(22| 135|275|140| 12| 46| 5 15|231 1| 45| 85|275(190
553 - - - - - -] - - - - 71 79| 4 71318 1| 78| 90|276|186
554 - - - - - -] - - - - 2277 2 2555 1|276 277|276 -
555||555| 1(11|1023| 13|28|23| 232(277| 45| 15| 37| 5 15|188 1| 36| 76|277 (201
556 - - - - - -] - - - - 41139 3 41417 1|138|143|277 (134
558|| 31|18| 6 31|112| 1{17| 130|278|148| 31| 18| 6 31112 3| 51| 82(278|196
559|/559| 1|13[4095| 14|28|23|1208|279 —1/559 1|{13|4095| 14(120(113|307|279 -
560|| 28|20| 6 31|121| 1(19| 132|279|147| 14| 40| 5 151|202 1| 39| 79279200
561187 3| 9| 255| 29| 9|23| 165|280|115||187 3| 9| 255| 29| 22| 61|103|280|177
562 - - - - - -] - - - - 2(281| 2 2563 1|280(281|280 -
564(/564| 1(11[1023| 10|28|23| 232(281| 49| 12| 47| 5 151|236 1| 46| 86|281(195
565 - - - - - -] - - - - 5/113| 5 151|566 1|112|152|282 (130
566 - = - — e e - - - 21283 2 2567 1|282|283|282 -
567|| 63| 9| 7 63| 67| 2(16| 153|283|130| 63 9| 7 63| 67 6| 50| 84(283|199
568 - = - — e el - - - 8| 71| 5 16|355 1| 70|114|283|169
570 30(19| 6 31(117| 1|18| 131|284|153| 15| 38| 5 15(193 1| 37| 77|284|207
572(|572| 1(11(1023| 11|28|23| 232|285| 53|/ 572 1111)1023| 11| 77| 71|124|285|161
573 o e — e e - - - 3|191| 3 3|574 1190193286 | 93
574|574 1(11|1023| 12|28|23| 232(286| 54| 14| 41| 5 151|207 1| 40| 80|286 (206
575||575| 1|12|2047| 14|28|23| 529|287 - 5|115( 5 15|576 1|114|154|287 (133
576 24|24| 6 31(146| 1|23| 136|287 |151| 12| 48| 5 15241 1| 47| 87|287|200
578 — — — e el - - - 21289 2 2579 1|288|289|288 -
579 - - - - - -] - - - - 3(193| 3 3(580 11192|195|289| 94
580(/580| 1(11(1023| 10|28|23| 232|289| 57| 10| 58| 5 15290 1| 57| 97|289|192
581 o e — e e - - - 7| 83| 4 71334 1| 82| 94|290(196
582 o el — e e - - - 6| 97| 4 71389 1| 96|108|290 182
583([583| 1(11(1023| 12|28|23| 232(291| 59|/ 583 1111|1023 12| 77| 71|124|291|167
584|/584| 1(11|1023| 13|28|23| 232(291| 59 8| 73| 5 16| 365 1| 72|116|291 (175
585((195| 3| 9| 255| 30| 9|23| 165(292|127|| 15| 39| 5 15|198 1| 38| 78292214
586 - - - - - -] - - - - 2(293| 2 2587 11292 (293|292 -
588( 28|21| 6 31(127| 1|/20| 133|293|160| 14| 42| 5 15212 1| 41| 81|293|212
589|| 31|19 6 31|118| 1(18| 131|294|163| 31| 19| 6 31|118 3| 54| 85(294|209
590 o el — e e - - —|| 10| 59| 5 151|295 1| 58| 98|294 (196
591 - = - — e e - - - 3|197| 3 31592 1196199295 96
592 - - - - - -] - - - - 8| 74| 5 161|370 1| 73|117|295(178
5941 54|11 7 63| 77| 2|20| 157|296|139| 54| 11| 7 63| 77 5| 52| 95(296|201
595((595| 1(11(1023| 12|28|23| 232|297| 65 7| 85| 4 71342 1| 84| 96|297|201
596 - - - - -] - - - - 41149 3 41447 1|148 153|297 |144
597 o e — e e - - - 3|199| 3 3598 1|198|201|298| 97
598(/598| 1(12(2047| 13|28|23| 529|298 —1/598 1112|2047 | 13(114(107|189|298|109
600|| 30|20| 6 31|123| 1(19| 132|299|167| 15| 40| 5 151|203 1| 39| 79|299 (220
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Abstract. Imai and Matsumoto introduced alternative algebraic meth-
ods for constructing public key cryptosystems. An obvious advantage of
theses public key cryptosystems is that the private side computations
can be made very e Lcieht with a simple hardware. Almost all of these
proposals and variants of them were broken. However, scheme “B” in [3]
is still unbroken. In this paper we show some statistical weaknesses of
this scheme. In particular, we show that trying to minimize the size of
the public key facilitates a cryptanalytic attack that enables the crypt-
analyst to decrypt, with high probability of success, a given ciphertext
by performing a very limited number of encryption operations using the
public encryption function.

Keywords: Public-key cryptosystems , cryptanalysis, Imai and Mat-
sumoto asymmetric cryptosystems

1 Introduction

Public key cryptosystems based on integer factorization and discrete log prob-
lem, such as RSA and ElGamal [7], need to perform a large amount of arithmetic
operations, so they are not very e [cieht compared to symmetric key cryptosys-
tems such as DES. Imai and Matsumoto [3] [6] and Matsumoto et. al. [5] intro-
duced alternative algebraic methods for constructing public key cryptosystems.
An obvious advantage of theses public key cryptosystems is that the private side
computations (decrypting and signing) can be made very e [cieht with a simple
hardware. Almost all of these proposals and variants of them were broken (see
[Z1, 12, [8], [9] [ZO] [11] [22]). However, as noted in [2], scheme “B” in [3], which
was originally proposed by Matsumoto et. al. in [5] is still unbroken. In this
paper we introduce a piecewise a [nelapproximation attack on this scheme and
show that it is insecure.

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 214222} 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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Fig. 1. The basic idea of Imai and Matsumoto Scheme B

2 Description of Scheme “B” in [3]

For a given block length n, the encryption function of Scheme “B” in [3] is
composed of
LiefoL; 1)

where L; and L, are two secret bijective linear mappings over GF (2)" and

I%l+ Dmod(2"—-1)+1,x80
_ (X+c—1mo - , X
f(X) - 07 X = 0, (2)
where c is a secret positive integer whose binary representation has small Ham-
ming weight, wt(c). The main reason to choose ¢ with a small Hamming weight
is to reduce the size of the public key [3]. The encryption of X is given by

Enc(x) = La(f(L1(x))).

The private key is Ly, L, and ¢. The public key is an AND-XOR array pattern for
the m-tuple of m-variate sparse polynomials over GF (2) representing the com-
posite function Enc(:). As mentioned above, small values for wt(c) is required
to reduce the public key size. This restriction is the basic motive for our attack.
The security of this scheme (see Figure [d)) relies on the fact that the transfor-
mations L1, L, and f operate on two di [erkent algebraic structures (GF (2)" and
the non-negative set of integers < 2") . Thus the Enc™1(:) is assumed to have
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a complex representation when considered as a mapping over only one of these
two structures. In other words, it is assumed that it is di Ccult to obtain any
simple algebraic description for the function Enc—*(-) given only the AND-XOR
array of the function Enc(-). The size of the public and secret key bits and the
complexity of the encryption and decryption operations are all O(n?).

3 Observations

Our attack is based on the following observation

Observation 1 For a small Hamming weight of c, the piecewise a [nelapprox-
imation of the function f in equation () has small number of a Cnelsegments
over GF (2)" compared to that of a randomly selected bijective mapping. More-
over, most of the points belong to a small number of segments, i.e., a small
number of segments is enough to achieve a good approximation accuracy.

Example 1. Let n = 8 and ¢ = 3 with Hamming weight 2. Then for x & 0,
the binary representation of f belong to one of the following piecewise a [nel
functions

li(x) =x Ldi

where d; [{B,5,7,13,15,29,31,61,63,125,127,252, 253, 255}. The number of
points on each segment is shown in Table[dl It is clear that the approximation
accuracy using the first two constants is about 50%. Using the first 8 constants
the accuracy increases to about 94%.

Table 1. The a [nelconstants for Example 1

c 5 3|7 |13|29]15|61|31|63|125| 252 | 253|127 | 255
No. of points | 64 | 63 |32 |32|16|16| 8 | 8 | 4 | 4 3 2 2 1

Example 2. Let n = 16 and ¢ = 1056 with Hamming weight 2, then more than
90% of the points corresponding to the binary representation of the function
belong to one of the following the a [nelsegments

li(x) = x [di
where
di [15456,2016, 3040, 31776, 3552, 7392, 1504,
15392, 3296, 7264, 1248, 3168, 7200, 1120, 3104, 1056}.

Table 2] shows the expected number of segments for n = 8, 10, 12. The average
number of segments for a randomly selected bijective mapping (obtained by our
experiments) is around 176,690 and 2778 for n = 8,10 and 12 respectively. In
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Table 2. Average Number of Segments in the piecewise approximation of

wt(c) | 1 2 3 4 5 6 7 8 9 |10|11 |12
n=8 | 9 19 28 | 31.63 28 19 9 1
n=10| 11| 27.33 | 47.5|64.43 | 71.06 | 6443 | 475 |2733| 11 | 1
n=12 | 13| 37 |73.4|114.4|147.17 | 159.72 | 147.17 | 1144 | 73.4 |37 | 13| 1

all of our experiments with small values of wt(c), there always exists an a [nel
relation satisfied by = 2("=) — 1 points.

Using Observation 1 the Encryption function (and consequently the decryp-
tion function) can be divided into M a [nelsegments Enc;(:), i = 1,2,---M
where Enc;(X) given by

Enci(x) = La(La(x) [di) = LoLai(x) [hi)

and b; = Lx(dj),i =1,2,---M. Thus for any specific Ly, Lo, ¢, the input (plain-
text) space can be partitioned into M sets such that the ciphertext Y of each
set is related to the plaintext X by an a [nelrelation

Y = AX [y

where A = L, o L1. The expected value of M is small for ¢ with small Hamming
weight.

Remark 1. Probabilistic interpolation attacks [4] based on Sudan’s algorithm
[13], which operates over GF (2™), cannot be used to recover these a [nekegments
since the a [nelfunction over GF (2)" will have a high degree when considered
as a function over GF (2") [14].

In the following, we will describe the basic step in the attack. We use a di Lerkntial-
like attack to group pairs that belong to the same segment. Figure 21 shows the
algorithm that enables us to do so. We pick random triples R;, R, and R3 and
test for the condition

Enc(R:) CEhc(R,) CEhc(R3) CEhe((Rs [(R: [R}))) = 0.

This condition is satisfied if R1,R2,R3 and R1 [CR? [RB are all on one a [nel
segment. Since there is no guarantee that Rs, (Rs [(R; [R})) will belong to
segment S; even if Ry and R, do, we repeat the test for di[erknt values of R3
(Trials in Figure2). We decide that R; and R, belong to the same segment if the
equation above is satisfied for a large number of times (T hreshold in Figure [2)).
To prevent the algorithm from accepting wrong pairs we may increase the value of
T rials and make the value of T hreshold very close to T rials. However, very large
values for Trials increases the number of plaintext-ciphertext pairs required to
break the algorithm. Throughout our experiments, we set T hreshold = Trials.
One can prove that the plaintext that belong to the same linear segment are
not linearly independent and hence the matrix A cannot be uniquely determined
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1. R1 = Random()

2. Rz = Random()

3. pass=0

4. 0« =R1 (R}

5. fori=1toi=Trials

6. {

7. Rz = Random()

8. R4 = R3 E&l

9. 3y = Enc(R1) [CENhc(R2) [CENhc(Rs) CENC(R4)

10. if (3y = 0) increment pass
1}
12 if(pass = Threshold) Declare R; and R, [—Same set

Fig. 2. The Basic Step in the Attack

by collecting plaintext-ciphertext pairs on one segment. In fact, our experiments
show that the matrix A cannot be uniquely determined by any reasonable num-
ber of queries to the encryption function. So our attack doesn’t try to find such
unigue solution for A.

4 The Attack
Let x1, X2 be on the same a [nelsegment S;. Then
Enc(xl) EEhC(Xg) = AXy EEIIE(Z Em: A(Xl IE)

which is independent of the segment they belong to and depends only on the
diCerence (X1 [xd). Our attack proceeds as follows:

1. Use the basic step in Figure [2 to pick any two plaintext points (X, x [3J)
that are on the same segment. Collect enough number of (3, dy) pairs for
linearly independent dy’s.

2. Solve for the matrix B that satisfy the linear relation

dx = B %39y

The coverage of the attack (i.e., the probability of being able to decrypt
a random ciphertext) increases exponentially with the number of pairs col-
lected in step 1. (Remark. Note that (L,L)™? is not the only valid solution
for B).

After determining this linear relation between dx’s and d,’s we can decrypt any
given ciphertext u as follows:

1. Pick random x and assume that it is on the same segment with Dec(u).
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2. Calculate
TrialDec(u) = x [BIx (u CEhc(X)) 3)

3. Using the public encryption function, verify if Enc(T rialDec(u)) = u.

If yes, then we have found Dec(u). If no, then pick a dilerknt x and repeat the
steps above.

Relation@]holds if x and Dec(u) belong to the same segment and this happens
with high probability because we have a small number of segments.

One should note that deriving an accurate theoretical estimate for the num-
ber of encryption operations required to achieve certain coverage is di Ccult
because the Enc(:) function doesn’t behave like a random function. Table B
and Table [ show the result of some of our experiments for wt(c) = 1,2 and
n = 16, 18, 20. The tables show the number of queries (to the public encryption
function) that are required to successfully decrypt more than 50% of a random
sample of 100 ciphertext. Increasing the coverage close to 99% requires a slight
increase in the number of collected pairs. For example, for n = 20, wt(c) = 1,
only a total of 866 and 900 encryption operations were required to increase the
coverage to 92% and 98% respectively. Let the fraction P denote the number
of chosen plaintext-ciphertext pairs required to achieve certain coverage. Then ,
our experimental results show that, on average and for a fixed small Hamming
weight of ¢, P/2" decreases dramatically with n.

Table 3. Experimental Results for wt(c) =1

n | Number of Encryption Operations | Coverage
16 813 56%
18 670 66%
20 630 64%

Table 4. Experimental Results for wt(c) = 2

n | Number of Encryption Operations | Coverage
16 2418 61%
18 2605 51%
20 3525 61%

5 Conclusion

For some selections of the algorithm parameter c, the encryption and decryption
operations in Scheme B proposed by Imai et. al. can be approximated by a piece-
wise a [nelfunction over GF (2)" with small number of a [nelsegments. Trying
to minimize the size of the public key by using a very small Hamming weight
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for the algorithm parameter ¢ reduces the number of theses a [nelsegments and
may compromise the security of the algorithm. It should be noted that avoiding
such selections for ¢, while may increase the size of the public key, makes the
algorithm totally secure against our attack and the security of this scheme still
remains an open problem.
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Appendix: A Detailed Example

221

In this section we give a detailed example for our attack on a toy version with
n = 20,C = 4096, wt(C) = 1. L; and L, are given by

1
10000111111101101000

D100001010101100111
100111010001001101
p001010000100000010
p000100011011001101
[0111010101000110011
1001101010100011101
0p011000001100010111
00101101101010101001

LT 1

1101110110101100010

)0011010011111121100

B |-

1000100110100011111

110111000001110011

D111000011110101000

D010110100010100010

111010010011001010

=Nl o -

1011010000111100111

010001010100010111

1111100100010100101

1100101000010000111

100010010111001111

= D] H

D101100010100100111

001011000100011001

D000101001000110111

1001000101111001001

010100011110100101

DI H D S

1111101000010100100

1111110000000110100

—

01110101111111000010

(T T T T T T O O [

respectively. By setting Threshold = Trials = 8 (See Figure[2) we were able to

collect the following 19 (3, dy) pairs:

(624503, 241984) (776771, 695001) (327753,131087) (55169, 514545)
(202272, 445310) (602355, 656872) (917362, 320210) (58440, 623796)
(974042, 35345) (715678, 214754) (383370, 531929) (204095, 609811)
(653178, 824812) 108979,97871) (174443, 861123) (469759, 1002664)
(741723, 572238) (671505, 841867) 928012, 475934)

by performing 1736 encryption operations. We chose 8x’s to be linearly inde-
pendent. Using the above pairs, we formed the following linear relation for any

points on the same segment:

5, = B3y,
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where B is given by

I

1

10611ty 1101001t 1100t 1t 100110t 100t
ZEOlE@lE@OlE@tZ 11011010t 111100210101t t2
[Thts11t; t; 1106lts 1106B1ts 1ty 111t Oty 1006 ts
] 1t t ot tn 0ty 10EI0t, 100t 1t ti t
[T | 11001t 1101 ts 1101t 01Es10011[fs11ts ts ts
Z];lou:@lll:@on; ts 1100110611 ts 111t 11001 1061 ts
[t/ 11011010 1001010010 1001 ty 1ty 0111011ty t7 t7
ZEOl@tg 0 ts tg 110dg] tg 111 00111g10 tg 1[Hg] tg
[ 1o 1t 1010101 11 1 to 1010101110ty 0 tg to to
Z]@ou:@l[@11[@1[@11[@1[@01[@110t10 0 1[4 tio tio
[ TOT,4 O 101 10004 1ty 1134 0 1 CEad tig 014011t 1 1009 10 tyg
; 0 1[Had tio 1 100d to 1 1005d 10054 0 tio 000 10[d 1 100d 100d t2
[ IO, Jd 1 1003 100:d 1 1[0Hd tis 1 1003 tis 1103001 t33 1 ti3 1003 tis
; 11004t 010134 1134 0 tya 103411004100 tig 0 tia t1a t14
[T Otis ts Otis 1MMd1ltis tis 0104 011tis O0tis 100d tis
Tﬁ 1100d 16t O tie 10Md 1 1114 tie 1104011 tye 0 tis tie tie
[ T4 1 1004 tiy 1 ti7 t17 01[MAt 01411010041t 100 t7
; 0 tis tis 1100d 1Hd 010Hd 1H3d 1 11H:d 1 0 0 tis 1 tis 1[fd tis
[ T 1 tio 1[1:d 0 1[dd tio 0 tio 1d1t 101 to 0 1[f1d tig tio
t20 0 tzo 1[d2d 0 1[Exd too 0 tzo 1002d 0 1002d 01 0 1[Hxd O 1LHd too t20
for any t; 0,1}, i = 1,2,---20. Using this relation and the pool of al-

ready encrypted 1736 plaintext-ciphertext pairs, we were able to decode correctly

99.946% of a random 100, 000 ciphertext.
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Abstract. This paper describes a secure Pay TV protocol based on
a public-key distributed encryption scheme that enables the Pay TV
broadcaster to robustly add or remove any subscriber without changing
private decryption keys of other subscribers. In other words, the up-
dating process is transparent to the subscribers. This feature exhibits
a distinct advantage over a symmetric key based system where all sub-
scribers share a single key and therefore it is impossible to dynamically
remove a subscriber from the system.

1 Introduction

A typical Pay TV system consists of a broadcaster and a number of subscribers.
The broadcaster broadcasts TV programs to its subscribers. When a Pay TV
program is transmitted through an optical fibre or a microwave network, the
protection of the program must be enforced against non-subscribers. This can
be done using a symmetric-key cryptographic algorithm. That is, the Pay TV
broadcaster and all its subscribers share a secret key that is used by the broad-
caster to encrypt the TV signal and is then used by subscribers to decrypt the
signal. The major disadvantage of such a scheme is that it is di [Ccult for the
broadcaster to stop an illegal user who has the secret key to receive Pay TV
programs, since the secret key is shared by all subscribers. Changing the secret
shared key requires updating all decoding boxes of subscribers. This is infeasible
and costly.

In this paper, we propose an asymmetric key based Pay TV system tackling
this problem. The proposed system meets the following criteria:

1. The broadcaster can arbitrarily add or remove a subscriber to or from the
system without changing the decryption keys of other subscribers.
2. Subscribers are required to have the minimum computational power.

The major task of constructing a public key broadcasting system is to find
an algorithm where a public key maps to several associated private keys. This
kind of mappings was first introduced by Desmedt[I]. Group signature[2J3/45]
and distributed encryption[6l7/] can be considered as examples of this kind of
mappings. Unfortunately, the existing distributed encryption schemes cannot be
used in a Pay TV system, due to the computational complexity. Moreover, in
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these schemes, the Pay TV broadcaster is not able to remove a subscriber from
the system without the involvement of all other subscribers.

The proposed scheme in this paper is a variant of [6], but it has some signif-
icant breakthrough in the revocation of decryption keys used to a secure broad-
casting service and in computational e Cciehcy. The major computation in the
system is shifted from its subscribers to the broadcaster and can be done in
the setup phase; therefore the actual encryption and decryption computational
complexity is thus minimised.

The rest of this paper is arranged as follows. Section 2 describe the basic
model. Section 3 gives the preliminary knowledge required for the new scheme,
where we will review the basic algorithm to be used in our system. Section 4
introduces the system setup. Section 5 describes the secure Pay TV protocol.
Section 6 shows how to update the system by adding or removing a subscriber.
The last section is our concluding remarks.

2 Model

A typical Pay TV system consists of a broadcaster and a number of subscribers.
The broadcaster broadcasts TV programs to its subscribers through a secure
channel.

Let us consider the situation that the secure transmission of Pay TV signals
is based on the public-key distributed encryption[6]. A distributed encryption
system consists of a manager and several users who form a group managed by the
manager. The group manager has two major tasks: constructing a unique group
public key and doing revocation. In the group, all group members or users have
a private decryption key that can be used for decryption. The group possesses a
unique public key or a group public key that maps to all private keys owned by
its members. A message encrypted using the group public key can be decrypted
using any one of these private keys.

The broadcaster in our Pay TV system acts as a group manager who uses
the group public key or the encryption key to encrypt TV signals that are then
transmitted to its subscribers or members who respectively possess a private key
or decryption key that can be used to decrypt the TV signals.

Our system dilerk from a normal distributed encryption system in that it
allows the Pay TV broadcaster to remove or add a decryption key from or to
the public key such that it is easy for the broadcaster to perform the basic man-
agement over the system without any involvement of subscribers. The di Lerknce
also lies in the fact that our scheme has very low computational complexity.

3  Preliminaries

In this section, we describe the distributed encryption algorithm, a variant of
that proposed in Ref. [g].

The security of this system relies on di Cculty of computing discrete loga-
rithm. The protocols are based on a polynomial function and a set of exponen-
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tials. Let p be a large prime, Zp‘%e a multiplicative group of order q for q|p — 1,
and g I:ZLDbe a generator. Let x; [rZq for i =0,1,2...,n be a set of integers.
The polynomial function of order n is constructed as follows.

 — 1
f)= (x=—x)= ax' (modg),

i=1 i=0
Wh‘ifiﬁi} are coe [ciehts: ag = jizl(—xj), a; = i:; 1 igi i (=% 0 8n—2
= igj (—Xi)(—Xj), an—1 = j=1(—Xj), an = 1. Itis noted that ;_, aixJ! =0.

This property is important for us to construct the distributed encryption system.

Having the set {aj}, we can then construct the corresponding exponential
functions, {g#°,9%,---,0%} = {00, 01, -, 9n}- All elements are computed un-
der modulolﬁor convenience, we will omit modulo p in the rest of this paper.
Note that [, g =

Now we are ready to construct an asymmetric-key system where the encryp-
tion key is the tuple {go, 91, ,0n} mapping to n decryption keys {xi}. The
encryption key should not be made public; otherwise it needs some additional
algorithm to make it secure[6]. Actually, in a Pay TV system, the encryption
key is never made public.

Let H be a strong one-way hash function and M be the message to be sent
to a recipient by the sender who possesses the encryption key,. The idea of this
protocol is for the sender to encrypt a message M using the encryption key and
produce the corresponding ciphertext that can be decrypted by any one who has
a private key, xj [(X1,X2, -+, Xn}

To encrypt a message M, the sender picks a random number k" [r1Z,
computes k = H(m) and encrypts M using the encryption key to obtain the
ciphertext ¢ — (c1,¢2), where ¢; — (gK'gX,g%),i=1,---,n, and c, = Mgk ¢
is sent to recipients.

Since all recipients have their private decryption keys, they can obtain M by
decrypting the ciphertext c,. The process is as follows. For recipient j,

[ |1——k'x'i'l (] Lk‘x'] (] i
de-g€es g =g g ' =g~ T?i@{lxj
i=1 i=0 i=0
- gk'—ékz?zoaix} - gkL"
. Lol i
The last equality holds because  _,aixj = 0. The message can be recovered

by computing M = c,/d.

This scheme is not suitable for a Pay TV system, because the recipients share
considerable computational overhead in order to decrypt a message, especially
when the size of the recipient group is large. However, the properties of the
polynomial function given here are useful for our new protocols.
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4 System Setup

The broadcaster needs to prepare the encryption key and all decryption keys for
its subscribers. It is assumed that the broadcaster has su [cieht computational
power, whereas its subscribers have very limited computational power.

We assume that the system has the upper limit, n, for the maximum number
of subscribers. The actual number of subscribers is m for 0 < m < n. The
diLerknce between n and m will be used for adding new subscribers to the
system.

The construction of the encryption key and decryption keys follows the steps
below:

— Select n distinct random numbers x; [r¥q for i =1,2,.--,n, which form a

set X, and a sult_Jig_ll .

— Compute A = j=1( i=0 g:(j). We will see later that the broadcaster needs
only to compute A once.

— Select an integer b [r1Zq and compute its multiplicative inverse b= such
that bb™ = 1modq

— Compute Xj = b1 I_z"Tle modgq, for j =1,2,---,n.

— Compute X; = ijj’ mod g, where s = s;S,---Sp, and sijsimodq = 1, S [
Zq, i.e., the multiplicative inverse is itself. It is easy to see that it can be
realised by simply setting q = s;(si — 1)/k for an integer k such that q + 1
is still a prime. The solutions of s; can be found if 1 + 4kq = X? where X
is an odd number. It is not di Ccult to see that there are infinite solutions
when we let k be k(1 + k'q) for an integer k"

These values satisfy the equality:
ASng)_(j gS)’Zj — 1, [:j:":{l, 21 . n}

A is kept by the broadcaster and will be used as the encryption key for
broadcasting Pay TV signals. Since the encryption key is not public, there is no
need for us to protect it against any illegal modification.

Xj and X; are given to subscriber j as its secret decryption key during the pro-
cess of its registration. The private decryption key doublet, (X;j, X;), is embedded
in a tamper proof box in the Pay TV decoding device for subscriber j, because
there is no need for the subscriber to know it. This assumption seems necessary,
otherwise it would be possible to illegally forge a decoding device. However, we
assume that subscribers know their decryption keys and the algorithm meets the
condition that it is secure against any collusion attacks. This assumption makes
our scheme to have better applicability in other secure broadcasting services.

5 Broadcasting Protocol

The unique encryption key A is used for the encryption of Pay TV signals.
Any subscriber who has a legitimate private decryption key can decrypt them.
Assuming that M is the TV signal to be transmitted, the broadcasting protocol
is given as follows:
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Select an integer k [rZq.

Compute g = g5 and § = gstx.

Compute the ciphertext ¢ = MASK,

Broadcast the triplet (g, §, c) to all subscribers.

To decrypt it, the subscriber j computes
g% = M.

Remark 1: In consideration of further e [ciehcy, the system should be made
hybrid, e.g., the broadcaster encrypts the a symmetric session key using the
encryption key and then uses the session key to encrypt the Pay TV signals. That
is, the symmetric key system is used for secure transmission of Pay TV signals
and the public key system is used for secure transmission of the secret session
key only. The subscribers obtain the session key using their private decryption
keys and decrypt the Pay TV signals using the session key.

The completeness of this protocol is obvious:

Lemma 1. For a given ciphertext c, if the broadcaster follows the correct en-
cryption procedure, any registered subscriber can correctly decrypt the ciphertext
to obtain M.

Proof: Obvious. This is based on the following: when a registered subscriber
J decrypts the signals, he does not change the value of s, i.e. ss; = smodg.
Therefore, in the decryption, he can remove the A from c,.

c§IgN = MASK(gSPR)P ™ Eilaimi X7 (gsk)si

— MASk(gSk)Z?:l X7 = M ll:(lﬂg;;_)lz M
j=1i=0

e =1 -

The soundness of the protocol is twofold. The basic security of the system
is based on the trustworthiness of the broadcaster. This makes sense, since in
practice the broadcaster should have the ultimate control over the system. On
the other hand, it is also quite clear that any party who has not registered with
the system cannot decrypt the Pay TV signal. Finding a correct decryption key
is equivalent to computing discrete logarithm, which is infeasible in a polynomial
time frame. We can actually see that this encryption scheme is a variant of El-
Gamal’s encryption scheme[8]. The only di[erence is that the public encryption
key A is constructed di[erently.

The last equality is based on

6 Update Protocols

The broadcaster has the complete control over who can decode the TV program.
In other words, the broadcaster can remove or add any subscriber when needed.
We now present two schemes to show that this updating process does not require
any cooperation of the subscribers.
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6.1 Removing a Subscriber — Scheme 1
To remove a subscriber y from the list or X, from X, the broadcaster needs to

— Recompute A:

Dfl_—x_g_l
A= C o).
j=1jsy i=0

— Compute a new parameter d = g=%v.

To broadcast a TV signal, the broadcaster now needs to compute the cipher-
text in terms of B
CD= MA@ dS@,

where s"= i:; 1,izy Si mod g. The broadcasted token consists of (g, g, cY, where
g= gs'-R and § = gsLHk.
To decrypt it, the subscriber j computes
cgighi = M.
The completeness of this protocol is given in the lemma below.

Lemma 2. A registered subscriber can decrypt the PayTV signals using his se-
cret key.

Proof: Obvious. This is based on the following: when a registered subscriber
j decrypts the signals, he does not change the value of st i.e. s'$; = stmodg.
Therefore, in the decryption, he can remove the A from c,.

C%ij gﬂ‘(j — MAks‘—asLR(gs'-Hk)b71 e XT (gs'-R)ijJf‘

 —

= MAKS (g5 ®)Zitnisy X = M ( g)=M
j=1,j8y i=0
The |aSt equality is due to j:l,jEcv( i=0 g:(JI) = l I:I

The soundness of the protocol is shown in the following lemma.

Lemma 3. After a subscriber has been removed from the system, he can not
decrypt the PayTV signal using his secret decryption key doublet (xy, Xy).

Proof: This is also obvious. It is based on: sY”& s's, modq for the removed
subscriber vy. 1

We have assumed that the secret decryption keys of all subscribers have been
embedded in a tamper-resistant decoding box that should not be seen by the
subscribers. However, let us consider the case where the subscribers including
the one who has been just removed from the system know about their secret
decryption keys. In the following lemma we show that the updating protocol is
still sound against collusion attacks.
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Lemma 4. The broadcasting protocol is secure against collusion attacks of the
subscribers.

Proof: It is clear that if a subscriber i finds the value of b~x{", he can then
decrypt the Pay TV signal easily. We first examine whether or not several sub-
scribers can compute b=1x!', based on their secret keys. Assume there are two
subscribers, i and j and they have private key doublets (Xj,X;) and (Xj,X;)
respectively. By subtracting X; from Xj, we have X; — X; = b™1(x! — X If
there is another subscriber k who is also involved in the computation, we then
have an additional equation X; — Xk = b~1(x" — x{). Any additional subscriber
has to introduce a new unknown variable to the computation. Also recall that
Xj = sjXj'modq and sj & s 8 sk. Therefore, this kind of collusion attack is not
feasible. 1

Remark 2: The broadcaster does not need to recompute A if all the data in the
setup phase have been stored. Only thing needed is to remove the part related
to the subscriber y from A.

6.2 Removing a Subscriber — Scheme 2

This scheme is much simpler than the first scheme. The broadcaster does not
need to reconstruct the encryption key A. Instead, the broadcaster just recom-
putes s such that the sﬂ—ﬁtiﬁ the subscriber to be removed is moved from the
computation, i.e., s =, ;= Si. Under this scheme, the broadcasting proto-
col given in Section 5 can still be used without any modification. The removed
subscriber cannot decrypt the Pay TV signal since sys & smod(, while other
subscribers can still decrypt the Pay TV signals as usual.

6.3 Adding a Subscriber
There are two ways for the broadcaster to add a new subscriber to the system.

1. The first approach makes use of an element in the spare set X, —Xm. Recall
that we have assumed that the actual number of subscribers is less than n,
i.e., m < nor X, [X,. To add a new subscriber, the broadcaster just
simply moves one unused element from X, — X, to X,. For convenience, we
still denote by Xy, the new set. Suppose that the new subscriber is denoted
by subindex [and is given X—and X—as his decryption key doublet stored in
his decoding box.

2. The second approach reuses Xy, after X, [ X, has been removed from the
system. Once xy has been removed from the system, the corresponding party
y is no longer able to decrypt Pay TV programs. However, because X, still
exists in X, it is perfectly legal for the broadcaster to reuse it, provided that
the removed subscriber y cannot gain anything from it. The algorithm for the
broadcaster to reuse xy is actually very simple, namely for a new subscriber
r the broadcaster needs only to generate a new “s,” and compute a new
“s” by replacing s, with s, i.e., s = 81S3---Sr---sn. The new decryption
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key is then constructed in the same manner: X, = b™* ;@r Xy modq and
Xy = s¢xP'modq. The encryption protocol in Section 5 still stands. The
soundness of this scheme is based on the following: sX, = ssyxI' = sx{! modq
and sk, = ssyxy 8 sx{ modg.

7 Concluding Remarks

We have proposed a new scheme for a public-key based broadcasting system,
where the broadcaster can easily add or remove any subscriber when needed.
More importantly, the updating process is transparent to subscribers, since they
are not involved in the update computation. This provides an elegant solution to
the revocation problem in secure broadcasting service. It is clear that our scheme
has a distinct advantage over a symmetric-key based method. In a symmetric key
based system, all the subscribers share the same secret key in order to decrypt
the Pay TV signals. This provides opportunities for forging Pay TV decoding
boxes. This also makes it di [Ccult for the broadcaster to exclude anyone from
receiving the Pay TV signals (say if a member does not pay his subscription).
On the other hand, our algorithm is designed in such a way that the sub-
scribers have limited computational power, while most computations are done
on the side of the broadcaster. From the broadcaster point of view the major
computation involves the calculation of the encryption key A. It is noted that
such computation can be done prior to broadcasting and is done once only. The
encryption process involves only three exponentials. On the subscriber’s side,
the decryption needs only two exponential computations. Furthermore, with the
hybrid model such computations are for secure session key transmission only and
the real signal encryption/decryption is done under a symmetric key algorithm.
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Abstract. A secure threshold protocol for n players tolerating an ad-
versary structure A is feasible i Cohaxaralal < 3, wherec=2orc=3
depending on the adversary being eavesdropping (passive) or Byzantine
(active) respectively [1]. However, there are situations where the thresh-
old protocol I for n players tolerating an adversary structure A may not
be feasible but by letting each player P; to act for a number of similar
players, say wi, a new secure threshold protocol M Dignleia'ting A may be
devised. Note that the new protocol MPhas N = i—1 Wi players and
works with the same adversary structure A used in . The integer quan-
tities wi’s are called weights and we are interested in computing w;i’s so

that
1. ﬂDtolm A even if I'1 does not tolerate A.
2. N= ., wiis minimum.

Since the best known secure threshold protocol over N players has a
communication complexity of O(mN?2Ig|F|) bits [9], where m is the
number of multiplication gates in the arithmetic circuit, over the fi-
nite field F, that describes the functionality of the protocol, it is ev-
ident that the weights assigned to the players have a direct influence
on the complexity of the resulting secure weighted threshold protocol.
In this work, we focus on computing the optimum N. We show that
computing the optimum N is NP-Hard. Furthermore, we prove that the

above problem of Cq@'jtﬂ? thegptimum N is inapproximable within
Al ¢ _1

LLan =

(1—0Dln T' + N (c — 1), for any 3 0 (and hence in-
approximable within Q(Ig|A])), unless NP [CDIT IME(n'°¢'°9"), where
N Sis the optimum solution.

1 Motivating Example

Consider a set of five players P = {P1,P5,P3, P4,Ps} involved in a secure
distributed protocol wanting to tolerate the (passive) adversary structure A
given by

A={(1,2,3),(1,24),(,5),(2,5),(3,4)}

“he first author would like to thank Infosys Technologies Ltd., India for financial
support.
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From the results of [1], it is clear that A cannot be tolerated by any threshold
protocol. Nevertheless, the above adversary can be tolerated by a threshold-
type protocol among nine players where players P;, P2, P3, P4 and Ps act for
one, one, two, two and three players respectively. This is indeed so because the
corruption of any one set in the adversary structure leads to the corruption of
at the most four out of the nine players which is toleﬁ'@lj. In this example,
nN=5w; =w,=1ws=ws=2,ws=3,c=2,N=;_,wj=09.

2 Basic Definitions and Model

2.1 Secure Multiparty Computation

Consider a fully connected synchronous network of n players (processors), P =
{P1,P>2,...,Pn}, who do not trust each other. Nevertheless they want to com-
pute some agreed function of their inputs in a secure way. Security here means
maintaining correctness of the output while keeping the players’ inputs as pri-
vate as possible, even if some of the players are faulty. This task can be easily
accomplished if there exists a trusted third party. But assuming the existence
of such a trusted third party is quite unrealistic. The goal of secure multiparty
computation is to transform a given protocol involving a trusted third party into
a protocol without need for the trusted third party, by simulating the trusted
third party among the n players.

The players’ distrust in each other and in the underlying network is usually
modeled via an adversary that has control over some of the players and commu-
nication channels. Many di[erent adversary models have been considered, each
modeling di Lerent problems, or addressing a di [erent setting. These approaches
can be classified according to a number of criteria that are briefly discussed be-
low. Adversaries are classified according to their computational resources (limited
(cryptographic) or unli mited (information theoretic)), their control over commu-
nication (secure, insecure, or unauthenticated channels), their control over cor-
rupted players (eavesdropping (passive), fail-stop, or Byzantine (active)), their
mobility (static, adaptive, or mobile) and their corruption capacity (threshold or
non-threshold). In the information theoretic model one can distinguish between
protocols with small (unconditional) or zero (perfect) failure probability.

In the information theoretic setting, [I] gave a perfect protocol for the gen-
eral secure multiparty computation problem in the synchronous secure channels
model without broadcast and proved tight bounds on the number of corrupted
players that can be tolerated.

Theorem 1 ([I]). For gvgfy;n = 2, there exist Boolean functions f such that
there is no synchronous % -secure protocol for n players that computes f. For
every n =3y there exist functions f such that no synchronous protocol for n

players Z -securely computes T, if Byzantine adversaries are allowed. ]
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2.2 The Adversary Model

In this section, we formally define the weighted threshold adversaries. We begin
with a brief look at the threshold adversaries.

Threshold Adversaries. A threshold adversary, A, is a probabilistic strategy,
that can corrupt up to t < n among the n players involved in the protocol. The
corruption may be either active or passive, by which we mean the following:

1. Passive Corruption: The adversary in this case behaves like an eavesdrop-
per; that is, the adversary can gather all the information present with the
corrupted players and can also perform any arbitrary computation on these
gathered data.

2. Active Corruption: The adversary here is also referred to as a Byzantine
adversary. They can do all what an eavesdropping adversary can and in
addition can also take complete control of the corrupted players and alter the
behaviour of the corrupted players in an arbitrary and coordinated fashion.

Tolerable Threshold AdversafiesIt is known that all the passive thresh-
1

old adversaries such that t < ™= can be tolerated. That is, it is possible
to construct multiparty computation protocols that are secure against such an
adversary. By a security against an adversary A, we mean, whatever A does in
the protocol, the same e [edt (on the output) could be achieved by an adversary
(may be dilerent from A but similar to it in costs) in the ideal protocol (that
assumes the existence of a trusted third party to whom all the inputs can be
sent and outputs received). For more formal and “correct” definitions of security,
we refer the readers tp{2,6110]. Similarly, in the case of active adversaries, we

; —1
require that t< o= .

Generalized Adversaries. In contrast to the threshold adversaries, [78] intro-
duced a more general adversary characterized by a monotone adversary structure
which is a set of subsets of the player set, wherein the adversary may corrupt the
players of one set in the structure. An adversary structure is said to satisfy the
Q© property if no ¢ sets in the adversary structure cover the full set of players.
It is proved that in the passive model, every function can be computed securely
with respect to a given adversary structure if and only if the adversary structure
satisfies the Q® property. Similarly, in the active model, a secure computation
of a function is possible if and only if the adversary structure satisfies the Q(®

property.

Weighted Threshold Adversaries. The weighted threshold adversaries are
somewhere in between the threshold and the generalized adversaries. These ad-
versaries are characterized by adversary structures that possess the following
addition property so that they are tolerable: for each player Pj, 1 < i < n, there
exists a non-negative weight wj, such he adversary structure is tolerated in
a threshold-type protocol with N = ;. 5\Wi players. Hereafter in the sequel,
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unless explicitly specified, we will use the term adversary structure to mean the
maximal basis].

In the weighted threshold adversary setting, one of the ways to improve the
complexity of the resulting secure protocol is to assign weights to each of the
players so that the adversary can be tolerated with the sum of the weights kept
at a minimum, since, a larger sum of weights calls for larger number of secret
shares (essentially of the same size) and hence an increase in the computation
and communication complexities.

3 The Optimal Player Weights Problem

In this section, we define the problem of assigning optimum weights to the players
in a secure multiparty protocol tolerating weighted threshold adversaries.

Definition 1 (Optimum Assignment of Player Weights(OAPW)). Given
the player set P = {P1,P,,...,Ps}, the adversary structure A [2¥, and a
constant c@ a valid assignment of player weights (if it existsy+4s—g function
—1 T(Pi)
f:P - Z* [0} such that for all sets z CA, , f(Pi) < —17—. A
valid assignment of player weights, f, is said to be an optimum assignment of
player weiqﬁ there does qﬂist any valid assignment of player weights, 5

such that oy if (Pi) < 15y o1 (Pi).
Definition 2 (Decision Version of the OAPW problem).

InsTANCE: A finite set P, a collection A of subsets of P, a constant c, and a
positive integer k.

QUESTION: Dowre exist a valid assignment of player vre'ihrs f:P - Z* [
{0} such that | 5; f(Pi) >ck and for all sets z CA, . f(Pi) =k?

From the (refer Definition[2) constraint that for all sets z CA] %sz (Pi)=k,
it is obvious that we can restrict the range of the function f to {0, ...,k}. We
denote an instance to the OAPW problem by the ordered list < P, A,c,k,r >,
where f : P - {0,...,r}, and the size of the solution to the above instance is
ck +1.

4 Hardness of the OAPW Problem

Definition 3 (Density Index Number of a Graph G). : Given a simple
undirected graph G = (V, E), the c-Density Index Number of G is defined as
— h ists VI V]|V ¥ = ck+1 such that there d —
. ere exists = ck+1 such that there does not
¢-DIN(G) =min  ck+1 xist a vertex u [V adjacent to = k+1 vertices in V"

1 Given the adversary structure A, the maximal basis Apasis = {z [A) OzHZ 2 A}.
2 Note that ¢ = 2 if the adversary is passive and ¢ = 3 if the adversary is active.
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Theorem 2. Given a simple undirected graph G = (V, E), the size of the min-
imum dominating set (MDs) of G is equal to 1-DIN(G°), where G€ is the com-
plement of G.

Proof: Let 1-DIN(G®) = k+1 and V Y [V1be the subset satisfying the property
as defined in Definition Blwith [V f = k + 1. From definition of 1-pDIN we see that
every vertex in V (and hence in V — V5 in G€ is not adjacent to at least one
vertex in V 2 This implies that in G, every vertex in V —V His adjacent to at least
one vertex in V 5 Hence, V "is a dominating set of G. If V "is not the minimum
dominating set, then let U be the minimum dominating set of G. Then, |U| <k
and any vertex u [Vl — U is adjacent to at least one vertex in U. Therefore in
G°€, any vertex u [V1—U is not adjacent to all the vertices in U. Also, since no
vertex in U can be adjacent to all the vertices in U (due to the fact that a vertex
cannot be adjacent to itself), the 1-DIN(G®)=k which is a contradiction. Thus,
the minimum constraint in the definition of 1-pIN implies that V "is indeed a
MDS of G. [ ]

The fact that computing the size of a MDs of a graph is NP -complete [5] and
Theorem [2] imply the following theorem.

Theorem 3. Given a simple undirected graph G = (V, E), computing 1-DIN(G)
is NP -complete.

Theorem 4. ¢c-DIN(G) for any fixed constant ¢, where G = (V, E) is a simple
undirected graph, is NP-Hard.

Proof: We reduce the problem 1-DIN(G) to the problem c-DIN(G). Given an
instance of the problem 1-DIN(G), construct G”= (V JEY containing ¢ copies
of G = (V,E); V"=V, [} V] such that i [V} is relabelled < i, j =>. Similarly,
E containing ¢ copies of E; EP= E; [} [IE} such that for every pair of vertices
(i,k) [CH;, is relabelled (< i,j >,< k,j >). Solve the c-DIN problem on G"
By the Pigeonhole principle we see that, there exists a solution to c—DIN(GH
if and only if there exists a solution to the problem 1-DIN(G). ]

Theorem 5. Problem OAPW is NP-Hard.

Proof: Given a simple undirected graph G = (V, E), we suggest the following
method for computing c-DIN(G). Without loss of generality let us assume that
the vertices of G are numbered { 1,...,n }, |[V| = n. Let the set P = V. Con-
struct the set A = {V4,...,Vnh}, such that, V; is a set containing all vertices adja-
cent to vertex i in G. Solve the problem OAPW with the sets P and A as defined
above. We now show that the function f does not exist for ck+1 < ¢c-DIN(G) —c.
Let us assume that f exists and let V" [_P1be the set of vertices that are as-
signed non-zero values by f.

Case 1: (VY=< k+1). From D@ion (of c-DIN), there exist an a Al such
that V 2 CalThis implies that —; f(i) > k, a contradiction.
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Case 2: (V1> k+1). Consider aV” [T |V”| = k+1. From Definigion Bl (of
c-DIN), there exist an a [CAlsuch that V™ alThis implies that —; F(i) >k,
a contradiction.

For ck + 1 = c¢-DIN(G)—c, consider any VY [P, [V} = ck + 1. Assign
f(i) < 1, OCwv%nd f(i) — 0, GW VY It is easy to see that f is a solution
to the OAPW problem. The same concept can be extended to show that for
ck+1 > c-DIN(G)—c there exist a function T satisfying the constraints specified
by the OAP W problem. Hence, given an algorithm for the OAP W problem that
takes O(g(n)) time, one can compute the c-DIN of a simple undirected graph G
in O(g(n) logn) time. Since ¢c-DIN(G) < n it is enough to consider ck + 1 < n.
The above discussion and Theorem @l imply the proof of this theorem. ]

5 An Approximate Algorithm for the OAPW Problem

In this section, we first reduce the OAPW (P, A, ¢, k, k) to OAPW (P, A, ¢, k, 1).
We then provide an (exponential) algorithm to solve the OAPW (P, A, c,k, 1)
exactly followed by a (polynomial) approximate algorithm for the same. Finally,
we design an approximate algorithm for OAPW (P, A, ¢, k, k) and analyse its
performance.

Theorem 6. A solution to OAPW in which ¥ : P - {0,1} implies a solution
to OAPW in which f: P - {0,...,k}.

Proof: Given an instance 1 = (P, A,c, k,g of OAPW, construct an instance
1P= (PYA, ¢ k,1) in which PUis k copiesd of P. Solving OAPW on 15 each
Pi would have been assigned at most k 1s (at most once in each copy of P).
Computing f(i) to be the number of 1s assigned to P; in Pt gives a solution for
the OAPW on 1. [

5.1 Solving OAPW (P, A, c,k,1)

Exact Solution Given the instance | = (P, A, ¢, k, 1) of the OAPW problem,
construct a bipartite graph G = (X,Y, Eg) with X =P, Y = A. Add (x,y) to
Eg if and only if x X, y Y], and x [Cyl(that is, the player x is present in
the set y). Now, the problem of OAPW (P, A, ¢, k, 1) stated graph theoretically
is to find ck + 1 vertices in X such that the degree of each vertex y [Yl in the
subgraph induced by these ck + 1 vertices union Y on G is < k.

Consider the bipartite graph H = (X, Y, En) where En = {(X,y)|x X,y [1
Y,(x,y) IHy}. The OAPW (P, A, c,k, 1) problem can now be rephrased as to
find ck + 1 vertices in X such that the degree of each vertex y [Y in the
subgraph induced by these ck + 1 vertices union Y on H is at least (c — 1)k + 1.

From the bipartite graph H = (X, Y, Ey), we construct the following instance
of a set multi-cover problem that solves the OAPW (P, A, ¢, k, 1) problem: Let

3 Since the search space of k is bounded by a polynomial in (JP| + |A|), the given
construction is feasible.
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Algorithm for OAPW (P, A, c,k,1)

1. Given the instance loapw = (P, A,c,k, 1) of the OAPW problem, construct the
instance Ismec = (U,F,(c — 1)k + 1,ck + 1) of the set multi-cover problem as
illustrated in Subsection B.1I.

2. Solve the instance Ismc using the approximate set multi-cover algorithm of [3],
which is a natural extension to the greedy approximate algorithm for the set cover
problem.

3. The solution to the instance Ismc (if it exists) gives rise to the set of vertices in
X (i.e. the set of players in P) that are to be given the weight 1. The rest of the
players are given the weight 0.

4. If the instance Ismc has no solution then the instance loapw has no solution as well.

Fig. 1. The Approximate Algorithm for OAPW (P, A, ¢, k, 1)

the set U = Y and the family of subsets of U be F = {Xj|i = 1,2,...,|X]|},
where X; denotes the set of all elements in Y that are adjacent to the it" element
in X in the bipartite graph H. The decision version of the OAPW (P, A, ¢, k, 1)
problem now reads as follows: Does there exist ck +1 or less number of sets from
F such that their union covers each element of U at least (c — 1)k + 1 times?

The above problem can be solved using the solution to the set multi-cover
problem which is as follows.

Definition 4 (Set Multi-Cover Problem).

INSTANCE: A set U, a family F of set of subsets of U, positive integers m and
k.

QUESTION: Does there exist < k sets from F such that they together cover each
element of U at least m times?

Thus, based on the (exponential) algorithm of finding the minimum set multi-
cover, we now have an (exponential) algorithm to solve the OAPW (P, A, ¢, k, 1)
problem.

Approximating OAPW (P, A, c,k,1). We proceed by “replacing” the expo-
nential algorithm of finding the minimum set multi-cover by its corresponding
approximate greedy algorithm as proposed by [3]. Thus, the resulting approxi-
mate algorithm for OAPW (P, A, ¢, k, 1) is as given in Fig. 11

Theorem 7. The algorithm presented in Fig. [Il runs in time polynomial in the
size of the input and correctly solves the OAPW (P, A, ¢, k, 1) problem.

Proof: Since each of the four steps in the algorithm runs in time polynomial in
(JP| + |A]), it is evident that the overall algorithm runs in time polynomial in
the input size.

From the construction of Subsection [T, it is clear that a solution to the
instance loapw eXists if and only if the instance Ism¢ has a solution. We now
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show that every solution to the instance Ismc leads to a solution to the instance
loapw, thereby proving the theorem.

Let (Xiy, Xiys -+ -4 Xigeas ) Xj [H be a set multi-cover of U such that their
union covers U at least (c — 1)k + 1 times. We stress that the value of k here
may be much larger than what the minimum set multi-cover requires it to be.
From this (approximate) set multi-cover, we obtain the corresponding vertices
in X that along with the vertices in Y induce a subgraph Hsy, on H such that
each vertex in Y in Hgyp has a degree of at least (c — 1)k + 1. Therefore, since
En and E4 compliment each other, there exist ck + 1 vertices in X such that the
degree of every vertex in Y is bounded by < k in the subgraph Gs, induced
by the ck + 1 vertices of X along with Y on G: thus providing a solution to the
instance loapw- [}

Corollary 1. The approximate algorithm for OAPW (P, A, ¢, k, k) (see Fig. [2)
follows from the Theorems [ and [7].

6 Inapproximability Results
regarding the OAPW Problem

We begin with the known inapproximablity result of the set cover problem.

Theorem 8 ([4]). The minimum set cover problem with the instance (U, F) is
inapproximable within (1—0dn |U| for any (3> 0, unless NP [DT IME (n'e9'ogn),

Using the above result, we show that the OAPW (P, A, ¢, k, k) problem is inap-
proximable within Q(lg|A]) unless NP [CDIT IME(n'cglogn),

Theorem 9. The problem of computi%trﬁgopt[iﬁtpm player weights is inap-
CI1Cdmn @ - -1

proximable within (1 — Ddn @ + ——rr——(—1), for any [0 (and

hence inapproximable within Q(Ig |A])), unless NP [DIT IME(n'°9'°9™) where
N “denotes the sum of the optimum player weights, and ¢ = 2 for eavesdropping
adversary and ¢ = 3 if the adversary is Byzantine.

Algorithm for OAPW (P, A, ¢, k, k)

1. Given the instance Ix = (P, A, c,k, k) of the OAPW problem, construct the in-
stance I; = (P®, A ¢, k, 1) of the OAPW problem as illustrated in the proof of
Theorem [Bl

2. Solve the instance 1, using the approximate algorithm given in Fig. [

Fig. 2. The Approximate Algorithm for OAPW (P, A, ¢, k, k)
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Proof: Given a set U and a set F containing subsets of U, the Set Cover problem
is to find the minimum number of sets of F that covers U. We show that the
Set Cover problem could be solved using an algorithm for the OAPW problem.
Given U and F, construct the instance OAPW (P, A, ¢, k, k) as follows:

1. Construct a bipartite graph H = (X,Y,E) such that X = F and Y = U
and (x,y) [CHif and only if x X,y [Yland y [Ix]

2. Let U = {ug, uz,...upy}. Construct the set Alof |U| elements, such that
the it element of AT is the set of elements in X that are adjacent to u;j in
H. Let PP= X.

3. Let P be c copies of PMand A be ¢ copies of A"

From the Theorems2land @] it is straightforward to observe that a solution to
the instance OAPW (P, A, ¢, k, k) gives a set cover of size k+1, and we minimize
k to get the Minimum Set Cover.

Let N &&= ck™1 be the size of the optimal solution to OAPW (P, A, ¢, k5 k5!
and let N = ck + 1 be the size of the solution yielded by our algorithm. This
implies that the minimum set cover is of size k™+ 1 and the solution got by
application of our algorithm is a set cover of size k + 1.

From Theorem [8 we see that,

k+1> KR,

= (1 — 1Al
where R = (1 — Ddn .
Note that |U| = @. Therefore we get,

N—1+c NML1+c¢
> R

c c
and thus,
N R-1D(—-1
N RY (o
Hence the proof. n

7 Conclusion

The bottleneck in secure distributed protocols is, in general, the communica-
tion/round complexity rather than the computation complexity. In the weighted
threshold adversary setting, the communication complexity of the (resulting)
protocol can be improved by two (independent) methods, viz., optimizing the
players’ weights, and developing/adapting the techniques of the threshold setting
to the weighted threshold setting. In this work, we studied the former method
and examined its complexity. We also presented an approximation algorithm for
the Optimal Assignment of Player Weights (OAP W) problem and proved an
inapproximability bound using the well-known set cover problem. Analyzing the
quality of approximation is left open and is attempted in the full version of this

paper.
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Abstract. In this paper we study the autocorrelation values of corre-
lation immune and resilient Boolean functions. We provide new lower
bounds and related results on absolute indicator and sum of square in-
dicator of autocorrelation values for low orders of correlation immunity.
Recently it has been identified that the nonlinearity and algebraic degree
of the correlation immune and resilient functions are optimized simulta-
neously. Our analysis shows that in such a scenario the sum of square
indicator attains its minimum value too. We also point out the weakness
of two recursive construction techniques for resilient functions in terms
of autocorrelation values.

Keywords: Autocorrelation, Boolean Function, Correlation Immunity,
Global Avalanche Characteristics, Resiliency.

1 Introduction

Here we concentrate on the autocorrelation values for correlation immune and
resilient (balanced correlation immune) Boolean functions. We provide the cur-
rently best known lower bounds on A¢ (the absolute indicator) and o (the sum
of square indicator) for low orders of correlation immunity. Very recently auto-
correlation properties of correlation immune and resilient Boolean functions were
presented in [22] and we provide better results here. The autocorrelation property
of higher order correlation immune functions has been considered in [18]. It has
been shown in [18] that for an n-variable, m-resilient function Af = 2”%.
However, the result is not applicable for low order of correlation immunity.

For high order of correlation immunity we provide sharper result for an im-
portant subclass of correlation immune and resilient functions which attain the
maximum possible nonlinearity. It has currently been noticed that given certain
order of correlation immunity, the nonlinearity and algebraic degree of the cor-
relation immune and resilient functions are optimized simultaneously [I712/3].
We here extend this analysis in terms of the sum of square indicator of auto-
correlation values. We show that when the nonlinearity and algebraic degree are
maximized, the sum of square indicator attains its minimum value.

In [23], it has been discussed that the propagation property goes against
correlation immunity. We here explicitly show that the A¢ value goes against the

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 242-253] 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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order of correlation immunity. We also point out the limitation of two recursive
construction methods of resilient Boolean functions in terms of autocorrelation
values.

Next we introduce a few definitions and notations. Let s,s1,S, be binary
strings of same length A. The bitwise complement of s is denoted by s®. We
denote by #(s; = sy) (respectively #(s1 & s,)), the number of places where s;
and s, are equal (respectively unequal). The Hamming distance between s;,s;
is denoted by d(si, S2), i.e., d(S1,S2) = #(S1 B s2). Another measure wd(Ss, S2)
between s; and s, is defined as, wd(sy, S2) = #(S1 = S2) — #(s1 B s2). Note
that, wd(sz, s2) = A —2d(s1,S2). The Hamming weight or simply the weight of
s is the number of ones in s and is denoted by wt(s).

By Qn we mean the set of all n-variable Boolean functions. We represent
an n-variable Boolean function as a bit string of length 2", which is the output
column of its truth table. An n-variable function f is said to be balanced if
its output column in the truth table contains equal number of 0’s and 1’s (i.e.,
wt(f) = 2" 1).

Note that we denote the addition operator over GF (2) by [_An n-variable
Boolean function can be uniquely represented by a multivariate polynomial over
GF (2). We can write f(Xp,...,X1) as

(S LB | 1
ag |I| aixi) EC' aijxin) 1 b o X Xo. .. Xp,

i=1 1=iZj=n

where the coe [ciehts ag, a;, ajj, ..., a12..n [0, 1}. This representation of T is
called the algebraic normal form (ANF) of f. The number of variables in the
highest order product term with nonzero coe Lcieht is called the algebraic degree,
or simply degree of f. Functions of degree at most one are called a Cnefunctions.
An a [nelfunction with constant term equal to zero is called a linear function.
The set of all n-variable a [nel(respectively linear) functions is denoted by A(n)
(respectively L(n)). The nonlinearity nl(f) of an n-variable function f is defined
as

ni(f) = grggi(rk)(d(f, 9).

i.e., nl(F) is the distance of T from the set of all n-variable a [nelfunctions.

In this document we will use concatenation of Boolean functions. Consider
f,f, C@n—1 and £ [Q,. Then by concatenation of f; and f,, we mean
that the output columns of truth table of 1, f, will be concatenated to provide
the output column of the truth table of an n-variable function. We denote the
concatenation of fy, f, by f,F,. Thus, f = f;f, means that in algebraic normal
form, f = (1 X})f, X, fs.

Now we define an important tool for analysing Boolean functions. Let X =
*n,.... X)) and @ = (Wn,...,w1) be n-tuples on GF(2) and X.® = Xn0, 1
... CXlw;. Let F(X) be a Boolean function whose domain is the vector space
over GF(2)". Then the Walsh transform of f(X) is a real valued function over
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GF(2)" that can be defined as

1 _ _
We@) = (-1FeO®,
3
where the sum is over all X in GF(2)". For a function f, we define F¢ =| {& [
{0,1}" | W¢(w) B 0} | . This is the number of nonzero coe [ciehts in the Walsh
spectra.

Propagation Characteristic (PC) and Strict Avalanche Criteria (SAC) [11]
are important properties of Boolean functions to be used in S-boxes. However,
Zhang and Zheng [19] justified that SAC and PC have some limitations in identi-
fying certain desirable cryptographic properties of a Boolean function. In this di-
rection they have proposed the idea of Global Avalanche Characteristics (GAC).
Next we state two important indicators of GAC.

Let X [4D,1}" be an n tuple Xp,...,X; and @ [{D,1}" be an n tuple
Opn,..., 0. Let f A, and Af(0) = wd(F(X), (X @), the autocorrelation
value of T with respect to the vector @. The sum-of-square indicator

L1

of = A,%(G), and the absolute indicator Af = max | Ae(T) |
a 0130 o {013,580

We here concentrate on the autocorrelation spectra of correlation immune
and resilient Boolean functions. In [6], the following characterization of correla-
tion immunity is provided. A function f(Xp, ..., X7) is m-th order correlation
immune (CI) i Cifls Walsh transform We satisfies W¢ (@) = 0, for 1 < wt(@) < m.
If £ is balanced then W¢(0) = 0. Balanced m-th order correlation immune
functions are called m-resilient functions. Thus, a function f(Xg, ..., X31) is m-
resilient i Ciis Walsh transform Wy satisfies

We (@) =0, for 0 < wt(@) < m.

By (n, m, d, X) we denote an n-variable resilient function of order m, nonlinearity
x and degree d.

It may very well happen that correlation immune or resilient functions, which
are good in terms of order of correlation immunity, algebraic degree and nonlin-
earity, may not be good in terms of SAC or PC properties. Also getting good SAC
or PC properties may not be su [cieht for cryptographic purposes. There may be
a function f which possesses good SAC or PC properties, but f(X) CFIX Ca)
is constant for some nonzero @, which is a weakness. It is important to get good
autocorrelation properties for such functions. That is why, we here look into the
autocorrelation properties of correlation immune and resilient functions.

For a linear function £, A = 2", and of = 23", For functions f, on even
number of variables, we have A¢ = 0 (o = 22") i[fl is a bent function [9/19].
However, bent functions are not balanced. In fact, for a function f of even weight
A¢ = 0 mod 8 and for a function f of odd weight Af = 4 mod 8 [5]. For balanced
function f, of = 22" + 2"*3 [15] for both odd and even number of variables. A
comparatively sharper result in this direction has been proposed in [16] which
we will discuss shortly.
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Note that the properties A¢, ¢ are invariant under nonsingular linear trans-
formation on input variables of the function f. Thus, it is easy to see that the o¢
results of the papers [15/16] are valid for any Boolean function f whose Walsh
spectrum contains at least one zero.

2 Lower Bounds on Sum-of-Square Indicator

We start this section with a result from [20} Theorem 3].

Theorem 1. Let f Q. Then of = 2,:3—: Moreover, if f has a three valued

Walsh spectra 0, £2%, then of = f—fn

Next we have the following result which follows directly from the definition of
correlation immunity and Fg.

Proposition 1. Le be an m-th order correlation immune function.
%é 2" — 5, T . Moreover, if £ is m-resilient, then Ff < 2" —
i=0 i -

The next result follows from Theorem [I]and Proposition [Il

Lemma 1. Let ¥ [Q, be an m-th order correlation immune function. Then,
of = —IT&_QQMoreover, if ¥ is m-resilient, then of =
"= i "= o i
To identify important consequences of this result we need to get an approx-
imate result which will provide a of value of the form 22" + 2"*4 where q is a

function of n, m.

Theorem 2. Let @) m-th order correlation immune function. Then,
of > 220 “%92 i=1 i . Similarly, if ¥ is m-resilient, then of > 22" +
2n+|og2 =0 i .

1]
Proof. Note that ZTI##LQB 220420 T T Thus the result follows for

correlation immune funéfilon's. Similar result follows for resilient functions. 1
Note that, in our analysis, there is no significant dilerknce in the result of

correlation immune and resilient functions in terms of numerical values.
Currently there is no result on lower bound of of values for correlation im-

mune and resilient functions. The only known results are for balanced functions

which are given in [15/16]. The lower bound for balanced functions given in [15]

is 22" + 2"*+3_ The result in [16] is as follows. For a balanced function f,

oF 222" +2°(2"—t—1), if0<st=2"—-2""3—1, todd, 0)
22N + 22" —t+2), if0<st=<2"—2""3—1, teven, (i)

1 .

1+ )22n ) if2n —2" 8 — 1 <t<2" -2, (iii)

2n—1—-t
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if T satisfies propagation characteristics with respect to t vectors. Note that for
case (i) and (ii), even if we overestimate this lower bound, it is 22" + 2"*+6_ For
the case (iii) the lower bound varies from 22" + 2"*+3 to 22"*+1 and also this
depends on the propagation characteristics of the function.

Now we enumerate the consequences of our result.

— In our result the lower bound depends directly on the order m of correlation
immunity and this is the first ﬁemnjﬁyj@result in this direction.

— Note that for m > 3, log, =, ; > n— 1. Thus for all m-th order
correlation immune functlons with m > g of > 220 + 22771 The result is
true for m-resilient functions also. This provides a strong lower bound on
sum-of-square indicator for m-th order correlation immune and m-resilient
functions.

— Given any value r (1 < r < n), itis possible to find an m-th order correlation
immune or m-resilient function f such that of > 22" + 2"*" by properly
choosing m.

3 Lower Bounds on Absolute Indicator

Now we concentrate on the absolute indicator of GAC. We have the result on
sum-of-square indicator for correlation immune and resilient functions. We use
the result in this direction.

Lemm r an n-v e m-th order correl immune fu

NAf = b 1S|m|IarIy, DNs = 2”112n o 1L for an n-

2n— i=0 i

variable m-resilient functlon f.

1
Proof. We know, of = O3 AZ(0). Thus, the absolute value of each A¢ (T0)
will be minimum only-whgn they all possess equal values. Hence, the minimum

value of A¢ will be “;n__zin. This gives the result using the value of o¢ from
LemmalD. 1
In [22], it has been shown that Af = 2™~ 1 i:;o; 21(m=1=1) for an unbal-

anced n-variable m-th order co Leliﬂon immune function for the range 2 <
>

2m 2'(m n for an n- veiﬂfﬂe m- re5|I|ent function for the rangel=m=<
n—1. Thls gives, Ag =2m T2iMTm =om__L__.

For lower order of correlatlon immunity (m < 3 — 1), and lower order of
resiliency (m < 5 —2), our result in Lemmal[Z is better than the result of [22].
Since the expressions are too complicated to compare, we provide a table below
to substantiate our claim. We present the comparison for n-variable, m-resilient
functions. Note that the A¢ values for balanced functions are divisible by 8. Thus
after calculating the expressions we increase the values to the closest integer
divisible by 8. In each row we first provide the A¢ values from Lemma 2 and
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Table 1. Comparison of our results with that of [22].
nM™[12 3 4 5 6 7 8 9 10 11 12 13 14
8 [88
8 8
9 [88
8 8
10 |8 8 16
8 8 16
11 |8 16 24
8 8 16
12 |8 16 24 32
8 8 16 24
13 |8 16 24 40
8 8 16 24
14 |8 16 24 48 72
8 8 16 24 40
15 [8 16 32 48 80
8 8 16 24 40
16 |8 16 32 56 88 144
88 16 24 40 72
17 |8 16 32 64 104 168
88 16 24 40 72
18 [8 16 32 72 120 192 288
8 8 16 24 40 72 136
19 |8 16 40 72 136 224 344
88 16 24 40 72 136
20 |8 16 40 80 152 256 400 600
8 8 16 24 40 72 136 264
21 |8 16 40 88 176 296 472 712
8 8 16 24 40 72 136 264
22 |8 16 48 96 192 344 552 840 1224
8 8 16 24 40 72 136 264 520
23 |8 24 48 112 216 392 648 1000 1464
8 8 16 24 40 72 136 264 520
24 |8 24 56 120 240 440 752 1176 1752 2496
8 8 16 24 40 72 136 264 520 1032
25 |8 24 56 128 264 504 864 1384 2088 3008
8 8 16 24 40 72 136 264 520 1032
26 |8 24 56 136 296 568 1000 1624 2488 3624 5096
8 8 16 24 40 72 136 264 520 1032 2056
27 |8 24 64 152 320 632 1144 1904 2960 4360 6176
8 8 16 24 40 72 136 264 520 1032 2056
28 |8 24 64 160 352 712 1304 2216 3504 5232 7480 10368
8 8 16 24 40 72 136 264 520 1032 2056 4104
29 |8 24 64 168 384 792 1488 2560 4128 6264 9056 12640
8 8 16 24 40 72 136 264 520 1032 2056 4104
30 [8 24 72 184 424 880 1680 2960 4848 7472 10944 15400 21064
8 8 16 24 40 72 136 264 520 1032 2056 4104 8200
31 [8 24 72 192 456 976 1896 3400 5672 8880 13184 18744 25800
8 8 16 24 40 72 136 264 520 1032 2056 4104 8200
32 |8 24 80 208 496 1080 2128 3888 6600 10512 15832 22768 31592 42736
8 8 16 24 40 72 136 264 520 1032 2056 4104 8200 16392




248 S. Maitra

then under that we provide the result from [22]. It is clear that our result provide
a considerable improvement over that of [22] as both n, m increases.
Using simplification in Lemmal[2 we get the following result.

Theorem,%;—%%}@ariable m-th order coqre_l&%@gne function f,

N >22  —E )0 Similarly, A¢ > 22 —E2 ] for an n-variable

n— A
=1 i=0 1

m-resilient functlon f.
Proof. The result follows from overestimating 2" — 1 by 2". 1

It is known that, for a function f of even weight, Af = 0 mod 8. Since the
correlation immune functions and resilient functions are all of even weight, the
Ay values will be the value greater than the values given in Theorem [3, which
are divisible by 8. Our result has the following consequences.

— The value As is a function of[% %EI

— For small values o\/"n Ng > i=1
—Form=1A¢s> n.

4 Lower Bounds Using Weight Divisibility Results

Here we use the weight divisibility results of correlation immune and resilient
Boolean functions [12]. It is known that the values in the Walsh spectrum of
an m-th order correlation immune function is divisible by 2™**. Similarly for
m-resilient functions, the Walsh spectrum values are divisible by 2M*+2,
Let us now find out the sum of square indicators of such functions. We once
. 3n
again refer to Theorem [ For f [, of = ZFT
— For an n-variable, m-th order correlation immune function the values in
spectra are 0, +i2™*1 i =1,2,.... From Parseval’s relation [4] we get
o O WZ(@) = 22", Hence, we get that for such a function f, F¢ <
22n—2m—2_
— For an n-variable, m-resilient function the Walsh spectra contain the values
0,%i2M™*2 i = 1,2,.... Using Parseval’s relation, we get that for such a
function f, Fy < 22n—2m—4

Theorem 4. For an n-variable, m-th order correlation immune function T,
of = 2"+2M+2 gnd for an n-variable, m-resilient function f, gf = 2"+2M+4,

Proof. Itis known from [12] that for m-th order correlation immune (respectively
m-resilient) function the nonzero values of the Walsh spectra will always be
divisible by 2M*1 (respectively 2M*2). Thus, using Parseval’s relation we get
that for correlation immune (respectively resilient) function F¢ < 22n—2m—2
(respectively Fg < 22"—2M=4) Hence the result follows from Theorem [ —
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Note that the trivial lower bound on the sum of square indicator is 22". Hence,
for correlation immune functions, this bound is nontrivial, when n+2m+2 > 2n,
i.e, m > 3 — 1. Similarly for resilient functions, this bound is nontrivial for
m> 3 -2

The weight divisibility results using algebraic degree of the functions have
been presented in [2)3]. These results can be used to provide a sharper lower
bound on o¢ involving algebraic degree. From [2]3], it is clear that for an n-
variable, m-th order correlation immune function with algebraic degree d, the
values of the Walsh spectra will be divisible by 2m*+1+ == Csimilarly for an
n-variable, m-resilient function with algebraic degree d, the values of the Walsh
spectra will be divisible by 2’“*2*‘2'%72‘?'U5ing these results we can update
Theorem @l involving algebraic degree as follows.

Theorem 5. For an n-variable, m-th order (m > 2—1) correlation immune (re-
spectively resilient) function f with algebraic degree d, of = 2n+2m+2+28-g==1
(respectively gf = 2n+2m+4+23-3=0)

Next we concentrate on a very important subset of correlation immune and
resilient functions which possess maximum possible nonlinearity. Importantly
the resilient functions have direct application in stream cipher systems. Now the
clear benchmark in selecting the resilient functions is the functions which possess
the best possible trade-o[Camong the parameters nonlinearity, algebraic degree
and the order of resiliency. However, we point out that we should consider one
more important criteria in the selection process. In fact we find functions with
best possible trade-o[CHaving same values of nonlinearity, algebraic degree and
order of resiliency but having dilerent autocorrelation properties. Thus, it is
important to select the one with better A¢ values. It is also interesting to note
that any two functions with this best possible trade-o [Cohust possess the same
of values, which we will show shortly. For this we concentrate on definition of
plateaued functions [20), Definition 9]. Apart from the bent and linear functions,
the other plateaued functions have the property that they have three valued
Walsh spectra 0, £2*. Next we once again concentrate on Theorem [ (the result
from [20, Theorem 3]). Let f [Qn, and T has a three valued Walsh spectra

0,x2%. Then of = ZFS—: We present the following known [12] results.

— For an n-variable, m-th order correlation immune function with m > 2 —1,
the maximum possible nonlinearity that can be achieved is 2"~ — 2™ and
these functions possesslﬂe valued Walsh spectra 0,+2M*1 Thus from
Parseval’s relation [4] 130 WE(@) = 22". Hence, we get that for such
a function f, Fg = 22n—2m—2

— For an n-variable, m-resilient function with m > 3 —2, the maximum possible
nonlinearity that can be achieved is 2"~ —2™M+1 and these functions possess
three valued Walsh spectra 0, £2™M*2, Using Parseval’s relation, we get that
for such a function f, Fg = 22n—2m—4,

Hence we get the following result.
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Theorem 6. For an n-variable, m-th (m > 2 — 1) order correlation immune
function f with maximum possible nonlinearity, o = 2"*2M*2_ Similarly, for
an n-variable, m-resilient (m > 5 — 2) function ¥ with maximum possible non-

linearity, of = 2n+2m+4,

Proof. The result for correlation immune (respectively resilient) function follows
from Theorem[D and F¢ = 22"2M~2 (respectively Fg = 227—2M~4) [12]. —1

Current results [17/2/3] clearly identify that the nonlinearity and algebraic
degree of the correlation immune and resilient functions are optimized simultane-
ously. Theorem [6] provides the result when the nonlinearity is maximized. Thus,
the algebraic degree is also maximized in this case. Here we show that at this
situation, the sum of square indicator attains its minimum value too. This gives
that for an n-variable, m-resilient function the nonlinearity, algebraic degree and
sum of square indicator of autocorrelation values are optimized simultaneously.

5 Construction Results

Resilient Boolean functions, which are provably optimized in terms of order of
resiliency, algebraic degree and nonlinearity [12], have immediate applications
in stream cipher systems. Unfortunately, the general construction techniques
does not provide good autocorrelation properties. First we will talk about some
specific resilient functions and their A¢ values. Then we will analyze some of the
well known constructions and calculate the autocorrelation values.

Let us consider the (5,1, 3,12) functions. We initially consider such a func-
tion f constructed using linear concatenation, which is (1 [CXE)(1 CXE)(X: [
X2) L EXB)Xa(Xy [XB) [XE(1 LXE)(Xz [XB) [XEX4(Xy [Xb [XE).
This function has Af = 16. However, using search techniques, it is possible to
get a (5,1, 3,12) function g, such that Ay = 8. The truth table of the function
is 00001011110110011110010100111000. This function achieves the best possible
trade-o [Camong order of resiliency, nonlinearity, algebraic degree and autocor-
relation.

Recently (7, 2, 4, 56) [10] and (8, 1, 6, 116) [7] functions have been found by
computer search. It has been reported that the minimum Ag¢ values for these
two cases (so far found by computer search) are 32, 80 respectively. However,
the existing generalized recursive construction results are not very good in terms
of the autocorrelation values. We now discuss the absolute indicator values of
autocorrelation for some of these constructions.

5.1 Recursive Construction |

Here we consider the recursive construction which has been discussed in [1J8] in
di Cerent forms. We consider the notation in [8] here for constructing an (n + 1)-
variable function F from two n-variable functions T, g.

Qi(f(Xn,...,X1),g(Xn,...,Xl)) = F(Xn+1,...,X1)
= (1 EX])f(Xn,...,Xi+1,Xi_1,...,X1) EX]g(Xn,...,Xi+1,Xi_1,...,X1).
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Let T be an n-variable, m-resilient degree d function having nonlinearity x.
Define F (Xn+1, - .., X1) to be an (n+1)-variable function as F (Xp+1, ..., X1) =
Qi(f(Xn, ..., X1),a [T X}, ...,b X1)). Here a,b [0, 1} and if m is even
aBbandifmisodd,a= 1andbcanbeeither0orl. Then F(Xn+1, Xn,...,X1)
is an (m + 1)-resilient, degree d function having nonlinearity 2x [8].

Note that, any of the operators Q; can be expressed as a composition of
Qn+1 and a suitable permutation of the input variables. The permutation of
input variables preserves the autocorrelation property, resiliency, algebraic de-
gree and nonlinearity. So it is enough to look into the construction function
as F(Xp+1,--.,X1) = Qn+e1(F(XKn,..., X1),a [CFb [X,...,b X)), i.e.,
F(Xn+1s-., X1) = (1 EX}+1)F(Kn, ..., X1) Xhsa(a CED XY, ..., b £X3)).

First consider the case when m is even. Then a & b. Let us consider,
a=1b =0, then F(Xp+1,...,X1) = (1 CXh+1)F(Kn,..., X1) Xh+1(1 C1
f(Xn, .-, X1)) = Xp+1 CF(XKn, ..., X1). It is clear that A¢(1,0,...,0) =
_2n+1.

If we consider a =0,b =1, F(Xpn+1,...,X1) = (1 CXh+1)F(Xn,..., X)) 1
Xpe1F(1 CXh,...,1 CX1). Then, Af(1,1,...,1) =2n+1,

Similarly it can be shown that for the case m odd, there will be linear struc-
tures in this construction. Thus, for this recursive construction, for an n variable
function, the absolute indicator value is 2".

5.2 Recursive Construction 11

Now we consider the construction [17] which was later modified in [10]. An
(n,m,d, x) function f is said to be in desired form [10] if it is of the form
(1 CX})fy CXKLT,, where f1, T, are (n—1,m,d — 1,x — 2"2) functions. This
means that the nonzero values of the Walsh spectra of f;, f, do not intersect,
i.e., if Wg, (@) E 0, then We, (@) = 0, and vice versa. Let T be an (n,m,d, X)
function in the desired form, where f{,f, are both (n —1,m,d — 1,x — 2"72)
functions. Let F = X4 [ X4y [CFBnd G = (1 CX}p [ Xha1)f1 CH42 1
Xn+1)f2 [ Xh+o [X}. Note that in the language of [17], the function G above
is said to depend quasilinearly on the pair of variables (Xp+2, Xn+1). Also, F1 =
(1 =Xh+3)F X}K+3G. The function F; constructed from f above is an (n +
3, m+2,d+1,2"*1 + 4x) function in the desired form.

Consider the case 0p+3 = 0, dn+2 = On+1 = 1 and any pattern for oy, ..., a;.
In this case, F (Xn+2,...,X1) = F(Xnp+2 Cad+2, ..., X3 Cagl) and hence we get
A (Apt2,...,07) = 2"*2_0On the other hand, G(Xnp+2,...,X1) [CG(Xn+2 [
On+2,..., X7 Cad) =, CFl CINote that, if the nonzero values of the Walsh
spectra of Ty, T, do not intersect, then f; [T2lis balanced [13], i.e., f; [F1L1i$ also
balanced. Hence, Ag(On+2,...,01) = 0. This gives that Ag, (On+3,...,01) =
A (Op+2, ..., 01) + Ac(On+2,...,01) = 2N+2 4 0 = 2n+2, So, A, = 2n+2,

Thus, for this recursive construction, for an n variable function the absolute
indicator value is greater than or equal to 2"~1.

It will be interesting to find out a construction which provides good Af value
for resilient functions ¥ with best possible nonlinearity, algebraic degree and of
values.
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Abstract. In this paper we consider matrices of special form introduced
in [11] and used for the constructing of resilient functions with crypto-
graphically optimal parameters. For such matrices we establish lower
bound =% = 0.5902... for the important ratio ¢ of its parame-
og,( 5+1) t+k

ters and point out that there exists a sequence of matrices for which the
limit of ratio of these parameters is equal to lower bound. By means of
these matrices we construct m-resilient n-variable functions with maxi-
mum possible nonlinearity 2"~*—2™M** for m = 0.5902...n+O (log, n).
This result supersedes the previous record.

Keywords: stream cipher, Boolean function, nonlinear combining func-
tion, correlation-immunity, resiliency, nonlinearity, special matrices.

1 Introduction

Di [erknt types of ciphers use Boolean functions. So, LFSR based stream ciphers
use Boolean functions as a nonlinear combiner or a nonlinear filter, block ciphers
use Boolean functions in substitution boxes and so on. Boolean functions used
in ciphers must satisfy some specific properties to resist dilerknt attacks. One
of the most important desired properties of Boolean functions in LFSR based
stream ciphers is correlation immunity introduced by Siegenthaler [9]. Another
important properties are nonlinearity, algebraic degree and so on.

The most usual theoretic motivation for the investigation of highly nonlinear
resilient Boolean functions is the using of such functions as nonlinear combiners
in stream ciphers. But from the practical point of view the number of variables
in such system can not be too big (in opposite case the key length will be too
long). It is necessary to note that all important functions with small number
of variables are found already by exhaustive search. At the same time another
important practical type of stream ciphers uses Boolean functions as nonlinear
filters. Here, in general, it is possible to use the functions with big number of
variables. But the main problems here is that e[edtive (from implementation
point of view) constructions of such functions can not be found by exhaustive

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 254266} 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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search, and also it was pointed out [4] that stream cipher of such type can be
transformed into an equivalent (in some sence) with worse resiliency but the
same nonlinearity. It emphasizes the importance of direct e [edtive constructions
of Boolean functions with big number of variables and optimal combination of
resiliency and nonlinearity.

Correlation immunity (or resiliency) is the property important in cryptogra-
phy not only in stream ciphers. This is an important property if we want that
the knowledge of some specified number of input bits does not give a (statistical)
information about the output bit. In this respect such functions are considered
in [3], [2] and other works.

It was proved independently in [8], [10] and [12] that the nonlinearity of n-
variable m-resilient function does not exceed 2"~ —2M*1 for m < n—1. It was
proved that if this bound is achieved then m > 0.5n—2. In [10] it was proved that
if this bound is achieved then the algebraic degree of the function is maximum
possible too (i. e. achieves Siegenthaler’s Inequality) and equal to n — m — 1.
In [10], [6] and [L1I] e[edtive constructions of m-resilient n-variable functions
with maximum possible nonlinearity 2"~* — 2M*1 for m = 20~/ m = 22
and m = 0.6n — 1 correspondently were given. To obtain this result in [1I] the
concept of a proper (ko, k, p, t)-matrix were introduced. In [LI] it was pointed out
that the mostly important to find a proper (k, k, p, t)-matrix where the ratio ﬁ
is as small as possible. In [11] it was given a proper (4, 4,6, 6)-matrix for which
this ratio is 0.6. At the same time the lowest possible value of the ratio ﬁ

for proper matrices was formulated in [11] as the open problem. In the present

paper we investigate the problem of the lowest possible value of the ratio X for

t+k
proper matrices and establish that this ratio can not be less than m =
2

0.5902... At the same time we construct proper matrices that approach this
lower bound with arbitrary precision. By means of these matrices we construct
m-resilient n-variable functions with maximum possible nonlinearity 2"—1—2m+1
for m = 0.5902...n+0 (log, n). Note that our nonexistence results demonstrate
that only proper matrices technique is not su Lcieht to construct m-resilient n-
variable functions with maximum possible nonlinearity 2"~1 — 2M*1 for m <
0.5902...n + O (1). At the same time it is quite possible that such functions
there exist for any m, n provide 0.5n —2 < m < n — 2. At least an opposite
result have not proved. Thus, the constructing of such functions demands new
methods and new techniques.

The rest of this paper is organized as follows. In Section[2 we give preliminary
concepts and notions. In Section [B1we formulate necessary concepts and results
from the previous work [II] on proper matrices. In Section [ we prove that

there does not exist a proper (ko, k, p, t)-matrix if -t < méﬁ%l) = 0.5902...

In Section B we construct proper (k\o/ k,p,qﬂiatrifﬁ with ratio ﬁ close to

m‘;ﬁ%l) and k > ako where a < 5log, —3** = 1.5523.... In Section
2

by means of proper matrices constructed in Section [§ we construct m-resilient

n-variable functions with maximum possible nonlinearity 2"~* — 2M+1 for m =

n+ O (log, n) = 0.5902...n + O (log, n). In Section [/ we discuss the

Y
log,( 5+1)
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method that probably gives the best possible in some sence concrete proper
matrices.

2 Preliminary Concepts and Notions

We consider V", the vector space of n tuples of elements from GF (2). A Boolean

function is a function from V" to GF (2). The weight wt(f) of a function  on

V" is the number of vectors x on V" such that f(x) = 1. A function f is said to

be balanced if wt(f) = wt(f I Obviously, if a function £ on V" is balanced

then wt(f) = 2"~1. A subfunction of the Boolean function f is a function £
obtained by substitution some constants for some variables in f. If a variable x;

is not substituted by constant then x; is called a free variable for "

The Hamming distance d(x5'x™) between two vectors x“and x™is the number
of components where vectors x“and x™di [efl For two Boolean functions f; and
f, on V", we define the distance between f; and f, by d(fy,f;) = #{x [
VIPf(X) B f2(x)}. The minimum distance between f and the set of all a [nel

1
functions (i. e. functions of the form f(x) = ¢g (- CiXj) is called the nonlinearity

i=
of £ and denoted by nl(f).

A Boolean function f on V" is said to be correlation-immune of order m,
with 1 < m < n, if wt(f5) = wt(f)/2™ for any its subfunction f~of n —m
variables. This concept was introduced by Siegenthaler [9]. A balanced mth
order correlation immune function is called an m-resilient function. From this
point of view it is possible to consider formally any balanced Boolean function as
O-resilient (this convention is accepted in [1], [7], [5]) and an arbitrary Boolean
function as (—1)-resilient (this convention is accepted in [I0] and [11]). The
concept of an m-resilient function was introduced in [3].

3 Results of Previous Work on Proper Matrices

In [11] for the constructing of new m-resilient n-variable Boolean functions with
maximum possible nonlinearity 2"~ — 2M*1 the concept of a proper matrix was
introduced.

Definition 1. [II] Let B = (bj;) be (2 x p) matrix of 2% rows and p columns
with entries from the set {1, 2, [} Let ko and t be positive integers. We assume
that

(i) for every two rows iy and i, there exists a column j such that b;,; = 1,
bizj =2or bilj =2, bizj =1.
(ii) for every row i the inequality ) léij < t holds (a sign [does not give an
J:
influence to these sums).
(iii) in every row the number of ones does not exceed k.
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If the matrix B satisfies all properties (i), (ii), (iii) we say that B is a proper
(ko, k, p, t)-matrix.

The proper (Ko, k, p, t)-matrix is denoted in [11] by Big k,p,t-
The next definitions were given in [11].

Definition 2. A Boolean function ¥ = f(xy,...,Xn) depends on a pair of its
variables (xi, xj) quasilinearly if f(x & f(xJ for any two vectors x"and x™of
length n that diled only in ith and jth components. A pair (X;, Xj) in this case
is called a pair of quasilinear variables in f.

Definition 3. Let F be a set of Boolean functions such that for every s, 0 <
s < k, the set F contains an (m+s)-resilient function on V "** with nonlinearity
at least 25(2"~1 —2M*+A) (A is not necessary integer). Moreover, we assume that
each f5 contains s disjoint pairs of quasilinear variables. Then we say that F is
a Snp,m.k.A-System of Boolean functions.

The next theorem was proved in [11].

Theorem 1. [11] Suppose that there exists an Sn m k,,A-System of Boolean func-
tions F and there exists a proper (ko, Kk, p, t)-matrix B, n = 2p —t. Then there
exists an Spik+t,m+tka-System of Boolean functions.

An application of the construction given in Theorem [ is denoted in [1I] by
Sn,m,ko,ATko,k,p,t = Sh+k+t,m+t kA

Lemma 1. [11] There exists an S, _1 2 1-System of Boolean functions.

Indeed, the functions f’= x;1x,, f7= (x; xXA)x3 [Xy, Fr'= (xg xXA)(x3 [
X4) XgIXglIforms the S, 1 2 1-System of Boolean functions, i. e. fori = 0, 1, 2 the
system contains (2+i)-variable (—1+i)-resilient Boolean function of nonlinearity
21+i _ 2i_

The results of [11] demonstrate that if there exists a proper (k, k, p, t)-matrix
then there exists a constant C “such that for any n and m provided m = ﬁn+cD
there exists an m-resilient n-variable Boolean function with the nonlinearity
2n—1 —2m*+1 Thys, the important problem is to construct a proper (k, Kk, p, t)-
matrix with ratio ﬁ as small as possible. In [1I] it was given an example of a

proper (4,4, 6, 6)-matrix where the value  X; is equal to 0.6.
In this work we study the problem of the existence of proper (ko, kK, p, t)-

matrices.

4 Lower Bound for the Value 5

In this Section we prove that there does not exist a proper (Ko, Kk, p, t)-matrix if
t —

=< m = 0.5902...

Lemma 2. If there exists a proper (Ko, k, p, t)-matrix B then for any p~> p

there exists a proper (ko, k, p&t)-matrix.
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Proof. We obtain a proper (Ko, k, p5't)-matrix simply adding p~— p new all-[]
columns to B. 1
The next lemma is obvious.

Lemma 3. If there does not exist a proper (Ko, K, p, t)-matrix B then for any
k5'< ko there does not exist a proper (kg. K, p, t)-matrix.

In this paper we consider a Boolean cube BP as the set of all vectors (X1,
.., Xp) where x; [{I1,2}. The Ith level of the Boolean cube BP is the set
ﬁfglﬁ vectors of BP with exactly | ones. The cardinality of Ith level of BP is
. - A proper (Ko, K, p, t)-matrix B can be interpreted [11] as a collection of 2k
disjoint subcubes in Boolean cube {1, 2}. Indeed, a row of B can be interpreted
as a subcube where the components with [adre free whereas the components
with 1 or 2 are substituted by correspondent constants. The property (i) of a
proper matrix provides that subcubes are disjoint. The properties (ii) and (iii)
characterize the location of subcubes in a cube and the size of subcubes.

Theorem 2. There does not exist a proper (Ko, k, p, t)-matrix for

e} 05902
K+t~ log,( 5+1)

Proof. By Lemma B it is su [cieht to prove this theorem for ko = t.

Let B be an arbitrary proper (t,k,p,t)-matrix. We can consider B as the
set of disjoint subcubes of the Boolean cube BPF if we consider each row of B as
a subcube. These subcubes are disjoint by item (i) in definition [Il of a proper
matrix.

If t is even then we replace in rows with odd number of ones some asterisk
by one (if there are not asterisks in a row then we add preliminary all- Cdolumn
to the matrix B, after this procedure the parameter p will increase but this is
not important for us). If t is odd we do the same for all rows with even number
of ones. Now for even t all rows contain even number of ones and for odd t all
rows contain odd number of ones. If the matrix B contains rows where the sum
of ones and twos is less than t—1 then we replace asterisks in these rows by twos
(adding if necessary new all-Cdolumns to B) until the sum of ones and twos will
become greater thant—1, i. e. t.

Thus, without loss of generality we can assume that the sum of ones and
twos in any row of B is exactly t.

Consider a subcube defined by a row of B with exactly g-tyos @ng exactly

r ones. Then Ith level of Boolean cube BP contains exactly """ vectors of

this subcube if | =r,...,p—s, and does not contain such vectors for another I.
Suppose that t is even (ferjodd-t-the reasoning is analogous). Then Ith level

of Boolean cube contains p_lt’ 2 vectors from each subcube defined by the
1 1
rows of B with exactly t/2 twos and exactly O ones, p_ltf 22_1 vectors from

each subcube defined by the rows of B with exactly t/2 — 1 twos and exactly
2 ones and so on. Denote the number of rows of B with exactly i ones by c;.
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_ i i i L
Then for any | = 0,1,...,p the next inequality holds: Coj |~ = .

(p—t/2—i)!
C2' =2 (p—t/2—T+1) = I'(p i

to B we can obtain a proper (t,k, p5't)-matrix for any p”> p. Thus, if there
does not exist a proper (t,k,p5t)-matrix for any p”> p then there does not
exist a proper (t, k, p, t)-matrix B. Therefore below we can suppose p as large as
necessary. Then

b Ca— P21 4 glpt/2=i=1
(o) + aZ(ap) 21 + . )((L— a)p) + a,3((1 — P+

pt + blpt—l + ...
((ap)t+ b2 (ap)2 + . )((p(L — )72 + B3(p(1 — )22+ .. )

It foIIows

Note that adding new all- Cdolumns

where al, a?, a?, b, b, b®> — numbers that do not depend on p.
Next, we multiply both parts of this inequality by p¥2at and transform the
fractions. We have

{ﬂ‘ L]
Coi g (1 +ai/p+0(1/p?) <
i=0
t 1, L1
(1 + max{a;i}/p + O(1/p*) i=0 “ i-a =a-ave!

+ b/p + O(1/p?))

where aj, b do not depend on p. It follows

. b
Coi =
1-—a (1—o)v2

(1 +b7p + O(1/p?)).
i=0

Pointing in a view that we can take p as large as desired for fixed remained
parameters, we have

iﬂ'“_—'l

c
o 4 1-a T Q-ov

To find the sum of ¢; we take a = l‘fa =1).
This number is irrational but we can approach it by the sequence of rational

numbers. As a result, we have:

ey A

=
i=0
2y L4 L
5+1
Therefore, k <log, ~ czi<log, —5* and g = @%5%1) 1
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5 The Sequence of Proper Matrices with -~ —. 0.5902...

k+t

In the previous Section we had demonstrated that for any proper (ko, K, p, t)-
matrix the inequality & < méé%l) = 0.5902... holds. Nevertheless, it appears
2

that the ratio ﬁ can approach the value méé%l) = 0.5902... with arbitrary
2
ici i i - i i i t
precision. In this Section we construct prope\r/(ko, k, Bi,}_tl) mﬁlces with ratio

close to — % and k > ok, where a < 5log, —3*1 =1.5523....

log,( 5+1) 2
~ L4 [
Lemma 4. Suppose that a < 5log, —3** . Let
o N e I (2 T s Y
t 5+1 1 5+1
ko= —1lo — +—lo —\L -1
0 a 92 2 a 92 >'E
I E e N 3, o, rd

Then k02+1 = k02+3 (1+0(1)) and k02+2 = k02+4 1+

o(1)).

Proof. We solve the inequality
oy I Bl o B
2 2

> 1
ko +1 ko + 3 ( )
(in the second case we have the same asymptotics). Using the factorial represen-
tation for binomial coe [ciehts we solve the quadratic inequality for ko consid-
ering t as some parameter. As a result we obtain that the inequality (@) holds
if

ko = :»%t(l +0(1)). )
1

CAd
But by the hypothesis of Lemma we have that kg is asymptotically L lo Sha
Yy s yp S i 0 ymp Y & 1002 7

anda < 5log, §2+1 . It follows the same condition (@) on ko that completes

the proof. —1
v_ L4 [
Theorem 3. Forany a, 0 <a< 5log, —3* =15523..., and any € >0

i i t
thlfre exists a proper (Ko, K, p, t)-matrix such that - < @%5%1) +¢and k >
OKp.

v_ 4
Proof. If this Theorem holds for some o, 0 < a < 5log, —3" , then, obvi-

ously, thi@heore_ﬁp holds for any a0 < a™< a. Therefore we can assume that

a>log, —31 =06942...

At first, we construct recursively the sequence of matrices A, t = 1,2,...,
that satisfy properties (i) and (ii) of proper matrices but the number of rows in
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these matrices is not necessary power of two. We denote by s(t) the number of
rows in the matrix A¢ obtained after tth step.

At tth step we construct the matrix A¢ such that the sum of ones and twos in
any row of A does not exceed t and for any two di Lerent rows of A there exists
a column such that one of these two rows has one in this column, and the second
row has two in this column. We suppose that the matrices At—1 and A¢—, were
constructed at the previous steps. We suppose that the matrices A(—; and A¢—>
have the same number of columns (in opposite case we add to one of them the
deficient number of all- Cdolumns). Next, we add to each of these matrices from
the right side an additional column: the all-ones column to the matrix A¢—1 and
the all-twos column to the matrix A¢—. Write the obtained pajrices one pvey

Ay T
Ay 3

The matrix A is the matrix of desired form such that the sum of ones and
twos in each row of A¢ does not exceed t. The number of rows in A is equal to

s(t) =s(t—2) + S(IL_QI 1). Iiﬂj‘f sg:tbforms the Fibonacci sequence and s(t) is
asym gtotlcally oo 5. S if we take the matrices A; = (1) and A, =

another. We say the resulting matrix is the matrix A¢, A¢ =

; as initial. In this construction the matrix A¢ contains the rows with the
[ C4 [ C4 [
number of ones greater than ko(t,0) = &log, —5= +Zlog, —¥%& —1.

Calculate the ratio of the number of rows that contain more than ko ones to
the number of all rows in A¢ (i. e. s(t)). Denote by I;(t) the number of rows
with exactly j ones in the matrix A¢. By construction lp(t) = lo(t —2), I;(t) =
lj(t—2) + lj_1(t— Ii—l)Jfor =1Th recq#_y]ve relations follow the next direct

formulas: I;(t) = I:Ql(Z) + z IiLI(l) +agly + ...+ gjlj if (t+))
even and [j(t) = 12 (1) + JJ 1 @) +aly + ...+ a5l if (t+])
odd where ay, ...,a; — some numbers and arguments of I2, ..., ljarelor2(it

depends on the parity). For initial matrices A; and A, introduced above we have

lo(2) —EQIO(Z}:I @ﬂl)lj 12) =111 =1;2 T__fl forlﬁz 2. Therefore,

= "2 ;5 if(t+])evenand Ij(t) = jil if (t+j) odd.
It follows
o e e
j=ko(t,a)+1 < J=ko(t,0)+1 =3 <
s(t) const oL
1 A4 [ 1 1 [
(by Lemma@for ko(t,a) = Slog, —5=+ +Zlog, ¥ —1)
|-
_ 2
(t—ko(tc)) o)+
const EA—H3 =

5+1
2
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1 [
(denoting v =log, —3" and using the Stirling formula),

1 +
Gy (e ?C f) )
v l¢(1—u tv 1e¢(1—x
o 2 o (‘;V a(lt(l_l))z o
B — 1 =
5+1

< const -t

const - t
L

const - t

It is easy to check tﬁgj thg—expression in the par\e/'ntheseq:\'rgcre@ monoton-
ically on a for log, —3*! =10.6942... < a < 5log, > = 1.5523...
L4 [

2 2

and takes the value 1 for a = EIO&LI 52““1 . Therefare this expression takes
LA N L4 [

values less than 1 for log, —5** < a < 5log, —3 . It follows that
_ 15 () . [ v A [
et — =< 0forlog, 5 <a< 5log, 5% .

Thus, in the matrix A¢ the number of rows that contain more than kq(t, o)
ones is asymptotically small with respect to the total number of rows. We
eliminate from the matrix A all rows that contain more than kg(t, o) ones.
For su [ciehtly large t the number of such rows is smaller than 2(® where
k(t) = [dg, s(t) = 1; therefore the obtained matrix will contain at least 2k®
rows. Now the matrix satisfies the property (iii) of a proper matrix (see Definition
[@) for ko = ko(t, a), k = k(t). Next, we eliminate if necessary some rows more to
obtain the matrix with exactly 2® rows. As a result, we have constructed the
proper (ko(t, a), k(t), p, t)-matrix for some p. Thus, for the sequence of proper
(ko(t, ), k(t), p, t)-matrices constructed above we have

t t- oo

t+k®  t+ oy, 2 +log, L —1C] log,( 5+1)

and 1 C4 [ L4 1 [
k(t) B tlog,

ot +jog, X -1

Ko(t.@)  Lyog, 31 + liog, S -1

moreover, if a > 1 then kok((ttL) > a for the infinite sequence of t.

The conclusion of the Theorem follows.

1

Remark. Note that in the construction in the proof of Theorem 3 in fact we
havep=1fort=1landp=t—1fort>1.
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6 Constructions of New Record Highly Nonlinear
Resilient Boolean Functions

In this Section by means of proper matrices constructed in the previous Section

we construct m-resilient n-variable functions with maximum possible nonlinear-

ity 2"t — 2Mm*1 for m = mn + O (log, n) = 0.5902...n + O (log, n).
2

Until now such functions with maximum possible nonlinearity 2"~1 —2m*+1 were
known only for m = 0.6n — 1 [11I] and some small set of concrete parameters n
and m.

Lemma 5. For any positive integer k there exists a proper (1,k,2X+1, 2K +1)-
matrix.

Proof. We form the quadratic matrix B of order 2% + 1 writing in its rows all

possible cyclic shifts of the row (1 22 # P4 It is easy to check that in this
2k—1 ok—1

matrix for any two dilerknt rows there exists a column such that one of these

two rows has one in this column, and the second row has two in this column.

The sum of numbers in each row of B is exactly 2% + 1. Eliminating any row

from B we obtain a proper (1,k, 2" + 1,2 + 1)-matrix By y ox+1 ok+1- —1

Lemma 6. For given positive integer k and infinite sequence of positive integer
n there exist proper Sp m Kk, 1-Systems of Boolean functions for some m.

Proof. By Lemma [I] there exists an S, 2 1-system of Boolean functions. Using
Lemmal[d we apply

h
S2,-1,21(T1,1,1,2) T1k2k41,2%41-

By Theorem [ this construction is valid if 2 + 3h = 2% + 1. Therefore for all h
provided h = % We construct Spk.y+3n-+3 2k+2h k,1-System of Boolean func-
tions. 1

Note that the constructions in Lemmas [f] and [l are obviously nonoptimal
from the practical point of view but more easy for the proof.

Theorem 4. Itis possible to construct m-resilient n-variable function with max-
imum possible nonlinearity 2"~ — 2M*! for m = ——4%__n + O (log, n).

log,( 5+1)
Proof. We use proper (Ko(t, a), k(t), p, t)-matrices constructed in the proof of
Theorem[3. Note that by Remark af\t)er the propf of Fheorem@we have p =t—1

for t = 2. We choose 1 < o < 5log, §2+1 = 1.5523... and form the

sequence to, ti, tp,... recursively. By Theorem [3 for given a beginning with
su Lciehtly large t the matrices constructed in the proof of Theorem[3 are proper
(ko(t, a), k(t), p, t)-matrices. We denote this su [ciehtly large t by to (we can
assume that tg = 2). Suppose that t; and k(t;j) are already defined positive

integers. Then we define tij+1 as the maximal positive integer such that
1 (VA | L1 (VA | 1 [C1

ti+1 5+1 1 5Zl
Ko(ti+1, Q) = | + =1 — —1 =k(t).
O(tl 1 G) a 09, 2 a 09, 2§ (tl) (3)
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It is easy to see that kq(t, a) is nondecreasing on t and ko(t+1, o) —ko(t, o) < 1,
therefore this definition of tj; is correct. Finally, we put

5+1 5+1
K(ti+1) = tiv1log, — T log, 42‘% -1. 4)

The recursive definition is completed.
For defined to by Lemma [6 we construct Sy, mg k(to),1-System of Boolean
functions such that no = t; — 2. After this we define recursively:

Sni|miyk(ti)lek(ti)'k(ti+1),ti+1_l,ti+1 = Sni+1,mi+1,k(ti+1).1a i= 01 11 21 e

Here Ni+1 = Ni + K(ti+1) + tiv, Mivy = mMi + tisg.

By Theorem [ this construction is valid if nj = 2pj+; —tj+1 = tj;1—2 for all i.
We prove this statement by induction on i. We have ng = t; — 2 by construction.
Next, suppose that nj = tj+; — 2. Then using (B) and (@) we have

Ni+1 é&? +2 |__n' + k(t|+1) +Ii=lil Iﬁrz + H(t|+]|_)_\7|2tl+1|:tl+f—_—-l

ti+1 log, S+ 1 2—a)+ 5 log, 52 1 — log, 7\7%1 -1 +

2
m =
log,
—Mt.ﬂ 0.3107...—0.3123...>0
log, 2

since tj+1 = 2. Thus, we use the Theorem [ correctly. After q steps we have

1
Ng=no+ (K(ti) +t), mg=mo+ 1. From @) we have —@ﬁ%(t )—

4 = [iFL 2 I s I s
log, ¥ <t A Dlkt)—log, % +1 . It follows T¢ =
002 —%—
1
mo+ T L L1 k)+ow@ 17
it N s s Sl = ios (‘]'/§+1)+O niq . Itis easy
no+  (k(ti)+t;i) 1+4@5+—1]:| k(ti)+0(q) 2
i=1 logz —5 i=1
to see that q = O(log, ng). Therefore, my = —%ﬁg 5 ng + O(log, Ng). 1
2

7 Constructions of Proper Matrices
by Means of Cyclic Matrices

The construction of proper matrices in Section [l gives the best limit value for
the ratio H—k but in general does not give the best possible matrices for concrete
parameters. In this Section we discuss the method that probably gives the best
possible in some sence concrete proper matrices.

We denote by S(t) the maximum possible number of rows in matrices that

satisfy properties (i) and (ii) of proper (t,K,p,t)-matrices but the number of
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rows in these matrlgﬁs |Sﬂt necessary power of two. B% pr Theorem

Rwe have S(t) = —3*! . Below we show that S(t) = Srl - at least for

1 < t < 10. We search desired matrices for odd t in the class of matrices with
p =t that contain with each its row also all possible cyclic shifts of this row.

Theorem 5. S(t) = % for 1 <t<10.

Proof. For t =1, 3,5, 7,9 we give the desired matrices M directly. Below we give
in the matrices only one row from each class of cyclic shifts.

I%Illil:l |:1:|22|:||:|1:|
My = {1}, Mg = Ms= L 2 11
111 111 15
Lely 2 2 2 oo
=1 2 1 2 2 Cf
. =2 1 1 2 2 Cf
%gi%?? =2 1 2 Il 2
T2 [J1 2 [J1 2 4
M; = 1135122%;49:L,|:||:|112111
%11111131 =2 1 1 1 1 1
=2 1 2 1 1 1 [J1
=1 1 1 1 1 1 1
111111111
1 1

For t = 2 we put M, = 11

S(1) =1, St@z 2@@@8(&5 é%) Ltl_gl S€p) = 76. If tis even,

t > 2, then Sl . Therefore if t is even,

(here we do not use cyclic shifts). Thus,

t> 2, and deswed matrices Mt_z and M_; are constructed already then the
matrix M can be constructed in the form

T 1
_ Me—1 1
M, = .
Y/ i
Thus, S(4) = 6, S(6) =17, S(8),=46, S(10) = 122. —
Hypothesis. S(t) = S

Note that if ko < t then a proper (Ko, k, p, t)-matrix can be obtained from
M. by the cancelling all rows where the number of ones is greater than ko and
some rows up to the nearest power of two.

Using the matrices Mg and Mg as initial in the recursive construction of
Theorem[3we have constructed the 172-variable 102-resilient function with max-
imum possible nonlinearity as

S2,-1,2,172,2,2,412,4,78T4,57,8T5,6,9,976,9,14,14 T9,10,15,15

T10,11,16,16 T11,11,16,16 111,9,13,13 = S172,102,9,1-
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These are the smallest parameters that we have found improving the bound in
[€1].
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Abstract. The paper describes two algorithms for personnel identifica-
tion, data authentication and digital signatures. Both are based on the
intractability of finding square roots over finite fields and also can be an
identity-based scheme. The outstanding feature of these two algorithms
is its speed. Also a concept of interlocking equations is introduced which
in e [edt acts like a one-way function.

Key words: Cryptography, digital signature, personnel identification,
data authentication, interlocking equations.

1 Introduction

In an era where increasingly sensitive information is transmitted digitally and
business transactions are done between people or firms located at far corners of
the globe mostly using an insecure public medium, it has become imperative that
enough security is guaranteed in such systems to boost the user confidence. The
data authentication, digital signature and personnel identification schemes pro-
vide the much-needed security for these systems. These cryptographic features
had its conception in a path breaking paper presented by Di [e-anhd Hellman [1]
in 1976. It is also to be noted that these added security measures should no way
degrade the performance of such systems in terms of simplicity, response time,
user friendliness, cost etc.

Most of the popular digital signature algorithms like RSA, DSA, Schnorr
scheme etc use modular exponentiation with a modulus length of the order of
1000 bits. Using Brickell scheme [2] this will require on an average 250 modular
multiplications. Also as time goes the scheme has to opt for longer keys for
sustaining the security level, the required number of multiplications increase
proportionately. This puts a constraint on the processing power of the system,
which becomes a severe handicap in the case of smart cards, handheld secure
devices, portable systems etc. Hence any cryptographic scheme which reduces
the number of multiplications without doing any appreciable sacrifices on other
fronts will always be welcome [3].

One more problem with the above schemes is that they are not identity
based. This means an additional key certification phase as well as less flexibility
for introducing user dependent features into the secure system.

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 267-274} 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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The proposed algorithms address the problems plaguing the broad areas of
personnel/entity identification, data/message authentication and digital signa-
ture generation. The main obstacle, which is seen in current schemes in these
areas, is lack of speed. Also it is observed that if one scheme is superior in one
specification it is left wanting in other specifications. The algorithms discussed
below, apart from having speed, have a very few public keys; identity based
and simpler to fabricate which is extremely handy in the case of smart card
implementations for achieving cost e [edtive systems.

2 Method 1

This method uses a set of unique interlocking equations as its backbone. The
security derives from the interlocking feature of these equations as well as the
intractability of finding the square roots of huge numbers over finite fields [4].
These equations taken independently resemble the scheme by Ong, Schnorr and
Shamir [5].

2.1 Interlocking Equations

The two interlocking equations have three inputs 14, I, and I3 such that modulo
square of one of them added/subtracted modulo to/from modulo square of each
of the other two will give its outputs O, and O, respectively.

O1=12x12modn
0, =12+1?modn

It can be seen that given the inputs the outputs can be determined easily
but the reverse process is not so. Even though each equation can be solved in
polynomial time using Pollard method [6], when it comes to the second equation
because of the interlocking nature, the problem boils down to finding square
root over finite fields. In other words these set of equations exhibits a one-way
property which can be used e [edtively for cryptographic purpose.

There are two modes of operation for issuing the private keys. These can be
also considered as examples of identity based scheme [7].

2.2 Trusted Party Mode

In this mode the trusted party will issue the private keys. First it will generate a
modulus n, which is a product of two big primes and then publishes n but keeps
the prime factors secret. The modulus n will be common to all users in the group.
Any user who wants to become a group member has to approach the trusted
party with his/her/entity credentials like voter’s identity card, passport, ration
card, social security number, company registration details etc. If the trusted
party is convinced about the user’s identity, then it starts the process of issuing
the private key. From the supplied credentials two identity strings 11(s) and 1,(s)
are generated based on a fixed and widely published format.
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Now I1(s) and I,(s) are assigned to the outputs of a set of interlocking equa-
tions as shown below. The three private keys (ry, r2, r3) are such that modulo
square of one of them subtracted modulo from modulo square of the other two
should get the identity strings 1,(s) and I,(s) respectively.

11(s) =r3 —r2modn
I,(s) =r{—rZmodn

For achieving this r; is replaced by a random number. Since in a finite field
less than half of the numbers only will have square roots, first it is tested whether
square root exists [8] for modulo sum of modulo square of r; with modulo squares
of 11(s) and I,(s) respectively. Now ry is changed until square root exists for
both conditions. The resultant square roots are the other two private keys r;
and rs.

It is to be noted that without the knowledge of the prime factors of n it is
virtually impossible to find modulo square roots or in other words the private
keys. The identity strings 11(s) and I,(s) are the two public keys of user A. The
common public key for all the users is the common modulus n.

2.3 Independent Member Mode

In this mode each user will generate their private keys. So each user will create
his own modulus n, which will be published as a public key apart from his
identity strings as in the earlier mode. It may be noted that the trusted party
is not fully dispensed with. Trusted party has a role to play in the form of
authenticating user public keys where the user presents his credentials and public
keys to the trusted party. If the trusted party is convinced about the credentials
it issues its signatures for the user public keys. This is done to prevent somebody
impersonating others. 11(s), 12(s) and n are the public keys of the user. There
is no common modulus.

3 The Method of Operation for Dilerent Applications

3.1 Personnel Identification

In this mode prover can prove his identity to the verifier or the verifier can
verify prover’s identity, either way. The protocol starts with the prover sending
a prompt string to the verifier. For that the prover creates random numbers X,
y and z using a cryptographically secure random generator [9]. Then they are
assigned to the inputs of a set of interlocking equations. Its outputs p; and p;
will be modulo di [erence of modulo square of x with modulo squares of y and z
respectively.

p1 =y?—x?>mod n
p2 =22 —x?>mod n
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Two more constituents of the prompt string ps and p4 are obtained as follows.

ps = 2(r; ¥ —r; [X) mod n
ps = 2(r3 [@—ry [X) mod n

Prover sends pi, p2, ps, pa along with his identity string to the verifier to
initiate the process. In independent member mode the prover has to attach his
public key signatures also so as to facilitate the verifier to authenticate the public
keys.

After receiving the prompt string the verifier authenticates prover’s pubic
keys using its signatures and the modulus of the trusted party which would
have been widely published (only in the case of independent member mode)
and then creates random numbers a and b and sends it to prover as a challenge
string. When prover receives the challenge he creates his response or in other
words his digital signature (ps, pes, P7), Which is unique in terms of his identity
strings, verifier’s challenge string and the private key information, which he alone
pOSSesses.

ps = r; A+ x [himod n
ps = r, Ca+y [himod n
p7; =r3 A+ z Chimod n

After getting the response from the prover the verifier imposes two conditions.

pZ — p2 = 1y(s) [ + p; [BF + ps (A CAImod n
p? —p2 = l(s) [@f + p, [Of + ps [a Cilmod n

This will verify whether prover possesses the private key information without
leaking a single bit of information about it. This is an example of zero knowl-
edge test. Proving of possession of private key information in turn proves the
genuineness of the identity string he has presented. In other words the identity
of the prover is proved beyond doubt.

It is important to mention that similar results can be obtained by changing
the signs (i.e. + to —) in the equations p; to p; and then appropriately changing
the signs in the test conditions such that the relations are valid.

Now all the hackers in the universe can lay their hands on p; to p; but will
not be able to get any bit of information about the private key unless they
know the prime factors of n. Since prime factors are not made public one has to
factorize n, a huge number (of the order of 1000 bits) that may take millions of
years with all the processing power one can get.

Before leaving this section a brief mention about the response time or pro-
cessing time of the whole system. It can be seen that the prover module requires
only six modular multiplications on line and only five modular multiplications
o [ine. The verifier module requires only eight modular multiplications on line
and only three modular multiplications o [Tihe. But the size of the signature (p;
to p;) is slightly large compared to other popular schemes.
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3.2 Data Authentication

In this mode any message originating from prover can be authenticated as orig-
inated from prover himself and nobody else. Here the process is same as above
till the prover receives the challenge. Then he hashes or in other words creates a
message digest from the combination of challenge string, the actual message, the
prompt string and the identity string of the prover and uses the resultant strings
to create his signature (Inclusion of identity string for hashing is optional). This
will be sent to the verifier. (In independent member mode the signatures of the
public keys of the prover are also attached).

Verifier already in possession of all the strings creates the same message digest
and then using the received signatures does the verification as mentioned earlier
(In the case of independent member mode, signatures of prover public keys are
verified first). If verified true then the verifier can be sure that the message has
indeed originated from the prover as described by the identity string and further
actions can be taken depending upon the content of the message.

3.3 Digital Signature Generation

In this mode the digital signatures is created as in the case of a data authenticator
except that prompt string is not sent to the verifier and challenge string is absent.
This means there is no communication between verifier and prover. Here the
message digest is created from a combination of prompt string, prover’s identity
string and the message (Inclusion of identity string for hashing is optional). The
resultant two strings are used by the prover to create the signatures. Now the
signatures are attached to the message, prompt string and the identity string
(In independent member mode the signatures of the public keys of the prover
are also attached).

The verifier when supplied with the signed document/data retrieves the
prompt string and message and creates the same message digest. (In the case of
independent member mode the public key signatures supplied are also retrieved
and then authenticated before proceeding further) The resultant strings are used
to verify the signatures attached.

4 Method 2

This method is based on Pythagorean triplet [10]. The security is derived from
the intractability of finding square root of huge numbers over finite fields. This
can be also considered as identity based scheme.

There are two modes of issuing the private key as in the case of method I.

4.1 Trusted Party Mode

The procedure follows similar lines as in the case of method I till the generation of
identity string. From the supplied credentials the identity string 1 (s) is generated
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based on a fixed and widely published format. Since in a finite field less than
half of the numbers only will have square roots a short random string of length
a few bits long is concatenated with 1(s) which have to be varied until a square
root is obtained.

Now I (s) concatenated with the short random string is the public key (Puk)
and reciprocal of the square root of Puk modulo n is the private key (Prk) of
the user. It is to be noted that without the knowledge of the prime factors of n it
is virtually impossible to find modulo square root or in other words the private
key. The common public key for all the users is the common modulus n.

4.2 Independent Member Mode

In this mode each user will generate their private keys. So each user will have
his modulus n, which will be published as a public key apart from his identity
string as in the earlier mode. It may be noted that the trusted party is not fully
dispensed with. Trusted party has a role to play in the form of authenticating
user public keys where the user presents his credentials and public keys to the
trusted party. If the trusted party is convinced about the credentials it issues
its signatures for the user public keys. This is done to prevent somebody imper-
sonating others. One noticeable di[erknce from the earlier mode is the absence
of the short random string. Here if 1(s) is not having a square root under the
present modulus n, n is changed till the square root exists. Private key (Prk) is
the reciprocal of square root of 1(s) modulo n. 1(s) (Puk) and n are the public
keys of the user. There is no common modulus.

5 The Method of Operation for Dilerent Applications

5.1 Personnel Identification

In this mode prover can prove his identity to the verifier or the verifier can verify
prover’s identity, either way. The noticeable dilerknce is there is no need for a
prompt string from the prover. In independent member mode the prover has to
attach his public key signatures created by a trusted party also so as to facilitate
the verifier to authenticate the public keys.

The verifier authenticates prover’s pubic keys using its signatures and the
modulus of the trusted party which would have been widely published (only in
the case of independent member mode) and then creates a random number ¢ and
sends it to prover as a challenge. When prover receives the challenge he creates
his response or in other words his digital signature, which is unique in terms of
his identity string, verifier’s challenge string ¢ and the private key information
he alone possesses. The two signatures, p; and p, are created as follows using
diophantine solutions for the Pythagorean triplets [11].

v=c[(2u)"? modn (u is a random number)
pr =u-+v modn
p2 = Prk(u? — v?) modn
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After getting p1 and p, from the prover the verifier imposes one condition,
which will test whether prover possesses the private key information without any
need to leak a single bit of information about it. This is an example of a zero
knowledge test. The test is whether

Puk [p5 mod n = p?(p? — 2c) mod n

Proving of possession of private key information in turn proves the genuine-
ness of the identity string he has presented. In other words the identity of the
prover is proved beyond doubt.

The same result can be obtained by changing the signature equations.

p1 = (Uu+Vv)Prk mod n
p2 = (u? —v?) mod n
The test equation becomes,
p3 mod n = Puk [pE(Puk [pE — 2c) mod n

The same results can be obtained by reversing the signs in the above equa-

tions as follows.
pr = (U—vV) modn
Puk P8 mod n = p2(p? + 2¢) modn

Before leaving this section a brief mention about the response time or pro-
cessing time of the whole system. It can be seen that the prover module requires
only three modular multiplications on line and one modular inverse o [Tine. The
verifier module requires only four modular multiplications on line. The signature
size (p1 and py) is comparable to other popular schemes.

Here also the eavesdropper will not be able to get any bit of information about
the private key unless he knows the prime factors of n. Since prime factors are
not made public one has to factorize n, a huge number (of the order of 1000
bits) that may take millions of years with all the processing power one can get.

5.2 Data Authentication

In this mode any message originating from prover can be authenticated as orig-
inated from prover himself and nobody else. Here the process is same as above
till the prover receives the challenge. Then he hashes or in other words creates
a message digest from the combination of challenge string, the actual message
and the identity string of the prover and uses the resultant string to create his
signature (Inclusion of identity string for hashing is optional). This will be sent
to the verifier (In independent member mode the signatures of the public keys
of the prover is also attached).

Verifier already in possession of all the strings creates the same message digest
and then using the received signatures does the verification as mentioned earlier
(In the case of independent member mode signatures of prover public keys are
verified first). If verified true then the verifier can be sure that the message has
indeed originated from the prover as described by the identity string and further
actions can be taken depending upon the content of the message.
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5.3 Digital Signature Generation

In this mode the signatures for any message is created as in the case of a data
authenticator except that challenge string is absent. This means there is no
communication between verifier and prover. Here the message digest is created
from a combination of the identity string and the message (Inclusion of identity
string for hashing is optional). The resultant string is used by the prover to
create the signatures. Now the signatures are attached to the message and the
identity string (In independent member mode the signatures of the public keys
of the prover are also attached).

The verifier when supplied with the signed document/data retrieves all the
strings and message and creates the same message digest. (In the case of inde-
pendent member mode the public key signatures supplied are also retrieved and
then authenticated before proceeding further) The resultant string is used to
verify the signatures attached.

6 Conclusion

Two algorithms for personnel identification, data authentication and digital sig-
natures are discussed. It needs only a few multiplications for signing as well as
verifying, as a result of doing away with modular exponentiation. Like majority
of cryptographic algorithms, the security of these algorithms also relies on the
absence of methods to find the factors of huge numbers in polynomial time.
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Abstract. In 1999, Poupard and Stern proposed on the fly signature
scheme (PS-scheme), which aims at minimizing the on-line computa-
tional work for a signer. In this paper, we propose more e [cieht on the
fly signature schemes by improving the PS-scheme. In PS-scheme, the
size of secret-key is fixed by modulus n, so that this feature leads to
some drawbacks in terms of both the computational work and the com-
munication load. The main idea of our schemes is to reduce the size of
secret-key in PS-scheme by using a public element g which has a spe-
cific structure. Consequently, our schemes are improved with respect to
the computational work (which means the computational cost for “pre-
computation”, “(on-line) signature generation” and “verification”) and
the data size such as a secret-key and a signature.

1 Introduction

As well-known, a signature scheme is an important tool for secure communication
in an open network. Furthermore, a public-key infrastructure (PKI) actually
requires compact signature schemes. Compactness on both computational work
and data size, gives users’ convenience, and is acceptable for various application
to capacity limited devices such as a smart card.

Focus on the computational work in a generic digital signature schemefl. In
such a signature scheme, there are two kinds of computation to generate a sig-
nature, that is, it consists of pre-computation and (actual) signature generation.
To estimate the e [ciehcy of a signature scheme, we should separately consider
the computational cost for pre-computation and that for signature generation.
The information generated at the pre-computation does not depend upon the
message to be signed. Therefore the pre-computation can be executed in o [=line,
i.e. before a message to be signed is given. This means that such a computational
cost does not influence the processing time after a message is given.

On the other hand, the computational cost in the signature generation step,
does directly influence the processing time after being given a message. With

1 As well as in [PS00], in this paper, a generic (digital) signature scheme means a
signature scheme which can be derived from a three-pass identification scheme by
using an appropriate hash function.

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 275286 2001.
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respect to a fast signature generation, Naccache et al. [NMVR94] proposed the
e [cieht technique: a trusted authority computes the information in o [=line, and
treats those as coupons. In coupon based signature, the reduction of computation
work in on line is the very target for fast signature. Consequently, we can say
that it is a worthwhile work to make the computational cost small in signature
scheme.

In 1992, Girault [Gir92] modified Schnorr’s sighature scheme [Sch91] in which
an RSA-modulud? is used instead of a prime modulus. This modification leads to
no modulo reduction in the signature generation. Therefore, in Girault’s scheme,
faster processing of the signature generation is possible than in Schnorr’s one.
In 1998, Poupard and Stern [PS98] investigated and gave provable security for
Girault’s scheme, and named that scheme GPS-scheme. In this paper, we call
a generic signature scheme in which modulo reduction is not necessary at the
(on-line) signature generation step, on the fly signature scheme.

In 1999, Poupard and Stern [PS99| proposed a generic signature scheme
(PS-scheme), whose security relies on the di [culty of integer factoring. In this
scheme, the size of the public-key is smaller than that in GPS-scheme. Conse-
guently, compared with GPS-scheme, the computational cost and the data size
can be decreased, and PS-scheme is seemed more secure under the one-key at-
tack scenario [PS99]. However, PS-scheme has some drawbacks. For instance, the
size of secret key is only dependent on modulus n, and considerably large (about
[n|/2). This drawback leads to ine [cieht results in both communication work
and data size. Moreover, computational cost in the verification is very high.

In this paper, we improve PS-scheme and propose new “on the fly” signature
schemes (Scheme | and I1) which is based on integer factoring. In our schemes,
a public-key g has a specific structure. Consequently, in comparison with PS-
scheme, the size of secret-key is small ( CCJaV2). In the following, our schemes
realize a compactness of signature. Especially, the computation work in verifica-
tion are much reduced by the changing n in x = g¥~" mod n (PS-scheme) into
z in x = g¥72¢ mod n (our schemes).

As for Scheme |, a public-key n is RSA modulus, which is the same as that in
PS-scheme. The performance in Scheme | is much superior to that in PS-scheme
and the security is as secure as integer factoring problem for modulus n (in the
random oracle model). To satisfy the security, Scheme | uses asymmetric basis
g in Z-Which is a variant of [Po00],

As for Scheme |1, a public-key n consists of three or more primes instead of
RSA modulus in Scheme | (or PS-scheme). In [Sil99], we can see several trials
to get faster computation for RSA cryptosystem [RSA78| by the technique of
increasing the numbers of the factors of the modulus. Scheme 11 can make use of
the very technique. The security is as secure as specially defined mathematical
problem finding order problem (in the random oracle model), which is derived
from integer factoring .

2 In this paper, we call a modulus to be a product of two distinct primes an RSA-

modulus.
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Concrete to say, compared with PS-scheme, the size of a secret-key in Scheme
I (resp. Scheme Il) and a signature can be reduced by at least 69% and 47%
(resp. 63% and 43%), respectively. Furthermore, Scheme | (resp. Scheme 11)
has an advantage that the computational cost can also be smaller. Compared
with PS-scheme, the computational cost in Scheme I (resp. Scheme II) for pre-
computation, signature generation and verification can be reduced by at least
38%, 69%, and 64% (resp. 54%, 63%, and 61%), respectively.

This paper is organized as follows. In Section ??, we will review PS-scheme
and will discuss it. In Section[3, we will introduce our proposed signature scheme
(Scheme 1), will describe some features of ours, and will give provable security
for ours. In Section B} we will introduce an optimized scheme (Scheme 11) and
discuss in the same way as Section 3l In Section [B], we will discuss the security
consideration with respect to (1)the size of n and (2)the number of prime factors
with n in our schemes. In Section [6] we will evaluate the performance of our
schemes by comparing with those of several existing schemes. The conclusion
will be given in Section [7]

2 Previous Scheme

In this section, we review the signature scheme (PS-scheme) in [PS99]. This
scheme is a generic signature scheme which is derived from the identification
scheme. We first introduce some notation. The symbol ¢(:) denotes Euler totient
function, that is, ¢(n) is the number of the natural numbers less than n and
coprime to n. The symbol A(-) denotes so-called Carmichael function, that is,
A(n) is the greatest number among the possible orders of elements in Z5'The
order of an element g [ZI s represented as Ordn ().

2.1 Protocols

In PS-scheme, the following parameters exist: k and K are the security parameter
and the information leak parameter, respectively. The security parameter k is
[n]/2, and the information leak parameter K is assumed so that 2¥-time computa-
tion is intractable. The parameters A and B satisfy A < n and |A| = K+k+|B|.
Also B is assumed that B-time computation is intractable. We use an appropri-
ate hash function H : {0,1}. {0, 1}'®

Key generation step: The signer picks up two same-size primes p and ¢, and
computes n = pq. After that, she picks up g [A) satisfying Ord,(g) [
{A(n),A(n)/2} and computes s = n—¢(n) (= p +q—1). The secret-key is
defined by s. The corresponding public-key is (n, g).

Signature generation sil:gP: Imagine that the signer generates a signature for
a message m [{D, 1} — The signer picks up a random number r [Za to
compute Xx = ¢g" modn, e = H(x,m) and y = r + se. Note that y is the
very value of r + se on Z. The signature for a message m is (e, y).

Verification step: Given the public-key of the signer (n, g), a message m and
a signature (e,y), the verifier accepts the signature, if both y < A and
e = H(g¥"" mod n, m) hold, and rejects it, otherwise.
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2.2 Features and Drawbacks

A secret-key in PS-scheme is s = n — ¢(n) which depends only upon (a part of)
the public-key n. The two parameters n and s are congruent under the modulo
¢(n), and the size of s is about a half of that of n.

Moreover, the computation of y is executed on Z, and the information on a
secret-key is protected by computing r + se with condition r [—sel Therefore,
we can see that the size of r also depend upon that of se.

In the verification step, the size of y has to be explicitly verified whether the
condition y < A holds or not. This kind of verification cannot be seen in the
existing signature schemes [EIG85NIST91IRSA78|Sch91], hence we can say that
such a verification indeed characterizes PS-scheme.

Unfortunately, PS-scheme has the following drawbacks.

High computational cost for verifier: In the verification step, y [Cnelholds
actually. And the order of g [ZI5s not open. Therefore, the computational
cost for a verifier is considerably large as |ne| increases. The verifier must
compute full exponentiation (ly —ne| bits) calculus such as x = g¥~"¢ mod n.

Ine Cciehcy by the increase of a secret-key size: If the size of a secret-key
s increase for the security reason, then this scheme shall get ine [cieht in view
of (1) the computational cost for pre-computation, signature generation and
verification, and (2) data size such as the size of signature.

Restriction for the structure of a public-key n: When we set up a public-
key n to be the product of three or more primes, the size of a secret-key
shall accordingly increase. For example, in case n is the product of three
primes, that is, p, g and r, the secret-key s (= n — ¢(n)) turns out to be
n—PE-1@—-1—1) (=pg+qr+rp—(p+q+r)+1), whose size is
about 3/2 times of that in case n is the product of two primes.

3 Proposed Scheme

In this section, we introduce our signature scheme (Scheme 1). The main idea
of Scheme 1 is to reduce the size of secret-key by using element g which has
a specific structure. Furthermore, we wish to construct that Scheme | has the
same security of PS-scheme, so that the following basis is existed in Scheme I.

Definition 1 (Asymmetric basis) Let n be an RSA modulus such that n =
pg. Then we say that g is an asymmetric basis in Z51f the multiplicity of 2 in
Ord,(g) is not equal to the multiplicity of 2 in Ordq(9). [ |

We can say that this definition is more relaxed in comparison with that of
[Po0Q].
3.1 Protocols

Scheme | has the parameters k, K, a, b and c, where k is the security parameter,
that is, the length of the secret-key, and Kk is the information leak parameter,
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Scheme | Scheme 11
n=pq n=[[_pi (t=3)
Parameter :  asymmetric basis g CZI5 element g [Z]}
z [ Vo z [gPoe
s =z mod Ordn(g) s =z mod Ordn(Q)

Public-key: n, g, z
Secret-key: s

r [(rVsa

x = g" mod n pre-compute (r, X)

e =H(x,m)

y=r-+se m, (@)

Check:

2
lyl=a+1 and
ez H(g¥~?*® mod n, m)

Fig. 1. Proposed signature schemes

that is, 2¥-time computation shall be intractable. Those parameters are assumed
to satisfying a = b+ k + K and ¢ = k + 2k. The detailed conditions on the
parameters are mentioned in Section We use an appropriate hash function
H:{0,13"L {0,13".

Key generation step: The signer picks up two same-size primes p and ¢, and
computes n = pg. After that, she chooses an element g [—Z. Which is
an asymmetric basis in Z'.'She picks up a random number z [Z,. and
computes s = z mod ¢, where Ordn(g) = q. The secret-key is s and the
corresponding public-key is (n, g).

Signature generation step: Imagine that a signer having a public-key (n, g, z)
and the corresponding secret-key s, generates a signature for a message
m {0, 1}';'Then she picks up a random number r [7Z,a to compute
X = ¢g" mod n and e = H(x, m). She also computes y = r + se, where y is
the very value of r + se on Z. The signature for a message m is (e, y).

Verification step: Given the public-key of the signer (n,g,z), a message m
and a signature (e, y), the verifier accepts the signature, if both |y| <=a+1
and e = H(g¥~%® mod n, m) hold, and rejects it, otherwise.
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3.2 Parameter Generation

We describe remarks on the parameters for the security of Scheme I. In case of
signature y = r + se, with |r| = a, |s| = k and |e|] = b, the values of a, b, k, K
shall satisfy a = b + k + K for its security.

If an adversary could figure out r EZqurom X (= g" mod n) generated by
the actual signer, then she could break the signature scheme. We can see the
algorithms to extract r, such as Pollard lambda method in [Po78] and the baby-
step giant-step method in [Knu98]. One may say that the former is better than
the latter since it has same computational complexity (exponential-time: O( " Q))
but does not need memory. The size of q shall be set up not so that r can be
figured out with such an algorithm.

The information leak parameter k should be set up so that 2¥-time compu-
tation should be intractable.

If y > ze were allowed, then an adversary could impersonate the signer to
easily compute y, along with the actual protocol, such that x = g¥7%¢* mod n
holds. To keep o slich an attack, the condition of ¢ = k + 2k shall be required
from c+b = a+k = b+k+2k. Furthermore, if ¢ > 2° were satisfied, then s =z
would hold, that is, the secret-key would be disclosed. Hence also q < 27 shall
be required, and it is always held since q < 2 < 2672K < 267K,

Next, we describe how to find p, g and an asymmetric basis g in Z\

— Pick up two primes p = 2p"p™+ 1 and q = 29'4™+ 1 such that p“and q™are
also primes, and p™and q™are odd numbers.

— Choose o, [ batisfying g, = a,()p_l)/pmg 1 mod p. In the same way,

choose ag EZq‘%atisfying Oqg Egqg—1modg, agq_l)/z S 1modqand gq =

al™72975 1 mod g.
— Compute n = pg and g = q(q~* mod p)gp + p(p~* mod g)gq mod n.

In the last step, g is computed by using the technique of Chinese Reminder
Theorem (CRT). Note that Ord,(g) = p“and Ordq(g) = 29" Therefore Ordn(g)=
lem(p5/29") = 2p'g~

Finally, we discuss secure hash algorithm which we should adopt. If H were
an ideal hash function, then the proposed signature scheme would be secure as
described in Section [33. Since such a random function does not exist in the
real world, in implementation, we are recommended SHA-1 by [NIST95] which
is designed so that the algorithm can be a collision intractable hash function
[Dama8s].

3.3 Security Analysis

In this paper, we say that a signature scheme is secure, if no polynomial-time
adversary A can existentially forge a signature under the adaptive chosen mes-
sage attack. In this section, we show that Scheme I is secure, by using the forking
lemma in [PS0Q], and showing protocol in signature generation step (see Section
[31) can be simulated by a polynomial-time machine in the random oracle model
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[BRA3]. To discuss the provable security, we regard the signature for message m
as (x,e,Y).

As a strategy, we show that if there exists a polynomial-time adversary which
can existentially forge a signature under the strongest attack, that is, an adaptive
chosen-message attack, then we can construct a polynomial-time machine which
can compute the integer factoring.

We say that a positive function f(k) : N - R is said to be negligible, if for
any c, there exists a k¢ such that f(k) < k™¢ for any k = k.. Otherwise f is said
to be non-negligible.

Lemma 2 Let n be an RSA modulus and g be an asymmetric basis in Z
Assume that we find L > 0 such that g~ = 1 mod n. Then we can construct
a Turing machine M which on input n,g and L outputs a factor of n in time
O(ILIIn?)

Proof. (Sketch) This lemma is basically due to [Po00]. Hereafter, we describe
how to construct M.

At first, M extract the odd part b of L, such that L = 22b. Since g is an
asymmetric basis in Z~;'it holds g?®> = 1 mod p and g® = 1 mod g, and also
holds g° = 1 mod p and g® = —1 mod q. Then we have the following results:
p|g®—1and n{g®— 1. Consequently, M can find a factor of n by computing
ged(g® — 1 mod n, n).

Note that modular exponentiation algorithm (resp. extended Euclidean al-
gorithm) has a running time of O(|L||n|?) (resp. O(|n|?)). Hence M can execute
the above steps in time O(|L||n|?). 1

Theorem 3 Let Q (resp. R) be the number of queries which a polynomial-time
adversary A can ask to the random oracle (resp. the actual signer). Assume
that 2°q/22 and 1/2° are negligible. Also assume that, by executing adaptive
chosen-message attack, A can forge a signature with non-negligible probability
€ = 10(R + 1)(R + q)/2°, and with the average running time T. Then we can
construct a polynomial-time machine M which can factor n with non-negligible
probability in expected time O(QT /g + |n|°M).

Proof. (Sketch) We firstly show that the signatures in the proposed scheme can be
statistically simulated by a polynomial-time machine. This machine is simulated
according to the protocol like in [PS00].

We denote, by p(a,B,y) and pHa,B,y), the probabilities that (a,B,y) is
output by the signature algorithm and the simulator, respectively. We set ¢ =
(2> —1)(2k—1), and let R : {0, 1}"L 0, 13" be an ideal hash function (random
oracle) for a given message m [{D, 1} —For an integer A and a positive constant
A, N(R,A, D) is defined to be the number of pairs (e,y) []0,2°) x [A, A+ A)
such that R(g¥~%¢, m) = e. Tsavehen we have the following:

gy_ZB mod n = a, gy_ZB mod n = a,

X | R(a,m) =B, X | R(a,m) =,
_ \y-—sp 0m,2% _\y [09,2%)

p(a,B.y) = 5 and p'(o,B,y) = N(R.9.22—g)
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where for a predicate [ (D ik the characteristic function of [ that is, x(D & 1,
if [19 true, and x( D3 0, otherwis

Therefore, the summation = =, 5 |p(at,B,y) — pXa, B,y)| , has a upper
bound of 8q(2° — 1)/22, because = = 2(1 — N (R, ¢, 22 — 9)/2?) holds similarly
with [PSY8], because 22 — ® < N (R, @, 22 — @) holds, and because ¢ = (2° —
1)(2% — 1) < (2° — 1)2q follows from 2571 < q < 2%, If q/22 is negligible, then
so is 8q(2° — 1)/22, and consequently, the output by real signer and that by the
simulator are statistically indistinguishable.

Next, by using the technique in [PS00], we can get a multiple of Ord,(g)
such that g- = 1 mod n. Here g is an asymmetric basis in ZS; therefore by the
result of Lemmal[Z we can get a factor of n. 1

4 Optimized Scheme

In this section, we give an optimized scheme (Scheme I1) whish is superior to
Scheme | in terms of computational work for a signer. The main feature in
Scheme 11 is that the modulus n consists of three or more primes instead of
using an RSA modulus in Scheme I. So a signer can make good use of the
technique of CRT more e [ciehtly. For example, in Scheme Il with n having
three prime factors, the computational cost for pre-computation x (= g" mod n)
can be reduced to about 4/9 times of that in the Scheme I (or PS-scheme) with
RSA modulus n. A preprint version of Scheme 1l can be seen in [OTMUOI]. In
this paper, we consider further concrete security in Scheme II.

4.1 Protocols

Key generation step: The signer determines the number of factors, %is,
t = 3, picks up same-size t primes p; (1 <i=<1t) and computes n = ;_,p;.
After that, she chooses divisor g of A(n) and finds an order-q element g [CZI."
Also she picks up a random number z [Zbe and compute s =z mod q. The
secret-key is s and the corresponding public-key is (n, g).

The other steps are executed in the same way as Scheme | (see Section B.1)).

4.2 Description

The conditions of parameters such as k, K, a, b and c are the same as those in
Scheme 1 (see Section [32). Furthermore, primes p; (1 <i<t)and g [Z; Will
be generated under the line of work described in Section

In [PS98,PS99] we can see the two types of attack: one key attack, an adver-
sary try to forge valid signatures for fixed public key, and possible key attack, an
adversary try to forge valid signatures for possible public keys, where possible
public key means any public key satisfying the condition of the parameter. The
security consideration under the one key attack scenario seems to be more strict
analysis of security than that under the possible key attack scenario.
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We have seen that the security in Scheme | is based on integer factoring. On
the other hand, it is not unknown, under the one key attack scenario, whether
Scheme I1 is as secure as the problem or not. To estimate more concrete security,
we define the following problem.

Definition 4 (Finding order problem) This problem is as follows. Given
n [N-; and g A% find L, where L is a multiple of Ord,(g) and |L]| is
bounded by a polynomial in |n|. ]

In Scheme 11, if we assume the intractability of finding order problem, same
result like Theorem Blis obtained. Then the result (i.e. theorem) is proved, with-
out loss of generality, using in the proof of the Theorem[3

5 Integer Factoring Problem

In this section, we consider the secure size of n, and also discuss secure number
of the prime factors for n in our schemes.

Of course, if the modulus n were factored, then the proposed signature
schemes would be broken. In [LLMP90], we can see the number field sieve method
for factorization, which is the most e [cieht algorithm ever proposed, and whose
running time depends upon the size of n. On the other hand, in [Len87], we
can see the elliptic curve method, which is also one of e [cieht algorithms for
factorization, and whose running time depends upon the size of factors of n.
Therefore, the faster one is determined according to the size of the input and
upon the number of the factors of n.

As for Scheme 11, referring to [Sil99] for computational cost of algorithms, in
case that |n| = 1024 and that n has three prime factors, the number field sieve
method is faster, whereas in case n has four prime factors, the other is faster.
Hence supposing that |n| is 1024 and t is 3 in the proposed scheme, and that
[n] is 1024 in PS-scheme, we can say that the number field sieve method is the
faster (and fastest) algorithm to factor n in the respective schemes, and that the
respective computational cost for factoring n can be almost the same.

6 Performance

In this section, we evaluate the e [Ciehcy of our schemes by comparing existing
schemes. The parameters in the proposed Scheme | (resp. Scheme I1) are set up
to be |n| = 1024, k = 160 by taking k = 80, b = 80 and a = ¢ = 320 (resp.
[n] = 1024, t = 3, k = 192 by taking kK = 80, b = 80 and a = ¢ = 352).

Table [Tl gives the performance of various signature schemes including ours.

Here, a primitive arithmetic of binary methods [Knu81l] is used. For all
schemes in the table, we set up the parameter under the line of the one key
attack scenario. Hence the size of secret-key in GPS-scheme is 1024 bits. For
more discussion on it, we refer to [Po00].

UMP means the underlying mathematical problem that the signature scheme
relies on for its security. The terms CPC, CSG and CVF mean the computational
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Table 1. Performance of signature schemes

CPC CVF SPK SSK SSig
Scheme UMP CSG . . .
(xM) (xM) | (bits) | (bits) | (bits)
Scheme | Inteder
[n| = 1024, a = 320, g. 240 |80x160| 600 | 2048 | 160 400
K = 80 factoring
Scheme 11 Findin
[n] = 1024, a = 352 g 176 | 80>=192 | 648 | 2048 | 192 432
t=3 K=80 order
PS-scheme Integer
[PS99] facto?'n 384 |80x512| 1656 | 1024 | 513 752
i
In|=1024, |A| =672 g
GPS-scheme Discrete lo
[PS98] g- 384 |80 = 1024| 1796 | 3072 | 1024 | 1264
In| = 1024 modulo n

cost for pre-computation, signature generation and verification, respectively. The
terms SPK, SSK and SSig means the size of a public-key, a secret-key and a
signature, respectively.

In CPC, the signer uses the technique of CRT if it is possible. In SPK with
our schemes, the size of public-key is optimized: we regard actual public-key
as (n,g), and z is computed by z = H%¥n,g), where H"is a hash function
HE {0, 1} {0, 1}°.

For respective computational cost, the unit M represents the computational
cost for one multiplication under a 1024-bit modulus, a x 3 represents the com-
putational cost for multiplication of an a-bit number and a B-bit number on
Z.

Since PS-scheme is intended to be used with a modulus product of two strong
primes, g = 2 is a correct basis and do not have to be included in the public key.
Consequently, we set SPC = 1024 for PS-scheme. Therefore, one may say that
PS-scheme is more e [cieht than our schemes in terms of size of public key.

We can say that the proposed signature scheme is quite e [Cieht one in view
of both the computational cost and the data size. Concrete to say, Scheme |
(resp. Scheme 11) enables the computational cost to be reduced by 38% (resp.
54%) for pre-computation, by 69% (resp. 63%) for signature generation, and by
64% (resp. 61%) for verification, comparing with PS-scheme. For the data size,
the secret-key size in ours is 69% (resp. 63%) of that in PS-scheme, and the
signature size is 47% (resp. 43%) of that in PS-scheme.

By Table [I] we can say that the proposed signature scheme is e Lcieht, and
requires a relatively weak computational assumption for its security.
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7 Conclusion

In this paper, we have proposed e [cieht signature schemes, which are derived
from a three-pass identification scheme, and which are constructed by improv-
ing PS-scheme in terms of a compactness of signature. As well as PS-scheme
(or GPS-scheme), the proposed schemes are so-called “on the fly” signature
schemes, that is, it does not require modulo reduction in the signature genera-
tion step. We have shown that our schemes are existentially unforgeable against
any polynomial-time adversaries that can execute adaptive chosen message at-
tack in the random oracle model. Furthermore, the underlying computational
problem in ours is the integer factoring problem in Scheme | and mathemati-
cally well defined problem (i.e. finding order problem) in Scheme I1, respectively.
We also have shown that ours are more e Lcieht than PS-scheme in view of the
computational cost and also in view of the size of a secret-key and a signature.
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Abstract. In this paper we devise a generalization of the Ge[elgen-
erator that combines more than three periodic inputs over GF(q). In
particular, clock-controlled shift registers are suggested as inputs. The
period and the linear complexity of the generated key-stream are esti-
mated. We also prove some new results about the period of the sequence
generated by a clock-controlled shift register.

Keywords: cryptography, key-stream generator, clock-controlled shift
register, Ge [e fenerator.

1 Introduction

The basic building block that we want to use for constructing a key-stream
generator, consists of a control register CR and a clock-controlled generating
register GR. A control register generates a sequence of nonnegative integers a =
{ai}i=o and cycles periodically with period 1. Hereafter in this paper by period
we mean least period of a sequence, as opposed to multiple period. A generating
register is an LFSR over P = GF(q) with irreducible feedback polynomial f(x)
of degree m > 1 and order M. Let b = {b(i)}i=o denote the output sequence
from the GR when clocked regularly and let a be a root of f(x) in the splitting
field of £(Xx). In some cases, further in this paper, primitiveness of f(x) will be
required. Then A =g™ — 1 will denote the maximal possible order of f(x). Let
also S denote | _; ax.

In the clock-controlled mode, the output sequence u = {u(t)}«=o is generated
in the following way (see Fig.[I)). The initial output is u(0) = b(ag). Further, after
output u(t —1) has been generated, the CR specifies the nonnegative integer a,
the GR is shifted a; times and then produces the next output u(t). After that,
the CR is shifted once to be ready for the next iteration. Thus, the general form
of an output sequence element is

I e—
u(t) =b aj for t=0. (D)
i=0
In the sequel, by irregular clocking will we mean the above type of clock control
applied to the GR.

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 287-{296} 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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a u
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Fig. 1. Clock-controlled arrangement

Section ] of the paper starts with some results about uniform decimation
of linear recurring sequences in the field P = GF(q). These results are used to
estimate the period of a sequence generated by a clock-controlled LFSR. We de-
rive also some new conditions for sequences, obtained by uniform decimation, to
reach their maximum linear complexity. Further, we estimate the period of the
output sequence generated by an arbitrary clock-controlled LFSR with an irre-
ducible feedback polynomial and an arbitrary structure of the control sequence.
A su Lcieht condition for this period to reach its maximal value is formulated.
Some specific configurations of clock-controlled arrangements with a maximal
period of the output sequence are defined. Relevant recommendations for esti-
mating the linear complexity are also presented.

In Sect. [3 we construct a key-stream generator based on the one suggested by
Ge [&]n [I]. Unlike the Ge [e_§enerator that has three binary input m-sequences,
our generator runs over the field P = GF(q) and combines multiple inputs having
arbitrary periods. In particular, this implies that clock-controlled shift registers
can be used as inputs. The original Ge[elgenerator can not be used for key-
stream generation since its combining function is zero-order correlation immune
and correlation attacks are applied easily. Using clock-controlled registers and
multiple inputs makes this generator immune against fast correlation attacks and
less susceptible to basic attacks. We analyze some relevant algebraic properties
of the suggested generator.

2 Period and Linear Complexity
of Clock-Controlled LFSR’s

First, we need some results about sequences obtained by uniform decimation
of linear recurring sequences with irreducible characteristic polynomial. These
results will be used further to estimate the period of a sequence generated by a
clock-controlled LFSR.

Definition 1. Let | and k be arbitrary nonnegative integers and k > 0. Then
sequence v = {v(i)}i=o defined by v(i) = u(l +ki) for i = 0 is called the uniform
(I, k)-decimation of sequence u = {u(i)}i=o. Also we will say that v is obtained
by uniform (I, k)-decimation of u.

Let f(x) be an irreducible polynomial of degree m > 0 and order M over
P = GF(q). Further, taking into account the fact that Q = GF(q™) is the
splitting field of f(x), let a be a root of f(x) in an extension field Q = GF(q™)
of P. Let m(k) denote the degree of Rx = P () over P. Let also f(x) denote
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the minimal polynomial of a* over P . Note that fi(x) is irreducible in P [x]. Then
directly from the definition of extension degree it follows that deg fx(x) = m(k)
and evidently m(k) | m = m(2).

We denote the set of all homogeneous linear recurring sequences in P with
characteristic polynomial f(x) by Lp (f). If degree of f(x) is m then Lp (F)
is an m-dimensional vector space over P. Item (a) of the following theorem is
a particular case of [2 Proposition]. Item (b) is an easy generalization of [3]
Lemma 17].

Theorem 1. Under the conditions imposed above, let | and k be arbitrary non-
negative integers and k > 0, then:

(a) The uniform (I, k)-decimation defines a homomorphism of the vector space
Lp (f) onto Lp (fx). This homomorphism is an isomorphism if and only if
m(k) = m.

(b) If f(X) is a primitive polynomial and if u is a nonzero sequence belonging
to Lp () then every nonzero sequence w [Ip (fk) can be obtained as a
uniform (I, k)-decimation of u using exactly g™~ ™) di [erknt values of | [
{0,...,A—1}, and the zero sequence can be obtained similarly using exactly
qm—mk) — 1 di[erent values of | [0, ..., A—1}.

Note 1. Polynomial fi(x) is the minimal polynomial of ak, so it is irreducible.

Since the order of ak (that is equal to the order of fi (X)) is given by W"O‘ﬁ‘da) =

W, we conclude that fi(x) has order M if and only if k is relatively prime
to M. Further, if gcd(k, M) = 1 then fx(X) has degree m. Indeed, the degree of
i (X) is equal to the least value of t, t > 0, for which (a)?" = oK or equivalently
ak@ -1 =1 But orda = M and gcd(k, M) = 1. It follows that M | q* — 1 and
thus that t = m.

Corollary 1. Let gcd(k,M) = 1. Then every uniform (I, k)-decimation se-
quence of any nonzero sequence u [ (f) is equal to a nonzero sequence be-
longing to Lp (fk) and none nonzero sequence w [ L (fi) can be obtained as a
uniform (I, k)-decimation of u using more than one value of | [{0,...,M —1}.

Proof. When applying the uniform decimation with parameters | =0 and k >0
to sequences in Lp (f) we can assume that | < M since all these sequences have
the multiple period M. Moreover, if we fix some arbitrary value of 0 <1 < M
then for any | > 0, the uniform (1, k)-decimation of any nonzero sequence from
Lp () is equal to the uniform (I, k)-decimation of some other nonzero sequence
from Lp (f). Thus, for any fixed value of I, 0 < | < M, the set containing
uniform (I, k)-decimation sequences of any nonzero sequence u [y (F), when
k > 0 is fixed and | takes all possible nonnegative values, is equal to the set
containing uniform (I, k)-decimation sequences of some M-cardinal subset of
nonzero sequences in Lp (F). Now since m = m(k), the statement easily follows
from Item (@) of Theorem [ 1

Corollary 2. If the degree m of polynomial f(x) is a prime number then m(k) =

m if and only if k is not a multiple of W. Moreover, if W { k then
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every uniform (I, k)-decimation sequence of any nonzero sequence u [k (f) is
equal to a nonzero sequence belonging to Lp (fk) and none nonzero sequence
w [k (fi) can be obtained as a uniform (I, k)-decimation of u using more than
one value of | 0,...,M — 1}.

Proof. Since m(k) | m and m is prime, only two alternatives are possible: either
m(k) = m or m(k) = 1, in which cage (ak)? = aoX. So, m(k) = 1 if and only if
M divides k(q — 1), i.e. gegrg=my LK. The rest of the proof goes the same way
as in Corollary [T 1

Corollary 3. If f(x) is a primitive polynomial and k < g™/2 then deg fi(x) =
m. Moreover, under these conditions, every uniform (I, k)-decimation sequence
of any nonzero sequence u [k (F) is equal to a nonzero sequence belonging to
Lp (fk) and every nonzero sequence w [Lp (fx) can be obtained as a uniform
(I, k)-decimation of u using a unique value of | [{0,..., A —1}.

Proof. By virtue of Theorem[D Item (a), all uniform (I, k)-decimation sequences
of u belong to Lp (fx) and we have to prove that m(k) = m.
By definition, ordak = W)Id\) | (@™ —1) and m(k) | m, as was noted

before. Hence, if m(k) < m then m(k) < 7 and therefore m =qm?2 -1,

i.e. gcd(k, A) = q™/2+1. In particular, k = gq™/2+1 that contradicts the condition
imposed.

Therefore, m(k) = m and by Theorem [1, Item (b), the zero sequence can
be obtained as a uniform (I, k)-decimation of u using exactly gm—™®) —1 =0
di Cerent values of | [0, ..., A —1}. So, all uniform (I, k)-decimation sequences
of u are nonzero. Every nonzero linear recurring sequence w [Ip (fx) can be
obtained as a uniform (I, k)-decimation of u using exactly q™~ ™) = 1 value of

| C0,...,A—1}. 1

Further in this section, we continue to use the terminology and notations
introduced in Sect.[Il As a generalization of Definition[ of a uniform decimation,
we can consider the output sequence u, obtained from (@) as a nonuniform
decimation of b according to the control sequence a as follows:

u(i+jm) =b(a(i) +jS) for O0<i<m, j=0, 2

where S = I_E—Zglak and a(i) = I%Iak. Hence, any uniform (i, m)-decimation
of u is a uniform (a(i), S)-decimation of b. By Theorem [I] Item (a), the latter
decimation belongs to Lp (fs(X)). The output sequence u consists of 1 such
sequences interleaved and belongs to Lp (fs(X™)).

Since the period of the sequence b divides the order M of f(x), we conclude
that all elements of a can be reduced modulo M without any eledt on the
output sequence u. So, from now on we assume without loss of generality that
all elements of a are nonnegative integers less than M.

It is obvious that the minimum of the degrees of irreducible factors of fs(x™)
provides a lower bound for the linear complexity of the output sequence u and
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the lowest possible order of any irreducible factor of fs(x™) gives a lower bound
for the period of u.

Since ord fs(x) = orda® = W and u consists of 1 interleaved sequences
belonging to Lp (fs(Xx)), then from (@) it easily follows that the period of u

divides Wg}l\ﬂ)' From [4, Lemma 1] it follows that if u is nonzero then its
n™

period is a multiple of ) where mis the product of all prime factors of
T, not necessarily distinct, which are also factors of W. This provides the
lower bound for the period. In particular, if every prime factor of m also divides
W then the period of u reaches the maximal value WQM)' We also note
that zero output sequences can be generated even if the initial state of the GR
is nonzero and f(x) is primitive.

By Note[I] if S is relatively prime to M then fs(x) is irreducible of degree
m and order M. For P = GF(2) and such an fs(x), Theorem 2 in [5] provides
an exact lower bound for the degree of any irreducible factor of fs(x™). From
this theorem it easily follows that if f(x) is primitive, if gcd(S,A) = 1, and if
every prime factor of m also divides A then fs(x™) is irreducible. In this case the
linear complexity of u reaches its maximal possible value mm (this is equal to
the degree of fs(x™)).

In many cases the period of sequence u can be determined more precisely.
The following theorem extends [6, Theorem 4]. Recently, in [4, Theorem 2] Golit
generalized this result for an arbitrary GR having an LFSR structure.

Theorem 2. The output sequence u is periodic. If for | [{D,...,M — 1} the
uniform (1, S)-decimation sequences of b are all distinct then the period of u is
equal to

M

M) = scaE M)

Let assume that b is a nonzero sequence. Then, by Theorem [, Item (a), all
the uniform (I, S)-decimation sequences of b for | [{D,...,M — 1} are distinct
if m(k) = m (see [4, Proposition 2], where a similar fact was proved for an
arbitrary GR having LFSR structure).

Proposition 1. Let f(x) be a primitive polynomial of degree m, so it has the
maximal possible order A = g™ —1. Then all uniform (I, S)-decimation sequences
of b are distinct for | [D,...,A — 1} if and only if for any | C0,..., A — 1}
the uniform (I, gcd(S, A))-decimation of b is nonzero.

Proof. Let us first consider the congruence xS =y gcd(S, A) (modA) where x =
0andy = 0. Itis evident that for any fixed value of x =0, 1, 2, ... this congruence
is solvable with respect to y and for any fixed value of y = 0,1, 2,... it is solvable
with respect to x. Thus, for any | = 0 a uniform (I, S)-decimation of b contains
exactly the same elements as a uniform (I, gcd(S, A))-decimation.

Suppose now that for some k,t [D,...,A — 1} with k & t, the uniform
(k,S) and (t, S)-decimation sequences of b are equal. By Theorem [T, Item (b),
they can be equal if and only if q™~™() = 2 and this is so if and only if for
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some | D, ..., A — 1} the uniform (I, S)-decimation of b is zero. But then the
uniform (1, gcd(S, A))-decimation is zero too. 1

The following corollary easily follows from corollaries 2and [3, Proposition [II
and Theorem [2.

Corollary 4. Let b be a nonzero sequence and suppose that one of the following
two conditions holds

(a) degree m of f(x) is prime and S is not a multiple of —gare=
(b) f(x) is a primitive polynomial (so, of order A = ¢™ — 1) and gcd(S,A) <
qm/2_

M

Then the period of u is equal to T(m, M, S) = FedE. M) -

Note that if f(x) is primitive then one has M = A = g™ — 1. If conditions
of Theorem [21 Proposition [ and Corollary Bl do not hold then the period of the
decimated sequence may be equal to or smaller than %. If S is relatively
prime to M, it follows from Corollary [l and Theorem [ that the period of u
reaches the maximal value mM (this is Theorem 4 in [6]).

3 Generalized Ge [e1Generator

Combining linear feedback shift registers with a memoryless nonlinear function
F is a well-known way to increase the period and the linear complexity of the key-
stream, as well as to reduce the correlation between the key-stream sequence and
the LFSR sequences that are used as input of F, see [7]. The key-stream generator
discussed in this section is a memoryless combiner based on a specific combining
function that implements a nonuniform decimation of input sequences. The key-
stream sequence is obtained by irregularly interleaving the decimated sequences.
Both decimation and interleaving operations are controlled by the same sequence
being one of combining function inputs. This construction can be seen as a
generalization of the Ge [efenerator from [1].

First, we need to define and fix an ordering in the finite field P = GF(q)
by numbering the elements from 0 to g — 1, thus P = {po,...,pg—1}. Let the
combining function F from P9*1 to P be defined by F(pj,Xo,--.,Xq-1) = Xj
for j =0,...,q—1. Thus, the first argument of F selects which of the remaining
g arguments is taken as an output of the function. Let assume that a periodic
sequence a = {aj}i=o in P (we will also call it the control sequence of F) with
the period m and linear complexity L is fed to the first argument of F and
that q periodic sequences bl = {b!}i=o (i =0,...,q—1) in P with periods Aj
and linear complexity L; respectively are fed to the remaining q arguments. Let
u = {u; }i=o0 denote the output sequence generated by the function F (see Fig. 2).
The period and linear complexity of u are estimated further in this section.

Before we can continue, we need some preliminary lemmas. The first one is
a special case of a fundamental result on the period of nonuniformly decimated
sequences, as established in [8, Theorem 3].
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Fig. 2. Generalized Ge [e_benerator

Lemma 1. Let ¢ = {ci}i=o be a periodic sequence with the period T and let
sequence cF= {Cﬁ»izo be a uniform d-decimation of ¢ for some integer d > 0.
Then ctis periodic and if T Pdenotes its period then

(@ T" cdz—T,d);
(b) If ged(T,d) = 1 then TC=T.

Let K denote the least common multiple of the periods of the sequences
b (G=0,..09g—1),s0K= Icm(Ao, ..., Aq—1) and let d denote gcd(m, K).
It is obvious that K is equal to the period of the sequence of g-grams B =
{0, ... 0{ H}iz0-

Lemma 2. Suppose that sequence a contains all elements of P and that the g-
gram sequence B with the period K contains a g-tuple that is equal to P in the
sense of set equality. Suppose moreover that gcd(m, K) = 1. Then T = nK.

Proof. Under the hypothesis of the lemma, we can list a set of integers t; =
03 =0,...,9—1) such that a;; = p;. Let us consider g uniform (t;,m)-
decimation sequences of the output u by taking j = 0,...,q — 1. Since T is
the period of the control sequence a, the (tj, m)-decimation of u is equal to the
(tj, m)-decimation of b. But hypothesis of the lemma claims that ged(m, K) =1
whence it follows that gcd(m, Aj) =1 for j =0,...,9 — 1. Hence by Lemma(l]
Item (b), the period of the (t;, m)-decimation of b is Ajforj=0,...,9g— 1
But since these decimation sequences are decimation sequences of u as well, by
Lemmall, Item (&), Aj [T for j =0,...,q—1 and thus K | .

Under the hypothesis of the lemma, there exists an integer t = 0 such that the
g-tuple (b9, ...,b97) can be obtained by permutating the elements in (po, ...,
Pg—1). Let us now consider the uniform (t, K)-decimation of the output sequence
u. Since K is the period of the g-gram sequence B, this decimation is equal to the
(t, K)-decimation of a which elements are substituted afterwards according to the
rule defined by the permutation transforming (po, . . .,pq—1) into (b?, ... ,b‘t’_l).
A one-to-one mapping applied to the elements of a sequence does not aledt its
period. Since gcd(m, K) = 1, by Lemma [} Item (b), the period of the (t, K)-
decimation of a is . But since this decimation is a decimation of u as well, by
Lemmall, Item (a), | T.
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Now since K | T, m | T and ged(m, K) = 1 we can conclude that K | T. On
the other hand, it is obvious that T | 1K and thus T = nK. 1

Theorem 3. The sequence u is periodic. Let T denote the period of u. Then T |
lem(m, K). Moreover, if sequence a is such that each of its uniform d-decimation
sequences contains all the elements of P and the g-gram sequence B is such that
all its uniform d-decimation sequences contain a g-tuple that is equal to P in the

sense of set equality then
K E
ged(m, K)?
Proof. It is obvious that in every lem(m, K) = lem(m, Ao, ..., Aq—1) steps all

input sequences complete their full cycle. Since function F is memoryless, the
output sequence u completes a full cycle as well in Iem(m, K) steps. Thus u is
periodic and T | lem(m, K).

Let us consider the g-gram sequence B. Since all sequencesb (j =0,...,q—1)
are periodic with the period equal to A; respectively, it is obvious that the g-gram
sequence B is periodic as well with the period equal to Icm(Ao, ..., Ag—1) = K.

Now we fix an arbitrary t [J0,...,d — 1} and consider uniform (t,d)-
decimation sequences of a, u and B. Let 1, T¢ and K¢ denote the respective
periods of these decimation sequences. Then, by Lemmal[i] Item (a),

T I K K
e %cd(n,d)_d’ TlT and K Ecd(K,d)_d ' )

Since ged(Z, %) = 1, it follows that ged(m, Ky) = 1.

Let us now consider the memoryless combiner described above when uni-
form (t, d)-decimation sequences of the respective original sequences are fed into
the arguments of F. Thus, the control sequence of F has period ¢ and the g-
gram sequence, feeding the rest of the arguments of F, has period K satisfying
ged(m, K¢) = 1. We note that the output sequence of F has period T since it
is a uniform (t, d)-decimation of sequence u. So, the conditions of Lemma 2] are
met and thus it follows that

Tt = T[th , (4)
forall t [{O,...,d—1}. Eﬁ
By @), m¢ divides % fort=0,...,d—1 and therefore lcm(mo, ..., Mg—1) .

Sequence a can be reconstructed by interleaving d sequences obtained by (t, d)-

decimating of a for t =0,...,d —1 and thus d - Icm(mo, ..., Tg—1) is @ multiple
period of a, that is 1 | dlem(ro, . .., Mg—1). Hence lcm(To, ..., Mg—1) = . In the
same way it is easy to show that Icm(Ko, ..., Kg4—1) = %.
From @) it also follows that gcd(m;, K;) =1 (i, =0,...,d—1). Thus
|Cm('|.'o, C de—l) @ |Cm(T[0Ko, C :T[d—le—l) =
= Iem(lem(mo, Ko), . . ., lem(Tg—1, Kg—1)) =

lem(mo, ..., g—1, Ko, ..., Kg=1) =
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= lem(lem(m, ..., Mg—1), lem(Ko, ..., K4=1)) =

= |Cm(T[0, . ,T[d_l) : |Cm(Ko, . Kd—l) = T;ilj .
Also by @), t¢ divides T for t = 0,...,d — 1 and therefore Icm(tg, ..., Tg—1) =
K
= | T 1

The following lemma, that easily follows from [2] Proposition], will be needed
to estimate the linear complexity of u.

Lemma 3. Let ¢ = {ci}i=o be a periodic sequence having linear complexity L
and let c®= {c}i=o be a uniform d-decimation of ¢ for some integer d > 0.
Then there exists a polynomial fgy(-) annihilating cas well as all d-decimation
sequences of ¢, where the degree of fqy(-) is not greater than L.

Proposition 2. Let L denote the linear complexity of an output sequence u.
Then L =m(Lo+...+Lg—1). If g = 2, the sequences h and h! are nonzero, and
the respective periods 1, Ag, and A; are pairwise coprime then L = (L —1)(Lo +
L —2).

Proof. To prove the claimed upper bound on the linear complexity of the se-
guence u it is su Lcieht to present a polynomial P () of degree not greater than
m(Lo + ...+ Lg—1), for which P(u) =0 (i.e. P is an annihilating polynomial of
u). Let us consider an arbitrary uniform m-decimation of u. Since T is the period
of the control sequence a, this decimation is equal to the (t;, m)-decimation of
b for some j C{D,...,q—1} and t; CD,...,A; — 1}. Then, by Lemma (3]
there exists a polynomial Qj(-) of degree not greater than L; annihilating this
decimation as well as all the other m-decimation sequences of bi. The polynomial
Qj (+) also annihilates the uniform m-decimation of u that we consider.

Now let Q(-) be the least common multiple of polynomials Qg(*), ..., Qq—1(")
where Q; (') is the polynomial annihilating any m-decimation of b'. Then Q(:)
annihilates any m-decimation of u and thus polynomial P (-) = Q(x™) of degree
not greater than m(Lo + ...+ Lq—1) annihilates u. Thus the linear complexity of
uis at most m(Lo + ...+ Lg—1).

The second part of the proposition follows from [9, Theorem 6] since the
algebraic normal form of the combining function for g = 2 is F(a, Xo, X1) =
a(xo [xa)) [Xgl Condition g = 2 is required since only then the algebraic normal
form of F is free from powers. —1

It remains an open problem how to estimate a nontrivial lower bound for the
linear complexity of the output sequence u when g > 2.

If we assume that input sequences of the combining function F are sequences
of uniform, independent and identically distributed random variables (i.e. purely
random sequences) then its output sequence is purely random as well since the
combining function of the generator is balanced. Thus the balance quality of the
combining function ensures good statistical properties of the key-stream.

Sequences produced by linear feedback shift registers (clocked regularly or
irregularly) could be used as inputs for function F in practical implementations
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of the key-stream generator described above. Let us note that the combining
function F of the generator is memoryless, balanced and zero-order correlation
immune (its output is correlated to inputs Xo, ..., Xq—1 and this correlation de-
creases if ¢ is increased). Thus when all shift registers are clocked regularly, it is
possible to apply the basic or fast correlation attack in order to reconstruct the
initial state of shift registers that produce sequences b (j =0,...,q—1). There-
fore it is reasonable to use large q and/or clock-controlled LFSR’s to generate
sequences bJ (j =0,...,q—1). We note that knowing the periods of the control
and the generating registers, one can easily verify the condition of coprimality
in Proposition 2. Memoryless combiners of clock-controlled LFSR’s can also be
susceptible to certain types of correlation attacks. But the essential benefit of
these combiners consists in their immunity against fast correlation attacks.

For practical implementation of the suggested generator it may be reasonable
to select q as a power of 2, and to generate binary sequences a and b (j =
0,...,9 — 1), to feed them as input to the (q + 1)-input combining function
F. The control sequence is split into log, g-long tuples that are used to index
sequences b (j =0,...,q—1). Following the first half of the proof of Lemma 2
it can be readily shown that if the control sequence splits into log, g-tuples
consisting of all g possible values and if gcd(m, K) =1 then K | T.
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Abstract. Linear Feedback Shift Registers (LFSRs) are used as pseu-
dorandom keystream generators in cryptographic schemes. Hardware im-
plementation of LFSRs are simple and fast but their software implemen-
tation is not quite e [cieht. Here we present a fast software implemen-
tation strategy for the LFSRs. The output will be available as a block
of bits after each operation. We discuss theoretical issues for such block
oriented implementation and present necessary algorithms. We clearly
identify the constraints in the choice of connection polynomials for block
oriented implementation. Actual implementation results have been pre-
sented in support of our claims. The results emphasise the usability of
LFSRs in software based stream cipher systems.

Keywords: Block Oriented LFSR, Connection Polynomials, Stream Ci-
pher.

1 Introduction

In this paper we deal with the issues related to fast software implementation
of Linear Feedback Shift Registers. We here introduce the concept of block ori-
ented LFSR. The LFSR of length n is divided into y blocks of b bits each. We
present an equivalent linear recurrence relation between these y blocks for the
software implementation. After each operation, the output of the LFSR is one
block of b bits. In the next section we discuss some preliminary concepts of LF-
SRs. Section [3 deals with the issues of software implementation techniques for
block LFSRs and provides a concrete design strategy. The performance analysis
of this implementation is discussed in Section ] Note that there are some con-
straints regarding the choice of connection polynomials in the strategy proposed
in Section [3. We partially solve this problem in Section [

2 Preliminaries

An LFSR consists of a set of registers each of which can take the value 0 or 1.
The connection pattern of an LFSR can be indicated by a polynomial over GF(2)

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 297-{307} 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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and this polynomial is called the Cﬂn_el(jtior] polynomial. We consider a degree
n polynomial over GF(2) as x" [—I;_; ajx', where a; [{0, 1}. Note that [isl
addition modulo 2 and + indicates ordinary integer addition. By weight of this
polynomial we mean the number of nonzero terms, i.e., 1 +#{a; = 1}. Next we
consider an LFSR of length n (i.e., n number of registers) corresponding to this n
degree polynomial. We denote the bit positions of the LFSR by zg,z;,...,Zn—1.
By vi we mean the value at the bit position z;, i =0,...,n — 1. For the LFSR
in Figure 1, n = 6, and bit positions are zg, 21, ...,2s. The Least Significant Bit
(LSB) starts from the extreme right side (in Figure 1, zg). The leftmost bit is the
Most Significant Bit (MSB). We denote the locations of the t taps (i.e., where
aj = 1) in the LFSR by po,p1,...,pPt—1, Where pg < p1 < ... < Pt—1, i.€., Po
is closest to the LSB while p¢—; is closest to the MSB. In Figure 1, t = 4 and
Po =0,p1 =2,p2 =3,p3 = 5.

An output bit is obtained from the LFSR by the following mechanism. A new
bit v, is obtained by }é_tg_leng the bit values of the positions corresponding to
the taps pj i.e., va =  j_Vp;. The LSB comes out as the output bit and each
of the remaining bits undergoes one right shift. Thereafter, the vacant MSB is
filled up by the new bit v, already generated. In hardware, this entire operation
is completed by one clock.

For an LFSR with t number of taps, the connection polynomial actually
contains (t + 1) numb terms, t places where a; = 1 and the term x".
T lynomial x" ;- ajx', yields a recurrence relation of form vgsn =

j=0 Vk+p; » for k = 0. By vk+i we denote the value of the bit z; after k clocks.
In Figure 1, recurrence relation is Vk+s = Vk+s5 [ude3 [Cude, [ud. For more
details about LFSRs see [2]T)5] and the references in these documents.

The LFSR outputs a single bit in each clock. Hardware implementation of
such a structure is simple and fast. The main problem is an e [cieht software
implementation of such a system. In [3] a method for simulation of an LFSR
has been described using binary matrix. It is clear that we can represent the
state of an LFSR (of length n) by an n < 1 binary column vector x. If Xq is
the initial state and Xx; is the state after i clocks, x; can be derived from xq by
the operation x; = A'Xg, where A is an n x n binary matrix, called the state

a a
A A\
Fan) » D FaAnY >N
\{ A\ A\ A\
vo
vs v |va [ve [wn w0 |~ vo [vs v [vs oo [0 |
Z5 Z4 z3 y4) Z1 A Z5 Z4 z3 z2 Z1 A
Initial State _ 1 State after one Clock
Vi = {0: }
Connection Polynomial : z° @ z° @2 @z @ 1

Fig. 1. Bit operation of an LFSR.
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transition matrix (see [3] for details). Thus, we can write Xnx = A"Xp k-1, for
k = 1. But the process involves matrix multiplication over GF(2), and required
number of steps is of O(n?) for n output bits, i.e., O(n) for a single bit.

An algorithm for fast software implementation has been described in [4] by
packing the LFSR into integers of size 32 bits. However, a closer look at the
algorithm in [4] reveals that the number of logical operations needed to generate
a single bit is at least 9, which makes it ine [cieht.

3 Block Oriented Implementation of LFSRs

Here we consider an LFSR as an aggregate of blocks of fixed size. By the term
block we mean a number of contiguous bits. As the constituent elements of the
LFSR are now blocks, the output will be one block instead of a single bit. Our
main objective will be to find out an e [cieht algorithm which outputs one block
after each operation. First we fix a few parameters to explain the algorithm for
block operation.

1. The LFSR of size n corresponds to the connection polynomial of degree n.

2. We consider that the LFSR consists of y blocks, each of size b. So, n = yb.
As example, we can consider a 32 bit LFSR with block size 8, i.e., n = 32
and b =8, so, y = 4 (see Figure 2).

3. These y number of blocks are denoted by Yo, Ys,...,Yy—1. Here, Yo is the
right most (least significant) block. Bits in any block Y; are denoted by
Yio,Yi1, ..., Yip—1 (from LSB to MSB). The bit position z;, 1 =0,...,n—1,
for an LFSR can be related with corresponding bit position in blocks by Y; j,

where block position i = I/b (the quotient) and relative position in block Y;
1
Yz3=1I3 Y= 1z Yi=11 L1 Yo =1lo
I L1
Iz 7[...... Iz ojl2,7 12 o Ioofle,7----- 11 3] lioflo7------ ... 1o.d
b—ri=3 ri=5 bh=8
Y3: Most Significant Block Initial State Yo: Least Significant Block
Ya =14 Yo =13 Y1:|2|:|I:|Y0:|1
I 1
Ig 7). .. o la oz, 7|-.- [13,9 --.[I30l2,7.---- Ioal...(lofl1,7- - -0 --... I, Ilj
b—ri=3 ri=>5 b=28
State after one block operation
Connection Polynomial : x3 X% [x3

Fig. 2. Block-oriented LFSR.



300 S. Chowdhury and S. Maitra

is j = 1%b (the remainder). In any block Y;, the rigthmost bit position Y; o
is termed as the boundary position.

4. Initial state of a block Y; (i.e., set of values for all the b bits in this block) is
denoted by I;. In terms of bits, Yio = lio, Yi1 = li1, ..., Yip—1 = lip—1,
l;j 4D, 1}. The state of a block changes after completion of one block
operation. After obtaining k number of output blocks (i.e., at the end of k
block operations), we denote value of Y; by ly+i. In Figure 2, initial state of
the LFSR is Yo = lg, Y1 = 11, Y2 = I, Y3 = I3 and after one block operation,
Yo = |1,Y1 = |2,Y2 = |3,Y3 = |4.

5. The position of any tap p; (j =0, ...,t—1) is mapped to bit position Yg; r;,
where g; = pj/b and r; = p;%b. In Figure 2, there are two taps po = 8 and
p1 = 11, correspondingly go = 1,91 =l and ro =0,r, = 3.

The motivation behind defining the block operation is to find out a fast
method of computation to get Iy out of Ig, I1,..., ly—1 and thereby to arrive at
a recurrence relation for lg+y in terms of lxso, le+1, lk+2, - oy lery—1.

Example 1. We consider n = 32,b =8,y =4, i.e., each block is of one byte. Let
the connection polynomial be x32 X% . Here, the tap po = 11 is in bit position
Y13 as go = 1 and ro = 3. After one block operation, the state of the LFSR
is Yo = I1,...,Y3 = I4. The new block 14 is to be expressed as a combination
of the block states lg, I1, 12, I3. The 8 successive new bits generated from the
LFSR constitutes l4. These 8 new bits |1’3, |1’4, |1,5, |1,6’ |1’7 and |2’0, |2’1, |2,2
are the 8 successive values of tap position Y1 3. We can rewrite the block 14
as Iy, = (|2_2, |2,1, |2'0,0,0,0,0,0) I:(III,0,0, |1’7, |1,5, |1,5, |1'4, |1’3). Slmpllfylng,
I, = (I, << 5) (I} >> 3). Thus, the byte oriented recurrence relation will be
lsqg = (|k+2 << 5) m](_._l >> 3), for k = 0.

Now we generalise the expression. For a single tap pg, the new block generated
from one block operation actually consists of b successive new bits generated from
the LFSR, i.e., b successive values of bit position Yy, r,. Thus the new block
consists of b contiguous bits, starting from position Yg, r,, towards left. This is
the basic principle behind generation of a new block for a tap by one complete
block operation. Evidently these b number of bits are the left most (b — rp) bits
from the block Y, and the right most ro bits of the adjacent left block Yg,+1.
So, |y = (|q0+1,b_ro_1, . |q0+1’0, o,... ,0) m], ...,0, |q0’b_1, . |q0’r0). Thus
the recurrence relation for a block operation is
levy = (lkrgo+1 << (b —10)) C@k+q, == o), for k=0. (3a)

In total we need three logical operations for getting a new block corresponding
to a single tap. It is important to note that ry bits of its adjacent left block are
also required for construction of the resultant block. When qo = y — 1 and
ro > 0, to generate the new block I, we require the ro bits of block I, which
is actually the new block to be obtained from the LFSR. Hence it will not hold
when the position of the tap pp > n — b, i.e., beyond the boundary position
Y—-1),0- Considering this restriction, for now, our discussion for defining block
operation is kept confined to tap positions < n —b. We will tackle this partially
in Section B
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Next we investigate the case for t > 1 number of taps. Considering the bit
operation (see Section[2)) of block LFSRs, the first new bit generated is E}j lgiri-
Thus for the initial state lo, ..., ly—1 of the block oriented LFSR, the resultant
block Iy generated for t taps can be obtained by XORing all F—jiﬁw blocks
generated from each tap considering them individually. So Iy = ;—5 1}%, where
1J* denotes the new block generated by the tap p; had it been the only tap of the
LFSR for the given state.

Example 2. Consider the connection polynomial x32 [x¥ [x%. Here both the
taps are in block Y; and pp = 11, p; = 15. Hence, qo = g1 = 1 and ro = 3 and
r, = 7. So, new block I, = |§0 E[gl, where |§0 = (|2,2, |2,1, |2’0, |1’7, Ceey |1,3)
and 15* = (lz5,..., 12,0, 11,7, l1,6). Thus, 1}° and 1}* are the two new blocks gen-
erated by the block operation, considering each of the taps ppo and p; separately
for LFSR state I, ..., Is.

Without loss of generality, we can extend the relation for any given state of

the LFSR, lx+y—1,..., Ik, where k = 0. Thu recurrence relation for the
resultant new block lx+y for t taps is lx+y = -, Iﬁ;y for k = 0. (3b)

Using Equation (3a), 1%, = (lk+g+1 << (b= ri)) [{k+q, >> r;). Com-
bining Equations (3a) and (3b), with the restriction for tap positions 0 < pg <
P1,... < pt—1 < n — b, the recurrence relation for block operation is presented
by the following lemma.

—

Lemma 1. Consider a polynomial x" [C—1;_; ajx' over GF(2), where n = yb,
b is the block size and y is the number of blocks. Let there be t = #{a; = 1} taps
at the positions po, p1,...,Pt—1, Such that 0 < pp < p;1 < ... < pi—1 =< n-—bh.
Consider p; = bg; + rj, where 0 < r; < b— 1. Then the block oriented recurrence
relation is LFSR is

|k+y = i=0((|k+qi+1 <<b-— ri) IjIl("‘Qi >> ri)), for k = 0.

Now we consider a special case of the above lemma with each te‘ﬁtﬁjt the bound-
ary position, i.e., ry = 0. This, u emmall, gives lxey = 25 ((lkqy+1 <<
b) Ij]](+q. >> 0)) | e |k+y i=0 k+CI| for k > O (3C)

Thus, we can generate the new block for a boundary tap without any bit
shifting operation. Equation (3c) indicates that for the taps at boundary loca-
tion, the generation of new block requires a single logical operation. This can
be successfully exploited for more e [cieht software implementation. Let us now
present the corollary as follows.

Corollary 1. Consider a polynomial x" I%zolaixi over GF(2), where n = yb,
b is the block size and y is the number of blocks. Let there be t = #{a; = 1} taps

at the positions pg,p1,...,Pt—1, Suchthat 0 <= pg <p1 < ... <p—=1 = n-—h.
Consider pj = bgj Il i. Then the block oriented recurrence relation for this
LFSR is gty =  j—g lk+q; for k=0.

Combining Lemmall and Corollary [T, we get the following theorem defining the
block oriented recurrence relation with certain restrictions.
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Theorem 1. Consider a polynomial x" ﬁaixi over GF(2), where n = yb,
b is the block size and y is the number of blocks. Let there be t = #{a; = 1}
taps (t = t; + t), such that the taps 0 < pp < p1 < ... < pPpyy—1 < nh—0D
are at boundary locations with ry = 0 for 0 < i < t; — 1 and the remaining t,
taps, 0 < py, < Pry+1 < ... < pt—1 < N —b are not in boundary locations, i.e.,
pi =bgi +rj, where 0 <rj<b—1,t <i<t—1 Then the block oriented

recurrenwtion for EEEIFSR is

lery = 155 heva, ETimt ((herques << (0= 1)) ElTksq, >> 1)), for k = 0.

Next we present a simple C like algorithm for the implementation of this theorem.
Implementation blockLFSROutput
for (I =0;i <t;i++){ qfi] = p[i]/b; r[i] = p[i]%b; }

k=0;
while output is required {
Ik +y] =0;

for i=0;i <ty;i++) I[k+y]=I[k+y] Ik + q[i]];

for(i=t;i<ti++)

Ik +y] =1k +y] L@k +qfi] + 1] << b —r[i]) CIk +q[i]] >> r[i]));

Output I[k]; k =k +1;

}

The space overhead for storing the array | can be easily avoided by allocating
this array dynamically for certain number of output blocks at a time. After
generation of a good number of blocks the array can be released, retaining only
the last y blocks which may be required to generate further blocks. It should
be noted that it is always preferable to implement an LFSR using array, since
the use of linked list or other standard data structure requires higher number of
operations for accessing each element. According to the above implementation,
we require one logical operation for each boundary tap and four logical operations
for each non boundary taps. Thus we have the following result.

Theorem 2. Consider a block oriented LFSR as in Theorem [T with t; boundary
and t, nonboundary taps. Then the software implementation blockLFSROut-
put will require % logical operation on average to generate each output bit.

4 Implementation Results

To get the maximum linear complexity, the connection polynomials of LFSRs
are generally taken as primitive over GF(2). We execute the following steps to
generate the connection polynomials.

1. Choose a polynomial x" I:I;i:O; aipx'® over GF(2), where aj, [{D,1} and
#{aip = 1} = t;. Let us denote these tap positions as p1, ..., Pt;—1-

2. Apart from these positions py, ..., py,—1, randomly choose t, other positions
from 1 to n—b—1 such that t =t; +t, +1 is odd (weight of primitive poly-
nomials are always odd). Let us deno se tap positions as py,, ..., Pt—1-

3. Check whether the polynomial x" [—T1;_g xPi is primitive. If it is primitive,
then report it and terminate. Else go to step 2.
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Table 1. Results for 32 degree primitive polynomials.

t=t1 +1, Connection polynomial o
6 p1(x) X [x1 1.50
8 p1(x) X1 A x3 1 2.50
10 p1(x) XA 3 x4 3 x3 1 3.50
12 p(x) xXF X1 X3 3 A1 3 Cx3 1 450
14 p(x) P X 3 x4 x3 3 x4 x3 XA Cx]| 5.50

Next we provide some concrete examples with respect to 32 degree polyno-
mials. We consider byte oriented LFSRs, i.e., b = 8. Let p1(x) = x3? [x¥* [1
x'® X8 [T Iwhich means we choose all the 4 boundary taps. Then we execute
the above three steps to get primitive polynomials. In Table 1 below, we pro-
vide the average logical operations per output bit (= %, see Theorem [2)
for diLerent number of non boundary taps. Note that we will get better results
(low values of g) when the block size is larger. To demonstrate this, we consider
128 bit LFSRs with di[erknt block sizes b = 8,16 and 32 and LFSRs with total
number of taps t = 24, 32, 48, 64. Theorem [2 clearly shows that for same number
of taps, average number of operations are much less for greater block size, which
is also reflected in Table 3.

Table 2 and 3 indicate that it is not encouraging to use small block size (e.g.,
8, 16) for a large LFSR (e.g., 128). Consider a primitive polynomial of degree 128
having weight 25 (t = 24). Table 2 shows that for block size 32 such a system
needs less than 3 logical operations to generate 1 bit, which is encouraging.
Moreover, for n = 128 and b = 32, we can consider a primitive polynomial with
weight 11 (t = 10, t; = 2, t, = 8), which will take only 2528 = 1.063 = 1 logical
operation on an average to produce 1 output bit. This is clearly competitive with
the hardware implementation of LFSRs where one bit is generated in each clock.
Actual bit generation rates obtained by software implementation of the above
algorithm has been furnished in Table 3. We get these results using a personal
computer having Pentium 111 500 MHz microprocessor with 128 MB RAM on
Windows NT (version 4.0)/ Windows 95 platform and Microsoft Visual C++
(version 6) compiler. The speed is measured in Mega bits per second (Mbps).
Much better speed is expected if assembly language programming is used on a

Table 2. o for dilerknt cases (n = 128). Table 3. Bit generation speed.
Taps (t)| b=8 b=16 b =32 Length | Block | Mbps Taps
t1|t|o|ti|t2] O [t1]to o of LFSR | Size t |t |t
24 16/ 8 | 6|8(16| 4.5 |4(20|2.625 128 32 1940 [24| 4 | 20
32 16/16(10| 8 |24| 6.5 | 4 |28|3.625 128 8 590 |24|16| 8
48 16|32(18| 8 |40(10.5| 4 |44|5.625 128 32 4240 |10 2 | 8
64 16|48(26| 8 |56|14.5| 4 |60|7.625 128 32 |116.20| 4 | 2 | 2
32 8 959 (12| 4| 8
32 na 110 (12| 4 | 8
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dedicated machine where operating system overhead is low. Note that the last
two rows provide a direct comparison between the speed of our scheme and the
speed of the algorithm from [4] (the last row). Even for the worst case of our
algorithm (small block size of 8 bits) the speed is around 9 times faster than the
existing one [4].

The idea of word oriented LFSR for software stream cipher was indicated
in [6]. The connection polynomial considered by the authors [6] p(x) = x- (x*?7 +
x%3+1) is not a primitive one, instead it has a primitive polynomial x*?7 +x53+1
as its factor. This 128 degree polynomial (x128+x54+x) [6] has been implemented
using 4 blocks of 32 bits each. The recurrence relation has been presented in [6]
as lxva = lgap (@ >> 1) ks << 31)), for k = 0 (average logical
operation per bit = 0.13). There is no primitive trinomial of degree 128. But
considering a primitive five-nomial (with t; = 2,t, = 2), we get ¢ = 0.31 for
block size 32 (speed = 116 Mbps, see Table 3). The bit generation speed is also
very competitive for higher number of taps. So instead of going for word-oriented
non primitive connection polynomial as in [6], one can easily find out primitive
polynomials with specific weight and use that for e [cieht block operation.

5 Tap at Most Significant Block

Here we try to remove the constraint regarding taps in most significant block.
In this direction, we consider a single non boundary tap in the most significant
block Yy—j i.e., pt—1 = n—h. The remaining t—1 taps consists of t; boundary taps
Po<p1<...<py—1 and t, non boundary taps p, <p1 <...<pi—2=<n-—h.
As usual, the initial state of the LFSR is g, ..., ly—1.

First consider the case without taking into account the tap pi—:. In this
case we get the recurrence relation Ig,, = E}QIE{Ly (see Theorem [I). Once
again we like to mention that IE‘;y is the output block contributed by the tap
p; after k block operations without considering any other taps. Considering
all the taps (including p¢—1), we will present a recurrence relation of the form
lkry = I8,y Cldsy. (5a)

Here Jyx+y is the contribution of the tap pt—1, which is not the individual
contribution of the tap p¢—: itself. Rather for generation of Ji+y, we need to
consider the contribution from the other taps also.

We now present an example considering the connection polynomial x3? 1
x?® [ xX¥. Heren=32,b=8,y =4. Now p; =29,0; =3,r; =5, po = 11,00 =
1,ro =3 and t = 2. Tap p; is in the most significant block Ys. Initial state of
the LFSR is I3, 12, 11, Io. Now, 1§ = 1}1. From Equation (5a), after one block
operation we obtain I, = 131 [LJ31 We find out the composition of J, considering
the values of bit positions Y3 s for 8 successive clocks. This is explained in Table
4. The bits corresponding to tap position Y3 s is highlighted in the table. Note
that the bit compositions presented below are those before the corresponding
clock number.

Now, the block operation for obtaining Js; is to be defined in terms of
I3,...,lo. Note that J4 = (la4, a3, 142,141,140, 137, 136, 135) Which are the
8 successive values of Y3 5. Using the above table and rearranging the terms
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Table 4. Bit composition of most significant block.

Clock Bit composition of Y3 New bit

1 |ls7, 156 135, 154,133,132, 13,1, I3,0(la0 = I35 1

2 |lao, 157,156, 13,5, 13,4, 133, 132, 15,1 14,1 = 1356 E'j!ll

3 |laa,la0, 137,136, 13,5, 13,4, 133, 132|142 = 13,7 [ i

4 |laz,1a3, 140,137,136, 135, 13,4, 13;3]la3 = lapo [ = lss [IGl C13F

5 |las,la2, 141,140,157, 136, I35, 134|144 = 122 [ = 156 O O,

6 |laa, las laz2, 141,140,157, 136 l35|las =142 [l = 157 CLh O

7 |las, laa las, la2, 141,140,157, 136(lae = las [ = a5 [, CI3h [
8 |lag,las, laa,laz, laz, 141,140, 137|147 = a4 Ll = 156 [ O, CLE

Ja=(1F5,135,0,...,0) COEL, 134,135,135, 124,0,0,0) 1
(I36, 135, 13,7, 136, 135, 137, 136, 13,5). The last term can be rearranged again as
(I3, 135,0,...,0) (A0, l37,136,135,0,0,0) C(Q...,0,137,136, I35)

= (ltmp << 6) CMmp << 3) Loghp where lymp is (I3 >>5). Thus we get,
Js = (13" << 6) LU << 3) [(Utmp << 6) [(Tkmp << 3) CTep). We can

rewrite it as, J; = (1} << 2-3) [} <<1-3) <2:3) [Mmp <<
p)- Inthiscase 15 =1 and we get Iy = |2, (15 <<I-(b—ry)) [
Zo(lmp << | Sh__l— ry)), where m = H 1and b = 8,r; = 5. Hence,
Iy = I4s El] = |=o(|4s <<l (b - rl)) l:llzo(ltmp <<l (b - rl))-

Now we present the generalized result in the following theorem.

Theorem 3. Consider a polynomial x" I%olaixi over GF(2), where n = yb,
b is the block size and y is the number of blocks. Let there be t = #{a; = 1} taps
such that t = t; +t + 1. Let pp < p1 < ... < p,—1 are at boundary locations,
and 0 < pi, < pPyy+1-.- < Pt—2 < N — b are at non boundary locations. Also

nN—b+1<pe—1 +— 1. Then the block oriented recurrence relation for this
LFESRis lery = 1 Zo((lemp << (b=T¢—1)) LU, <<I:(b—r¢-1))), where
lemp = (lkay—1 >> Fem1), I8, = 5 1gh,, and m = [@2—[F 1.

We now provide a C like algorithm for implementation of this theorem.
Implementation lastBlockTap
m=[MmhIb-r[t—1))F1; k=0;
while output is required {
varl = blockLF SROutput(); /[This is for I§+y 1
var2 = Ik +y — 1] >>r[t — 1]; /CThis is for lymp 2]
Ik +y]=varl [x¥ar2; /CThis is for m =0 [Z]
forG=Lj=m;j++){
varl = varl << (b —r[t — 1]);
var2 = var2 << (b — r[t — 1]);
Ik +y]=I1[k+y] varl [var2;

}
Output 1[k]; k =k +1;
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It is evident that for the single tap in the most significant block 4m + 4
number of logical operations are required. We consider assignment to di [erent
variables as 1 operation. The value of m will vary from a minimum of 1 (when
ri—1 < b/2) to a maximum of b—1 (when r—; =b—1). In case of non boundary
tap in the last block, the best case is when m = 1. Even for this case, the number
of logical operations required is 4 x 1 + 4 = 8 which is higher than the logical
operations required for a non boundary tap in any other block. Moreover, it is
clear that for more than one non boundary taps in the most significan block,
the number of required logical operations will be much higher in this technique.
For a block-oriented LFSR with taps t = t; +t, + 1, as in Theorem 3] average
number of logical operations required for each output bit is 0 = Lratr(m+a)
(see Theorem[2). Table 5 shows variation of g values for di [erknt block sizes (b)
and di [erknt values of m (similar to Table 2). Note that m = 0 indicates no non
boundary tap in most significant block and in that case ¢ = %.

Table 5. o for dilerknt cases (n = 128). Table 6. Bit generation speed.
Taps (t))m| b=38 b=16 b =232 Length |Block|Mbps| Taps |m
titz| 0 |tita| O |ti|ta]| © of LFSR| Size t it t

24 10(16/8(6.000|8|16|4.500|4 |20(2.625 128 32 |19.40\124|4120|0
24 |1|16|7(6.500|8|15|4.750|4|19(2.750 128 32 |18.30|124/4]19|1
24 |2]16|7(7.000|8|15/5.000|4|19(2.875 128 32 |42.40/110/218 |0
24 |3]16|7|7.500|8|15|5.250|4|19(3.000 128 32 |40.30|10{2| 7|1
128 32 |38.15/10(2|7 |2

32 8 9.59(12|14|8|0

32 8 9.10|12|4|7 |1

It is clear from Table 5 that for smaller block sizes, presence of a single tap in
the most significant block increases the average number of logical operations o
considerably. For b = 8, 16, it is better to confine ri—; within b/2 (i.e., m = 1).
For block size 32, the value can be increased upto 20 (i.e., m = 3). We provide
Table 6 similar to Table 3 to show the variation in bit generation speed for
di Cerkent positions of non boundary tap (i.e., m) in the most significant block.

A further work in this direction could be the design of e [cieht software
implementation for LFSRs of any length.
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Abstract. In this paper we will compare two signature schemes pro-
posed by di Cerknt sets of authors. One is the XTR-Nyberg-Rueppel sig-
nature proposed by A.K. Lenstra and E.R. Verheul in [3] and the other
is the signature scheme proposed by C.H. Tan, X. Yi and C.K. Siew (We
will call it TYS signature.) in [9]. XTR-NR signature uses the third de-
gree trace projection Tr: GF(p®) — GF(p?) and has been generalized in
[8] by Lim et. al. as a scheme in GF(p®™) using Tr: GF(p®™) - GF(p®™).
On the other hand, TYS signature is based on a third order LFSR. Tan
et. al. claimed that TYS signature is as secure as Schnorr signature
scheme. We will explain why these two schemes are essentially the same.
In addition, we will point out that TYS signature as it is has some flaws
in their arguments. We will show that in order to cure the flaws of TYS
signature, one should bring in exactly the same security and e [ciehcy
consideration of XTR scheme as in [8].

Key words: Trace Projection, XTR, LFSR, digital signature scheme

1 Introduction

In [3] A.K. Lenstra and E.R. verheul proposed the public key scheme XTR
(which stands for E [cieht and Compact Subgroup Trace Representation). As a
computational tool, XTR uses the third degree trace projection Tr: GF(p®) -
GF(p?). They also showed that XTR can be used to materialize Nyberg-Rueppel
message recovery signature scheme. In [8] it was shown by Lim et. al. that XTR
can be naturally generalized as a scheme in GF(p®™) using Tr: GF(p®™) -
GF(p®™). XTR-NR signature can also be naturally generalized in the same way.

In [9] C.H. Tan, X. Yiand C.K. Siew proposed a signature scheme using third
order linear feed back shift registers. These LFSR’s are generated by irreducible
cubic polynomials of the form f(x) = x® — ax? + bx — 1 over the field GF(q).
These cubic polynomials are assumed to have order Q = g + q + 1, i.e., the
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multiplicative order of a root g CAF(q®) of f(x) is Q. Tan et. al. claimed that
the security of their signature scheme is equivalent to the security of Schnorr
signature scheme. We will call their signature scheme the TYS signature.

In this paper we will compare XTR-NR signature and TYS signature. Al-
though Tan et. al. didn’t refer to the trace projection, we will show that TYS
signature can be described in terms of the third degree trace projection Tr:
GF(g®) -~ GF(q). Thus XTR and TYS signature will be shown to share the
same computational tools. By comparing with XTR, we will show that TYS sig-
nature, as it is, is not as secure as Tan et. al. claimed. In order to maintain the
security of TYS signature as desired, one must bring in precisely the same con-
ditions for parameters as in XTR. Then it will be apparent that TYS signature
is essentially the same as XTR-NR signature scheme. Our conclusions are:

1. Unless the parameters Q and f(x) are chosen very carefully, TYS signature
scheme is not as secure as it was claimed to be.

2. XTR scheme can be generalized so that the computation is done over an
odd degree extension field GF(q) of GF(p). But in this case we lose much of
the computational advantage of XTR we had in an even degree extension.

2 Computational Tools

In this section we briefly describe the computational aspects of XTR and TYS
signature. Let p be a prime and q = pt be a power of p for some positive integer t.

2.1 Description of XTR

XTR starts with an irreducible polynomial of the form F(c,x) = x® — cx? +
cPx — 1 over GF(q)[x], where t = 2m is assumed to be even and ¢ does not
belong to any proper subfield of GF(q). It follows then that the multiplicative
order of a root g of F(c,x) is a factor of p°™ — p™ + 1 and ¢ = Tr(g) and
c®™ =Tr(g™1), where Tr is the trace projection of GF(g3) onto GF(q).

In fact, one could have started describing XTR by considering irreducible
polynomials of the form f(x) = x3 — ax? + bx — 1. But once we assume, for
security reason, that the order of a root g of f(x) divides p®™ — p™ + 1, it
immediately follows that a = Tr(g) and b = Tr(g~) = a" .

Now XTR defines basically an Di [e-Hellman type key agreement scheme on
the cyclic subgroup G generated by g in the multiplicative group GF(q%)*. But
XTR uses Tr(h) to represent the element h [CQ to enhance the computational
and communicational e LCciehcy. Also for security concern and practical reason,
the order of g is taken as a prime of at least 160 bits.

2.2 Description of TYS

TYS signature starts with a third order LFSR ¢, = ach—; —bch—2 +Ch—3, N =3
generated by a cubic irreducible polynomial of the form f(x) = x3—ax?+bx—1
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over GF(q). The order of f(X), that is, the multiplicative order of a root g of
f(x) is assumed to be Q = g? + q + 1. It follows then that a = Tr(g) and
b = Tr(g™ '), where g CAF(q®) is a root of f(x) and Tr: GF(q®) - GF(q) is
the trace projection. Note that by Newton’s formula for elementary symmetric
polynomials, we see that ¢, = Tr(g") for n =1 (See [7]). Thus the set of ¢,’s is
nothing but the set of Tr(h)’s for h Cd as in XTR.

2.3 Computations

Thus in both schemes, ¢, = Tr(g") for large n will frequently be computed. To
perform these computations e [ciehtly, the following lemmas (Lemma 2.3 of [8]
and Algorithm 1 of [9]) were employed:

Lemma 2.1. Let q = pt = p?™. Let F(c,x) = x> —cx? + ¢ 'x — 1 be an
irreducible polynomial over GF(q) and g be a root of F(c,x) in GF(g®). If we
let ¢, = Tr(g"), where Tr is the obvious trace projection, then we have following
formulas.

m m
Ch+2 = Cn+1C — CnCP? + Cn—1, Ch—1 = Cn+2 — Cn+1C + CnC” ;

Con =2 —2cP™;

w e

m m
Con+1 = CnCn+1 —CCR +Ch_y;

m _.m m
4. Con—1 =CnCn—1 —C” ch +cP ;.

Lemma 2.2. Let f(x) = x® —ax? + bx — 1 be an irreducible polynomial over
GF(q) and g be a root of £(x) in GF(q®). If we let ¢, = Tr(g"), where Tr is the
obvious trace projection, then we have following formulas.

1. Con =C3 —2C_n;
2. Con+1 = CnCn+1 —aC—n + C—p+1;
3. Con—1 = CnCn—1 — bC—n + C—p—1.

Note that, in TYS signature, c?" is meaningless since q may not be a square.
However, the formulas in Lemma 2.2 are easily obtained from the formulas in
Lemma [2.] simply by replacing ¢ by a, c®” by b and ¢ by c_p.

Following [3], we denote S(c) = (Ch—1,Cn,Cn+1) for any integer n. (Cau-
tion: the notation in [9] is slightly dilerent as Sk = (Ck, Ck+1,Ck+2).) Now if
we are given Sp(C), S1(c), S2(c), by repeatedly applying Lemmas 21 or Z2 as a
slight variation of the ‘square and multiply’ algorithm, we can quickly compute
Sn_]_(c), Sn(c)! Sn+l(C)'

As we have seen so far, XTR and TYS signature have common computational
feature. We give Table 1 as a summary of this section.

Remark: In TYS signature, one has to compute both c, and c_, every time,
whereas in XTR, c_, = cP " is for free once c,, is obtained.

If we want to generalize the XTR scheme over the odd degree extension
GF(pY), where t is an odd positive integer, the first problem we face is that we
cannot write a third degree polynomial of the form F(c,x) = x®—cx?+c¢ Ix—1
because q is not a square. Also, g2—q-+1 is no longer a factor of g>—1, the order of
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Table 1. Common computational feature

Item ‘ Property ‘ Remark
base field GF(q) g=p" In XTR, t =2m.
polynomial f(x)=x®—ax®?+bx—1 CAF(@Q)[x] | InXTR,a=c¢, b= P
splitting field GF(q®)
trace Tr: GF(q®) - GF(q)
ambient group GF(g®™
subgroup the cyclic group G generated by g g is a root of f(x).
representation Tr(h) h Cd
Con = C3 — 2C—n In XTR, c—n can be
computation Con+1 = CnCn+1 — aC—n + C—n+1 easily computed as
Con—1 = CnCn—1 — bCn + C_n—1 ch .

the multiplicative group GF(g®)>. Instead, we have g —1 = (q—1)(g® +q + 1).
Thus we need to start, as in [9], with an irreducible polynomial of the form
f(x) = x3 —ax? +bx — 1. If g is a root of F(x), then the norm N(g) of g
is gq2+q+l = 1. Therefore the order of f(x) automatically becomes a factor of
g% +q+ 1. Now the rest of computational setup will follow exactly in the same
way as above.

3 Signaure Schemes

XTR-NR signature is a message recovery signature scheme and TYS signature is
a signature scheme with appendix. But as was remarked in [3], signature scheme
with appendix using XTR can be defined in the same way. We compare the
XTR-NR signature and TYS signature and display the comparison as Table 2.
Note that t is assumed to be an even number t = 2m for XTR.

4 Security of TYS Signature

Both XTR and TYS signature have their security based on DLP. Since every
computation can be performed inside the splitting field GF(q®), the security level
of TYS signature is at best equivalent to that of DLP in GF(g3). Also, since the
only elements we deal with are elements of the cyclic subgroup G generated by
a root g of F(x) = x3 —ax+bx—1, the security level of TYS signature is at best
equivalent to that of DLP in G. Based on this observation, we discuss below the
security of TYS signature scheme.

4.1 If the Polynomial f(x) = x3 —ax?+bx —1
is Defined over a Proper Subfield of GF(q)

If the subgroup G can be caught inside a proper subfield K of GF(q®), then the
security level will go down to the security level of DLP of K. This case occurs
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Table 2. XTR-NR and TYS signature schemes

Item H XTR ‘ TYS signature ‘
Trace Tr: GF(p®™) - GF(p>™) Tr: GF(p®Y) - GF(pY)
f)=x3—ax®+a” x—1, f(x) =x® —ax? +bx —1,
irr. poly. a CGF(p®™) a,b CGF(pY)
but not in any proper subfield
a a = Tr(g) for some g C@F(P®™) | a = Tr(g) for some g CGF(p®")
Order of g || Prime factor Q of p>™ —p™ + 1 Q=p?+pt+1
Secret key k l1<k<Q-2 ged(k,Q) =1
Nonce z l<z<Q-2 gcd(z,Q) =1
Message h = Hash(Ex (m)), h; = Hash(m, Sk, Sk+1, Sk+2)
Auth. E: agreed symmetric cipher,
K =Tr(g")
S s=hk+2z (mod Q) s=hik—z (mod Q)
Sig. for m (s,Ex(m)) (s, m, Sk, Sk+1, Sk+2)

exactly when the polynomial f(x) = x® — ax? + bx — 1 is defined over a proper
subfield of GF(q). Tan et. al. in [9] gave this condition implicitly by requesting
the order of f(x) to be Q = g + q + 1. But requesting the order to be exactly
g% + q + 1 makes it di [cult to find the polynomial (x). Also the vague role of
Lemma 1 of [9] and the example below it may give wrong impression that one
may even choose f(x) over the prime subfield GF(p).

4.2 If the Order Q of the Subgroup Factors into Small Primes

One of the known attacks on DLP is Pohlig-Hellman algorithm which is designed
to work when the order of the group used is a product of small primes. Hence we
should be careful in choosing the parameter Q so that it has a large prime factor.
With respect to the current computing ability, it is usually required that Q must
have a prime factor of at least 160 bits. When one construct a cryptographic
scheme based on the subgroup DLP, it is a common practice to make the order
Q of the subgroup to be a prime of at least 160 bits because of e [ciehcy and
security consideration.

Thus, in order to make TYS signature secure as claimed, it is required to
impose the condition that Q have a prime factor B of at least 160 bits. Unfor-
tunately, if the order of the base field GF(q) is a square q = p?™, this condition
is not enough. In that case, we have g2 +q+ 1 = (p?™ — p™ + 1)(p?™ + p™ + 1).
And if B is a factor of (p?™ + p™ + 1), then the subgroup of GF(q®)™ of order
B is in fact contained in the proper subfield GF(p®™) of GF(q®). Therefore, if
q = p®™ is a square, the condition should be stronger so that (p?™ — p™ + 1)
have a prime factor of at least 160 bits.



Comments on a Signature Scheme Based on the Third Order LFSR 313

5 Parameter Generation for TYS Signature

Since Tan et. al. do not provide any method of generating parameters and since
we need to add some restrictive conditions on parameters, we discuss how to
generate parameters for TYS signature. The discussions about computation in
Section 2 and about security in Section 4 show us that the parameter selection
should be di[erknt according as whether g = pt is a square or not. So we deal
these two cases separately. Note also that the order Q of the polynomial f(x)
doesn’t have to be g2 + g + 1 but is enough to be a prime factor of q> +q+ 1 or
p?™ — p™ + 1 of at least 160 bits according as t is odd or even.

5.1 Parameter Generation when t Is Even

In case q = p?™ is a square, Q is a prime factor of p?™ —p™ + 1 and the compu-
tational detail of TYS signature becomes exactly the same as XTR. Therefore
we can generate parameters the same way as we would in [8] for XTR.

5.2 Parameter Generation when t is Odd

In case ¢ = p' is not a square, the description of XTR should be modified as
we noted at the end of Section 2. In fact, if we fix the flaws reported so far, the
computational feature of TYS signature can readily serve as the generalization
of XTR over the odd degree extention field GF(q).

Selection of g = pt. Since the security level of TYS signature (or XTR) is
bounded by the security level of DLP in the splitting field GF(q®) and of DLP in
the subgroup G, g must be selected so that these DLP’s are secure. Currently,
g must be at least 1024 bits and the order Q of G, which is a prime factor of
g% +q+ 1, must be at least 160 bits.

If t > 1, since every computation will be done over GF(pY), it is desirable to
have e Lcieht arithmetic in GF(p'). Therefore, we need to select g = p* so that
GF(pY) has good bases. Note that if t > 1 is odd, GF(p') never has an optimal
normal basis of type I. Not much is known about optimal normal bases of type
Il of extension fields with characteristic p > 2. Study on a good optimal normal
basis of type Il that is well suited for XTR-TYS scheme would be an interesting
subject.

Let us let t = 2m + 1. We will consider only the case when GF(p!) has an
optimal normal basis of type Il. In this case, 2t+1 = 4m+ 3 is a prime number.
We further assume that t = 2m + 1 is a prime so that Z;;}.; has as many
primitive elements as possible. Thus we made the situation similar to the case
when t is even.

We also need to construct the subgroup G of GF(p%t) == GF(p®™*3) &df order
Q so that G is not contained in any proper subfield of GF(p3t) = GF(p®™M+3).
The following Lemma, which follows directly from Lemma 2.4 of [Z], gives a
su [cieht condition for a subgroup of GF(p®™*3)~hot to be contained in any
proper subfield of GF(p®™™*3).
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Lemma 5.1. Let Q be a prime factor of ®gm3(p), Where ®,(X) denotes the
n-th cyclotomic polynomial. Then the subgroup of GF(p®™+3)=éf order Q is not
contained in any proper subfield of GF(p®™+*3).

The 3(2m + 1)-th cyclotomic polynomial ®gm+3(X) in GF(p) are as follows:

- Pg(X) =x+x3+1
_ xXAMF2yPmEl g xPtaxt+l
— ¢6m+3(x) = eV = STl ! m>1.

Thus we have that if Q is a prime factor of p?t + pt + 1 of at least 160
bits (assuming that p3! is of 1024 bits) then the subgroup [@Cof GF(p3t) “With
g CGF(p®Y) of order Q is not contained in any proper subfield of GF(p®t).

Unfortunately, when t > 1, there is no known easy way of constructing such
p, Q pair satisfying above conditions. One has to keep constructing prime num-
bers p until p?t + pt + 1 has a prime factor Q of at least 160 bits.

Selection of the Cubic Polynomial f(x) = x3 —ax® +bx — 1. As was
noted at the end of Section 2, the irreducibility of f(x) = x3 —ax? +bx — 1 over
GF(q) implies that the order of f(x) is a factor of g2 +q+ 1. However, it is very
di Ccult to deterministically compute b from a given a, or vice versa, so that
T (X) is irreducible. We give two ways of finding such (a, b) pairs, one of which is
much preferable.

One conceptually easier way is to start with an element g [CQF(q®) whose
norm in GF(q) is 1. Then a = Tr(g) and b = Tr(g—1). But when GF(q) is not a
prime field (i.e., t > 1), it is not easy to compute the trace.

Another way of generating f(x) is to randomly choose (a,b) pair and test
whether x3 — ax? + bx — 1 is irreducible. The probability for x3 —ax? + bx — 1
to be irreducible for randomly chosen (a, b) is about 1/3.

6 Conclusion

In this paper we compared XTR-NR signature scheme and TYS signature scheme.

We explained why these two schemes are essentially the same. In addition, we

pointed out that TYS signature as it is has some flaws in their arguments and

shown that in order to cure the flaws of TYS signature, one should bring in

exactly the same security and e [ciehcy consideration of XTR scheme as in [8].
As a summary we list the following:

— To make TYS signature scheme secure, the order Q of the irreducible poly-
nomial x® — ax? + bx — 1 must have a prime factor B of at least 160 bits.
The prime B should be a factor of p?t + pt + 1 when t is odd, and should be
a factor of p?™ — p™ + 1 when t = 2m is even.

— When t is odd, the cost of computation as well as communication is almost
twice of that of t even case. Also if t is odd, we lose the advantage of XTR
of easy generation of the cubic polynomial F (c, x).
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— Thus for e [ciehcy reason, it is desirable to take t to be even. Also for security
reason, it is desirable to take the order Q of the cubic polynomial to be a
prime factor of p?™ — p™ + 1 of at least 160 bits, where t = 2m. Then TYS
signature scheme is practically a variation of XTR.

References

1. A. E. Brouwer, R. Pellikaan, Eric R. Verheul, Doing More with Fewer Bits, Advances
in Cryptology — Asiacrypt’99, LNCS 1716 (1999), pp. 321-332.

2. Arjen K. Lenstra, Using Cyclotomic Polynomials to Construct E [cieht Discrete
Logarithm Cryptosystems over Finite Fields, ACISP’97 (1997), LNCS 1270,
pp. 127-138.

3. Arjen K. Lenstra, Eric R. Verheul, The XTR public key system, Advances in Cryp-
tology — CRYPTO’00 LNCS 1880 (2000), pp. 1-19

4. Arjen K. Lenstra, Eric R. Verheul, Key improvements to XTR, Advances in Cryp-
tology — Asiacrypt’00 LNCS 1976 (2000), pp. 220-233

5. Arjen K. Lenstra, Eric R. Verheul, Selecting Cryptographic Key Sizes,
http://www.cryptosavvy.com (1999).

6. Arjen K. Lenstra, Eric R. Verheul, Fast irreduciblility and subgroup membership
testing in XTR, Proceedings of the PKC’01 LNCS 1992 (2001), pp. 73-86

7. Rudolf Lidl, Harald Niederreiter, Introduction to finite fields and their applications,
Cambridge, 1994.

8. Seongan Lim, Seungjoo Kim, Ikkwon Yie, Jaemoon Kim and Hongsub Lee, XTR
Extended to GF (p®™), to appear at SAC’01, LNCS (2001).

9. Chik How Tan, Xun Yi and Chee Kheong Siew, Signature Schemes Based on 3rd
Order Shift Registers, ACISP’01, LNCS 2119 (2001), pp.445 — 459.



Pseudo-random Bit Generator Based
on Couple Chaotic Systems and Its Applications
in Stream-Cipher Cryptography

Li Shujun, Mou Xuangin, and Cai Yuanlong

Institute of Image Processing, School of Electronics and Information Engineering,
Xi’an Jiaotong University, Xi’an, Shaanxi 710049, P. R. China,
hooklee@mail.com, {xqmou,ylcai}@xjtu.edu.cn

Abstract. Chaotic cryptology is widely investigated recently. This pa-
per reviews the progress in this area and points out some existent prob-
lems in digital chaotic ciphers. As a comprehensive solution to these prob-
lems, a novel pseudo-random bit generator based on a couple of chaotic
systems called CCS-PRBG is presented. Detailed theoretical analyses
show that it has perfect cryptographic properties, and can be used to
construct stream ciphers with higher security than other chaotic ciphers.
Some experiments are made for confirmation. Finally, several examples of
stream ciphers based on digital CCS-PRBG are given, and their security
is discussed.

1 Introduction

Chaotic cryptography has received much attention in recent years, both digital
and analog chaotic encryption methods have been proposed and analyzed [1}2
3l 14,[5,16,7,8l9,10L111,[12,13],[14}15][16]17)18/[19,20, 21} 22| 23,124} 25126, 27 28} 29}
30]. Most analog chaotic ciphers are designed to realize secure communications
through noisy channel using chaotic synchronization technique [I]. This paper
chiefly focuses on the digital chaotic ciphers.

The tight relationship between chaos theory and cryptography has been
pointed out by some researchers [2|1}[16/[31]. Many fundamental characteristics
of chaos, such as mixing and sensitivity to initial conditions, can be connected
with those of good ciphers, such as confusion and diludion. Since chaos the-
ory has developed well in recent decades, and numerous chaotic systems can be
employed in ciphers, chaos should be a new rich source of cryptography.

Generally speaking, there are two chief ways to design digital chaotic ciphers:
1) using chaotic systems to generate pseudo-random keystream to encrypt plain-
text [3,516],7,18,L0}[1T,12]; 2) using plaintext and/or secret key as the initial con-
ditions and/or control parameters, iterating/counter-iterating chaotic systems
n times to obtain ciphertext [2,9][13][14,[15,[16]. The first way corresponds to
the stream ciphers and the second does to the block ciphers. Some other ways
also have been proposed [17,[18,19]. Meanwhile, some e [cieht attacks have been
presented [20, 211122, 23124, [25]. In the following of this section, we will give a
brief survey of the proposed digital chaotic ciphers, and discuss some problems
existing in them.

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 316329 2001.
€_Springer-Verlag Berlin Heidelberg 2001
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1.1 Overview

Digital chaotic stream ciphers: Many dilerknt chaotic systems have been
employed to generate pseudo-random keystream, 2-D Hénon attractor in [3], lo-
gistic map in [10], generalized logistic map in [6], quasi-chaotic nonlinear filter
in [[7], piecewise linear chaotic map in [4,5]8,[19], and first-order nonuniformly
sampling digital phase-locked loop (DPLL) circuits in [11]. In [12] multiple dif-
ferent chaotic maps are suggested, Bernoulli shift and logistic map are used for
demonstration. The algorithms generating chaotic pseudo-random keystreams
can be divided into three classes: Al) — extracting from some bits of the chaotic
orbits [4,5,6l[12]; A2) — determining by which interval the chaotic orbits reach
[318,[20,[11]; A3) — just equaling the chaotic orbits themselves [7]. It should be
noticed that some algorithms in A2) [8}[10,[11] can be considered as the corre-
sponding ones in Al), and A3) can be deemed as a special case of Al). Several
chaotic stream ciphers [31[6,[7] have been known not secure enough [20,211[22,23].

Digital chaotic block ciphers: Inverse tent map is used by T. Habutsu et al. in
a chaotic cryptosystem [13], in which the plaintext represents the initial condition
of the inverse tent map and the ciphertext is obtained by iterating this map N
times. Because of the weakness of piecewise linearity of tent map and the use
of 75 random bits, E. Biham presented a known-plaintext attack and a chosen-
plaintext attack to break it [24]. Zbigniew Kotulski and Janusz Szczepanski
generalized the method presented in [13] using other chaotic systems [15,14]. In
Jiri Fridrich’s chaotic cipher [16], 2-D digital Barker map is introduced to realize
secure pseudo-random permutation of 2-D plaintext such as digital images. A
discrete version of chaotic inverse system encryption approach is presented by
Zhou Hong et al. in [9].

Other digital chaotic ciphers: M. S. Baptista suggested a new encryption
method in [I7]: a chaotic attractor is divided into S units representing di [erent
plaintexts, the ciphertext is the number of iteration from an initial value to the
unit representing the plaintext, logistic map is used for demonstration. In [18],
such an idea is introduced: run a chaotic system, and use a threshold to generate
a pseudo-random sequence from its orbit, find the position that plaintext occurs
in the sequence and take the corresponding information about the position as
the ciphertext, tent map is used as an example. G. Alvarez et al. pointed out
that it is not secure at all if the tent map is used [25]. Li Shujun et al. improve
the original chaotic cryptosystem to resist the proposed attacks [19].

1.2 Problems

Although many digital chaotic ciphers have been proposed and some of them
have not been confronted with e [edtive attacks, there are still many problems
existing in them. To design a really good digital chaotic cipher, they must be
carefully considered. The following is brief discussions on these problems:
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1) Discrete Dynamics: When chaotic systems are realized discretely in
finite computing precision, their discrete dynamics will be far dilerknt from
continuous ones. Some severe degradation will arise, such as short cycle-length,
non-ideal distribution and correlation, etc. This problem has been firstly no-
ticed by J. Palmore, C. Herring [32] and D. Wheeler [21,[22], and then Ghobad
Heidari-Bateni [33]. Up till now, there is not an established theory to mea-
sure the discrete dynamics of chaos exactly, and to indicate how to improve
such degradation (we have proved some limited theoretical results in [34] re-
cently). Only several engineering methods are suggested: using higher finite pre-
cision [21,122], perturbation-based algorithm [4,[5][35], and cascading multiple
chaotic systems [33]. Actually, this problem is neglected in most digital chaotic
ciphers [3,[9,8,[10]11,12],13|[14,I5,I7,18], so their security cannot be adequately
ensured.

2) Employed Chaotic Systems: Because logistic map has been widely
investigated in chaos theory and is very simple to be realized, it has been used by
some digital chaotic ciphers [6,10,12][17]. However, only when control parameters
r is 4.0, logistic map is a surjective function and has perfect chaotic properties.
So r must be selected near 4.0 in these ciphers, which makes the key space
much smaller. Other good candidates for simple realization are piecewise linear
chaotic maps, such as tent map [L3}[18] and the ones used in [4,[5,[9,8,[19]. But
we must be very careful to use them since there exist some weaknesses for their
piecewise linearity [241[25/134]. In fact, it is desired that a digital chaotic cipher
can work well with a large number of chaotic systems; such a property is called
chaotic-system-free in this paper. Several chaotic ciphers are chaotic-system-
free to some extent [12,[15,[17,18]. Some others can be chaotic-system-free since
di Cerknt chaotic systems are not essentially excluded by their design [10]/11].

3) Encryption Speed: Some digital chaotic ciphers work so slowly that they
are infeasible for real-time encryption [13/14],/15/[17,18,[19]. While the chaotic sys-
tems are running in finite precision, the floating-point or fixed-point arithmetic
must be employed. Since the floating-point arithmetic is much slower than the
fixed-point one, we suggest using fixed-point arithmetic as possible. But several
chaotic systems defined by some complicated functions [6,[15] must run under
floating-point arithmetic, they should be avoided in chaotic ciphers. The piece-
wise linear chaotic maps are the fastest chaotic systems, since only one division
and several additions are needed in one iteration. Another problem about the
encryption speed is: in order to enhance security, many ciphers need multiple
chaotic iterations to generate one ciphertext [9,10,1T)[12,13,[14}15|16l17,18,19],
which will lower the encryption speed. In addition, some ciphers [17[18,19] have
time-variant speed, so they cannot encrypt plaintext with constant bit-rate, such
as MPEG video stream.

4) Practical Security: Most digital chaotic ciphers are claimed to be secure
by the authors, but many of them are actually not. Because chaotic systems are
deterministic systems, there are some tools in chaos theory to discern chaos.
Once an intruder finds some information about the chaotic systems from their
orbits, he might use such information to lessen the complexity of finding the
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secure key. For almost all digital chaotic ciphers [2l[1,3/4,5!6,[7,9,(810111],[13}14]
151161171[18,[19], the ciphertext directly depends on the chaotic orbit of a single
chaotic system, so the extraction of such information may be possible. In fact,
based on such a fact, many cryptanalysis methods [26],271[28,[29,/30] have been
developed to break the analog secure communication approaches. If multiple
chaotic systems are used [12][33], the cryptanalysis of chaotic ciphers will be
more di Ccullt since the output is determined by many dilerent mixed chaotic
orbits.

5) Realization: Simple realization by hardware and software at low cost is
a very important requirement for a good digital cipher. In consideration of the
above fact, the fixed-point arithmetic is better than the floating-point one since
the latter needs more cost. Another desired requirement is the extensible security
with considerably more cost and complexity. In fact, problems of realization are
the crucial factors influencing the use of a cipher in many final applications,
since there are so many kinds of ciphers that can provide enough security.

Although many problems have not been settled in most digital chaotic ci-
phers, we still believe that the chaotic and conventional cryptology will benefit
each other from the mutual relationship between them; some other researchers
hold the same opinion [2,1,16][31]. In this paper, we suggest a comprehensive so-
lution to the existent problems. A novel pseudo-random bit generator (PRBG)
based on a couple of chaotic systems, called CCS-PRBG, is presented, which
has perfect cryptographic properties and can be used to construct stream ci-
phers with high security. In these ciphers, most above-mentioned problems can
be overcome satisfactorily.

The outline of this paper is as follows. In Sect.[2] CCS-PRBG and its digital
realization with finite precision are introduced. Analyses on cryptographic prop-
erties of CCS-PRBG, including some experimental results, are given in Sect.
In Sect. [] several examples of chaotic stream ciphers based on CCS-PRBG are
established; discussion on the security is also given. The conclusion is given and
some open research topics are pointed out in the last section.

2 Couple Chaotic Systems Based PRBG (CCS-PRBG)

As mentioned in Sect. [I] using chaos to generate pseudo-random numbers (PRN)
is a general way to design digital chaotic stream ciphers. Besides in chaotic
cryptography area, chaotic pseudo-random number generators (PRNG) have also
attracted much attention in other research areas, such as communications [36,33]
37] and physics [38]. Most chaotic PRNG-s are based on single chaotic system and
generate PRN directly from its orbit. In Sect. we have discussed that such
chaotic PRNG-s are potentially insecure, since the output PRN may expose some
information about chaotic systems. In this paper, we present a novel pseudo-
random bit generator (PRBG) based on a couple of chaotic systems, which
can provide higher security than other ciphers because two chaotic systems are
employed to generate PRN. Here, we call it CCS-PRBG as abbreviation. Since
the PRN is generated by comparing two dilerent chaotic orbits, it is di [cult
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for an eavesdropper to extract information about both chaotic systems. More
detailed discussions on security will be given in Sect. [} after some chaotic stream
ciphers based on CCS-PRBG are described.

2.1 Definition
Assume there are two dilerent one-dimensional chaotic maps Fi(x1,p1) and
Fa(X2,p2): xa(i +1) = Fi(X1(i),p1), x2(i +1) = Fa(Xz(i), p2), where p1,pz
are control parameters, x;1(0), X2(0) are initial conditions, and {x1(i)}, {x2(i)}
denote the two chaotic orbits.

Define a pseudo-random bit sequence k(i) = g(x1(i), X2(i)), where

1
L1 X1 > Xo

9(X1,X2) = outut, X; =Xz . (€Y)
ES_,EI X1 < Xo

When some requirements are satisfied, the chaotic PRBG will have perfect
cryptographic properties and be called “a Couple of Chaotic Systems based
Pseudo-Random Bit Generator” (CCS-PRBG). These requirements are: R1)
— F1(X1,p1) and Fa(x2, p2) are surjective maps defined on a same interval | =
[a,b]; R2) — F1(X1,p1) and Fo(X2,p2) are ergodic on I, with unique invariant
density functions f1(x) and f,(x); R3) — One of the following conditions holds:
1(X) = F2(X) = F(X), or F1(X), F2(X) are both even symmetrical to x = (a+b)/2;
R4) — {x1()}, {x2(i)} are asymptotically independent as i — oo.

If one of chaotic map is replaced by a constant ¢ [T] k(i) will be simplified to
the pseudo-random sequence in [LI] and the chaotic threshold sequence in [3g].
From such a viewpoint, CCS-PRBG can be regarded as the generalized version
of them with “pseudo-random and time-variant threshold parameter” 1.

2.2 Digital Realization with Perturbation

It is obvious that CCS-PRBG can be applied to both analog and digital chaotic
ciphers. We will only consider digital CCS-PRBG in this paper. The perturbation-
based algorithm in [4] is suggested improving statistical properties of digital
CCS-PRBG. The algorithm can be described as follows.

Use two PRNG-s to generate two pseudo-random distributed signals[4, which
are used to perturb I lowest bits of {X1 (i)}, {x2(i)}, with intervals Ay, A, [4]. The
maximal length linear feedback shift registers (m-LFSR) are the best perturbing
PRNG-s for hardware realization, and the linear congruential generators for
software realization [39]. Di[erent from [4], this paper suggests determining | as
follows: | = [Atlog, e (5 [TI44ALWhere A is Lyapunov exponent of the perturbed
chaotic map and XICdenotes the least integer not less than x. It is based on such a

1 g(x1, x2) can be considered as follows: one chaotic orbit is binarized by anther chaotic
orbit, the second chaotic orbit behaves like the threshold constant in [36]11].

2 Please see [4] for more details on how to generate the perturbing signals. Of course, we
can use some other generation algorithms, the only requirement is that the generated
signals should be pseudo-randomly distributed.
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Fig. 1. The digital CCS-PRBG with perturbation

fact: when the finite computing precision is n (bits), the least di [erence between
two signals 2~ will become e* - 27" after one iteration averagely (under fixed-
point arithmetic). To keep the characteristics of the chaotic systems, | [Cnl
should also be satisfied. Although the perturbing signal is much smaller than
chaotic signal, it can still drive {x, (i)}, {X2(i)} to a very complex way since chaos
is sensitive to initial conditions. The combination of digital chaos and pseudo-
randomness of PRNG-s will make both chaos-theory-based and conventional
cryptanalysis di [cult.

Another trivial problem existing in digital CCS-PRBG is: when xX; = Xo,
g(X1, X2) will not output pseudo-random bit. An extra simple PRNG-3 can be
introduced to determine k(i). The digital CCS-PRBG with perturbation is shown
in Fig.[D We can see that it can be easily realized by both hardware and software.

3 Cryptographic Properties of Digital CCS-PRBG

For {k(i)} generated by digital CCS-PRBG, the following cryptographic prop-
erties are satisfied: 1) balance on {0,1}; 2) long cycle-length; 3) high linear
complexity approximating to half of the cycle-length; 4) &-like auto-correlation;
5) cross-correlation near to zero; 6) chaotic-system-free (see Sect. [LZ). Detailed
discussions are given as follows, with some experimental results.

3.1 Balance

Theorem 1. If two chaotic maps satisfy the above requirement R1-R4, we can
get P {k(i) = 0} = P{k(i) = 1}, i.e., k(i) is balanced on {0, 1}.

Proof. Because F1(X1,p1) and Fa(Xz,p2) are ergodic on | = [a,b] (requirement
R2), the orbits generated from almost all initial conditions will lead to the
same distribution functions f1(x), f2(x) [40]. From requirement R4, the orbits
{x1()}, {x2(i)} are asymptotically independent, so the probabilities of x; > x;
and x; < X, as i — oo will be:
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Ly L)

P{x1 > x>} = 1) F2(y) dy dx 2
SN

P{x; <X} = F2()F1(y) dy dx ©)]

When requirement R3 holds, we can prove P{x; > X2} = P{x; < x>}
R3-1)f(x) = f2(X) = f(X):

)
P{x1 >x}=P{xy <x} = T (X)F(y) dy dx. 4)
a a
R3-2) f1(x), f2(X) are both even symmetrical to x = (a + h)/2:
Define the mirror orbits of x;,x, as X’ = b — x3,x5' = b — x,. From the
symmetry of f1(x), f2(x), xI x5’ will have the same distribution f;(x), f2(x),
then we have:

) o
P{x1 > X2} = P{X{'< x5} = f2(xVf(yY dy dx = P{x1 <xz}. (5)
a a
Consider x3 > X2 - k(i) = 1l and x3 < X2 - k(i) =0, P{x3 > x2} =
P{x1 < x2} [CPk(i) =0} = P{k(i) = 1}. The proof is complete.

Apparently, the above deduction is still based on the continuous conditions.
When chaotic systems are discretely realized with perturbation, every chaotic
orbit will be perturbed timely to a certain neighbor orbit by the small per-
turbing signal. Consequently, almost all orbits reach to the discrete versions of
f1(x), F2(x) with a little smoothing. For the dis ersions of f1(X), f2(x), the
above deduction also holds if s replaced by . Therefore, the balance will
be approximately preserved in the digital CCS-PRBG with perturbation.

3.2 Long Cycle-Length

When the ergodic chaotic systems are realized continuously, the cycle-length will
be infinite for the orbit beginning at almost every initial condition [40]. However,
as we have pointed out in Sect. [, when they are discretely realized with finite
precision, the short cycle-length problem will arise. Employing perturbation can
solve this problem. Without loss of generality, assume two m-LFSR-s are used as
the perturbing PRNG-s, whose degrees are Ly, Ly, and perturbing intervals are
A1, N\>. Then the cycle-length of x1 (i)}, {X2(i)} are 01:A; (21 —1), 02, (2-2—1),
where 01, 0, are two positive integers [4]. So the cycle-length of {k(i)} will be:

lem(o1A1(25* — 1), 0,0,(252 — 1)). (6)

3 Equation (@) and (@) are replace?__};ir > X} = nga y;=a Pi{x1 = x}-
Po{x2 =y} and P{x > x1} =  __ y=a Po{x1 = x} - P1{x2 = y}. From the
approximate symmetry to x = 1/2 of X1, X2 when a digital CCS-PRBG is realized
with perturbation, we can obtain the following result P{x1 > x>} = P{Xx1 < x2}.
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When A1, A, and Ly, L, are selected to satisfy gcd(A1,A,)=1 and ged(2-2—1,
2L2—1)=1, the cycle-length of {k(i)} will be:

lem(o1,02) - A A28 — 1)(252 — 1) = lem(01, 02) - A1 A25 2 (7)

Such a cycle length is long enough for most secure applications. Furthermore,
there are still some methods that can be used to further prolong the cycle length,
such as the one in [5].

3.3 High Linear Complexity and Good Correlation Properties

Actually, the requirement R4 and the balance of {k(i)} imply that {k(i)} is an in-
dependent and identically distributed (i.i.d.) bit sequence as i — oo. Therefore,
it will have 6-like auto-correlation and near-to-zero cross-correlation. What’s
more, it has been proved (see [41]) that i.i.d. binary sequence has half-length
linear complexity, so {k(i)}jL, will also have high linear complexity approximat-
ing to n/2 f. So let us discuss under what condition requirement R4 will be
satisfied for digital CCS-PRBG.

For any chaotic maps, even if the initial conditions or the control parame-
ters have a very small di Lerence, their orbits will become entirely di [erknt after
limited iterations. If there is some initial information about the orbits, the infor-
mation will decrease to zero as i —» oo. The relation between two chaotic orbits
can be considered as such information. In chaos theory, Kolmogorov entropy is
defined to measure the decreasing rate of the information. For one-dimensional
chaotic maps, Kolmogorov entropy is equal to Lyapunov exponent [42]. If the
initially known information is H, it will lose completely after n = H/A itera-
tions [11], where A is Lyapunov exponent. When chaotic systems are realized
discretely, the information will decrease even faster since the quantization errors
and small perturbing signals makes two orbits depart faster. So we can see, as
long as there is initial dilerence between two chaotic orbits, they will become
asymptotically independent as i — oo. Therefore, the equivalent requirement of
R4 is {x1(i)} B {x2()}, that is to say, F1 8 F,, or x1(0) & x2(0), or p; & p>.

Because the independence of {x1 (i)}, {x2(i)} holds after n iterations, we sug-
gest discarding the first m bits of {k(i)}, where m > 1. It means m pre-iterations
for the two chaotic maps should be done before {k(i)} is output. Since m is not
very large, such pre-iterations need only a little extra computation.

Although analyses given here are entirely theoretic, the experiments strongly
support the theoretical results (see the following Fig.[2. and Sect. for more
details). In the future research, we will try to find the strict proof of {k(i)}
generated by CCS-PRBG is real i.i.d. binary sequence.

3.4 Chaotic-System-Free Property

Consider there are many chaotic maps satisfy the requirements R1 and R2,
and the requirement R3 and R4 just restrict the relation between the two

4 The cycle-length of {k(i)} is L = lcm(c1A1 (2" — 1), 0202(2-2 — 1)), not infinity.
Hence, the linear complexity of {k(i)};=; should be about L/2, not infinity either.
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chaotic systems, CCS-PRBG is chaotic-system-free obviously. Since piecewise
linear chaotic maps satisfy the requirements R1-R4, they are strongly suggested
being used, from the viewpoint of the encryption speed and realization (recall

section [1.2)).
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Fig. 2. Cryptographic properties of digital CCS-PRBG

3.5 Experimental Results

In order to verify the theoretical results on cryptographic properties of digital
CCS-PRBG with perturbation, some experiments are made. The two chaotic
maps are both selected as the following piecewise linear maps define on 1 = [0, 1],
which are used in [9] and detailed analyzed in [34]:
1
1 x/p, x 10, p)
Fi(x,p) = F2(x,p) = F(x,p) = —p)/(3—p), x [\ 3], 8)
@-xp), x[31
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The finite computing precision is n = 32 (bits). The perturbing PRNG-s
are selected as two m-LFSR-s, whose degrees are L; = 16, L, = 17 and whose
perturbing intervals are A; = 99, A, = 101. The number of pre-iteration m is
16. Both initial conditions and control parameters are generated randomly, and
a large number of sub-sequences of k(i) are extracted from random positions
to test the cryptographic properties. The 0:1 ratio, linear complexity and auto-
correlation of one sub-sequence are shown in Fig. Zh—c respectively. In Fig. [2d,
the cross-correlation of two sub-sequences with identical initial conditions but
slightly di[Cerknt (2—™) control parameters is given. We can see the experimental
results coincide well with the theoretical analyses.

4 Construct Stream Ciphers Using Digital CCS-PRBG

Based on digital CCS-PRBG, many dilerent practical stream ciphers can be
constructed. We will see these stream ciphers can provide feasible solutions to
the problems existing in other digital chaotic ciphers. Using di[erknt configu-
rations of CCS-PRBG, many stream ciphers can be obtained conveniently with
considerably low cost and simple realization. Here, digital CCS-PRBG replaces
the kernel role of LFSR in conventional stream-cipher cryptography.

4.1 Some Examples of Stream Ciphers

e Cipher 1: Give a digital CCS-PRBG with perturbation, initial conditions
X1(0), X2(0) and control parameters p;, p, are the secure key. {k(i)} is directly
used to encrypt (generally XOR) plaintext and decrypt ciphertext.

The above Cipher 1 is the simplest stream cipher based on digital CCS-
PRBG. If finite computing precision is n (bits), the key entropy will be 4n.
Moreover, it is easy to be realized by hardware or software with rather low cost.
On a Pentium 111 800MHz PC, a software version based on piecewise linear
chaotic map (8) is developed with Turbo C 2.0 for test. The actual encryption
speed reaches 9 Mbps under fixed-point arithmetic. Such a speed is faster than
many other chaotic ciphers and can be acceptable in many secure applications.
Under hardware realization, the speed will be promoted much.

If some simple modifications are made on cipher 1, some enhanced stream
ciphers with larger key entropy (higher security), faster speed can be obtained
with a little extra complexity and cost. Two examples are given as follows.

« Cipher 2: Give four one-dimensional chaotic systems CSp, [CB3, and five m-
LFSR-s m-LFSRy CM-LF SRy, in which m-LFSRy CmLFSR3 are used to
perturb CSy [CCB3. Before each iteration of CSy [CBg, firstly use m-LFSRy4
to generate two 2-bits pseudo-random numbers pnl(i) and pn2(i). If pn2(i) =
pnl(i), do pn2(i) = pnl(i) CLIThen select CSpn1¢y and CSpnay to compose
the digital CCS-PRBG to generate k(i). The secure key contains the initial
conditions and control parameters of the four chaotic systems.

The key entropy will be 8n under n (bits) computing precision. m-LF SR,
adds more complexity to the cryptanalysis so such a cipher is securer, with only
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double cost of realization and approximate encryption speed to cipher 1.

« Cipher 3: For piecewise linear chaotic maps defined on 1 = [0, 1], such as the
map (8), the invariant density functions are f(x) = 1. When they are realized
discretely, every bit of the orbits will be balanced on {0, 1}. Based on such a fact,
we can define a generalized version of digital CCS-PRBG. Here assume finite
computing precision is n (bits). For one iteration of Fi(X1,p1) and Fz(X2, p2),
generate n bits K(i) = ko(i) . .. kn—1(i) as follows:
fory=0ton—1do
x1(1,J) = xq (1) L3
X2(i, j) = %2(i) 31
Kj () = g(xa(i,§), x2(1,§))
end

Where [—(II)dénotes circular right (left) shift operation. Apparently, a stream
cipher based on generalized CCS-PRBG will run nearly n times faster than the
one based on common CCS-PRBG, without loss of high security. When cipher 3
is realized by hardware with parallel arithmetic technique, the encryption speed
of cipher 3 will close to s Mbps when the clock frequency is s MHz B. Such a
speed approximately equals to the speed of many conventional stream ciphers
based on LFSR-s, such as Ge[ehenerator and clock-controlled generator, and
faster than some complicated stream ciphers [39]. If we combine cipher 2 and
cipher 3, both the security and the encryption speed can be improved much.
Actually, in order to further enhance the security of Cipher 3, we can introduce
another m-LF SR5 to pseudo-randomly control the direction of the circular shift
operation of x; and Xa.

4.2 Security

Generally speaking, the security of the above ciphers can be ensured by the
perfect cryptographic properties of digital CCS-PRBG. But we have known that
many chaotic ciphers are not secure although they have some “good” statistical
properties. So we should still investigate whether or not the ciphers based on
digital CCS-PRBG is secure enough to known cryptanalysis methods.

Many methods have been proposed to break analog chaotic encryption sche-
mes, such as chaotic masking, switching and modulating approaches [26]27] 28|
29,30]. They work well because chaotic synchronization makes it possible to
extract dynamical information of the chaotic systems. Since the transmitted
signal must be used to realize synchronization of the transmitter and receiver,
such information may be useful to restore the chaotic orbit and then extract
the hidden message. For digital CCS-PRBG, because chaotic synchronization is
not used and two di [erent chaotic orbits are employed to make pseudo-random
keystream Kk(i), the dynamics of the two chaotic systems cannot be obtained

5 Apparently, the speed is chiefly determined by the fixed-point divisions needed in
chaotic iterations. Since a n-bit digital divider consumes about n clock cycles for
one n-bit division, the encryption speed of cipher 3 will be close to % -n =s Mbps.
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from the ciphertext. In addition, the pseudo-random perturbation also makes
the cryptanalysis more di Cculit. Even if the plaintext is known, it is impossible
to extract the two chaotic orbits just from k(i). Hence, those methods, which
are available to break secure communication approaches based on chaotic syn-
chronization, cannot be used to break the ciphers based on digital CCS-PRBG.

Other known cryptanalysis methods aim at di [erknt weaknesses of concerned
chaotic ciphers. The one in [21)22] is available because of the degraded statistical
properties of discrete chaotic systems, which has been considered carefully and
been avoided by perturbation-based algorithm in digital CCS-PRBG. The one in
[20] is based on a specific weakness of 2-D Hénon map and cannot be generalized
to other chaotic systems. The ones in [23,[24,25] can work well for the special
weaknesses in the corresponding ciphers and also cannot be extended to break
CCS-PRBG based ciphers with entirely dilerknt encryption structure.

We can see the ciphers based on digital CCS-PRBG are secure to all known
cryptanalysis methods of chaotic ciphers. Of course, before we can finally say
“digital CCS-PRBG based ciphers are secure enough”, further research on crypt-
analysis of digital CCS-PRBG should be done. But the above discussion implies
that digital CCS-PRBG may be a new promising candidate to construct stream
ciphers with high security and low cost.

There is one notable defect in digital CCS-PRBG that should be mentioned
here. Assume X1(0) = X»(0), when the control parameters are p;, p2, the gen-
erated pseudo-random bit sequence is k(i); exchange the control parameters of
the two chaotic maps, the generated pseudo-random bit sequence is k'(i). If the
two chaotic maps are perturbed with identical perturbing PRNG-s and identical
perturbing intervals (A; = A\;), it is obvious that k(i) = k(i), which is the nat-
ural result of g(x2,X1) = g(X1,X2). Such an e[edt will cause the key space size
of the ciphers decrease 1/2. To avoid this defect, di[erknt perturbing PRNG-s
or perturbing intervals should be used, and m > max(A;, Ay) is suggested.

5 Conclusion

Nowaday digital chaotic ciphers are surveyed, and some existent problems in
them are discussed in this paper. A novel chaotic PRBG called CCS-PRBG is
proposed to solve these problems. Theoretical analyses and experiments show
that digital CCS-PRBG has perfect cryptographic properties. The digital CCS-
PRBG can be a kernel part in the design of new stream ciphers. In the future,
some details on hardware realization of CCS-PRBG based stream ciphers will
be concerned. As we have mentioned in Sect. [3.3] the strict proof of {k(i)} is
i.i.d. sequence will be further studied, too. Possible cryptanalysis methods of the
digital CCS-PRBG will be another open topic.
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Abstract. For decades cryptography strived for its goals by packing
complexity into the exposed program, all the while pressing down the
size of the secret key. Alas, modern technology (1) makes small keys
a secondary requirement, (2) allows for layering of program logic, and
(3) olerk privacy and security o [efders clever eavesdropping tools; alto-
gether warranting a re-examination of the relative roles of the “passive”
key and the “active” algorithm. We describe a working system where the
nominal key is merged with some JavaScript code to become the “e [ed-
tive key,” thereby conferring upon the JavaScript interpreter (standard
part in modern browsers), the role of the exposed cryptographic algo-
rithm. We show that such Key-Script o [erk equivocation, (deniability),
and we provide a secure key-distribution scheme that is not based on
one-way functions, rather on the attribute of equivocation. We examine
this new setting, and argue that it formally defeats cryptanalysis, where
in practice such robustness is somewhat qualified.

1 Introduction

To “cook™ a plaintext into its corresponding ciphertext, two standard ingredients
are customarily needed: an encryption algorithm, and an encryption key. Over
the years, the key was envisioned as a secret bit sequence, and the algorithm was
a process that operated on the plaintext and the key as two sources of passive
data. The result of the operation was the ciphertext.

Early in the life of the profession, the acclaimed Dutch cryptographer, A.
Kerckho [Cformulated his famous principle which clarified the functional distinc-
tion between key an process. The process, Kerckho [Cargued, should be open for
broad examination, so that any mathematical weakness therein would be readily
exposed. In turn, absence of such discovered weakness builds users’ confidence
in its merit. The key, said Kerckho[is the sole element of the system which
should remain secret (apart from the plaintext, of course).

Based on this much regarded principle, we may switch around our definitions.
The key will be defined as the element that, if changed, restores full security to
a compromised system. In other words, by equipping a fully penetrated system
with a new key, it is as if it was never penetrated.
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This, or the former definition, does not restrict the key to a specific format.
The definition is functional. Same for the process. It is only by tradition that
the key and the process have settled into die-cast formats. The key is invari-
ably a rather small random bit sequence, and the process is almost invariably
fixed in terms of its operation. Thus the following setup will be considered non-
traditional:

Case I: Process: RSA Encryption, (R); DES Encryption, (D); choice-al-
gorithm, (C).

Key: random-sequence of bits. (K).

Based on the parity of the key the choice-algorithm will decide whether to
activate DES, or RSA.

This is a case of compounding well known encryption packages. One might ar-
gue that there is no practical reason for such a setup because the two algorithms
are so dilerknt from each other, and each is best for particular circumstances.
Accordingly it would be foolish to pack one grand-encryption box with R+D+C
above. Such argument may be valid on its merit, but it is premature. We first
want to stress the option of compounding and how it fits into the standard def-
initions of key and process.

Case I1: Opposite to compounding we find the case of disassembly: In any
particular version of DES the plaintext block and the key undergo a fixed se-
guence of processing steps. Now suppose that the “P-boxes” and the “S-boxes”
are implemented as individual processing units, and the key contains bits which
specify which of the boxes to use, in which order. In other words, the processing
configuration is not fixed, as in the DES standard, but rather dependent upon
the contents of the key. Even the block size may be key dependent.

Case I11: A process comprised of DES, (D), and Null, (N) where Null is a
“do nothing™ operator: input = output. The key is a stream of bits such that
one of its attributes determines whether D or N is activated.

We now examine these three cases according to Kerckho Cslprinciple. On its
face all three cases comply with Kerckho [Csldictum. Alas, Kerckho [dalls for
examination of robustness of the open algorithm. In Case-I, assuming that both
DES and RSA are robust, then the combined set up is also robust. In case Il
it is an open question. The key may dictate such a combination of P-boxes and
S-boxes that the result will be easy prey for cryptanalysts. Accordingly Case-
Il is suspect because the process (the open part) does not contain su [cieht
information to allow an examiner to determine robustness. Case-111 is weak on
its face. If the key determines the Null processor, then the message is in the
clear. A further examination will qualify that conclusion. The Case-11l setup
could be an intermediate step in an encryption series. In that case the input will
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be 'garbled’ (looking like ciphertext), and on examination of the output it would
be impossible to determine prima facie that the Null option was used, (rather
than DES).

So far this analysis seems very academic. To avert this reaction, we now
consider the major proposition of this article. But before that we review the
modern trend for distributed computing.

Before browsers came to be, one could display graphics on a screen by commu-
nicating to the local computer a bit-by-bit pixel representation of that graphics.
The data volume was prohibitive. With browsers, the communicated file contains
instructions for the local computer to construct the graphics on its own. The
construction instructions are much smaller in volume than the actual picture.
Similarly browser-associated languages, like VisualBasic Script and JavaScript
contain computing parameters which are processed by the browser itself. The
browsers grow bigger, more e [cieht and more powerful, and the programs be-
come smaller and by reference also more powerful. Say then that smaller and
smaller data volume of a browser-associated language will generate more and
more action.

Also, as a modern trend: the cryptographic key is no longer a letter sequence
one spy remembers by heart, it is rather a lengthy, random looking, bit sequence.

Taking these trends together, one may wonder: is it possible and advisable
to merge the nominal key with some script language code to create a functional
“key” which will refer to the browser (or the script interpreter therein), as the
Kerckho [Copen process?

2 Script Key

We consider a binary file (Ks) which when processed by a browser program is
interpreted as an HTML code with a script language embedded therein. The Ks
file will order the browser to open two text windows on the screen. One marked:
plaintext, (the p-window, or the message window), and one marked ciphertext
(the c-window, or the encryption window). The user types in a message in the
p-window (or pastes one from the clipboard), then clicks a clearly marked “en-
crypt” button, which causes the system to generate a ciphertext, C, which is
placed at the c-window. The ciphertext, comprised of only printable characters
may be pasted into the clipboard and from there attached to emails, or files,
as the user sees fit. The same ciphertext can be pasted back to the c-window,
at any time, and by pressing a clearly marked “decrypt” button, the system
reverses the former process and regenerates the original plaintext message in the
p-window. (From where it can be taken to any other application). This setup is
a complete encryption/decryption system We can write: C = Br(Ks, P)E

Where C and P are the ciphertext and plaintext respectively, Br is the
browser program, and Ks the HTML/Script file. The browser, Br, is fully spec-
ified. Ks serves as the formal, or functional key for this system.

1 While a script allows for a limited size message to be placed in the window, a file-
based equivalent can be easily extended from this simple script configuration.
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There are several glaring distinctions between Ks and the traditional key
(Kt). Kt has a known fixed length, but its bit sequence is unrestricted. Ks may
be of any desired length, but its contents must comply with HTML/Script spec-
ification. This is the seminal di [erknce. Because if Ks where of fixed, known size,
it would have been patently inferior to Kt, since statistically most of the ran-
dom combinations for Ks would not constitute a valid sequence of HTML/Script
statements. However, a browser will process an HTML/Script file of any length;
statement by statement as long as it lasts. A cryptanalyst ignorant about the
key and its length, will have to suspect any combination of legal HTML/Script
statements.

Moreover, browsers grow. Early versions of Internet Explorer, and Navigator
provided the JavaScript method: Math.random() without a seed. In later ver-
sions Math.random(seed) appeared. In future versions one might expect a choice
among specific generators, say:

Math.random.LFSR[32, 11, 5](seed)

specifying the LFSR method with 32 bits long register where the 32nd, the 11th,
and the 5th bits are XOR-ed to generate the new leftmost bit. As of today, such
special case generator must be implemented in the JavaScript file (Ks). The
more elaborate the browser, the shorter Ks, for the same results. Now, browsers
are mainstay software, and there is a great deal of economic pressure to develop
them, refine them and add more and more capabilities, much beyond the cause
of encryption. But encryption can take a ride on this trend.

Shift registers are notoriously ine [cieht in software compared to their hard-
ware implementation. Accordingly, if the volume will justify it, an LFSR may
be firmware or hardware supplied to support the browser.

For an HTML/Script file to serve as a valid key there is a need to change
it quite often, and properly. This requirement is analogous to the nominal key
generation challenge. Borrowing from modern computer lingo, we refer to Ks
generation as mutant-generation: generating mutants to a given Ks file, so that
a cryptanalyst will be unable to discover it.

3 Mutant Generation

Functionally this is a parsing capability combined with data manipulation and
symbolic manipulation. The mutant generator program will operate on a given
Ks and generate a di[erent K’s, or many distinct ones.

It is a rather simple task to recognize data statements and change the data
around. For example, the following JavaScript function substitutes numerals
with strings of four symbols comprised of: X,Y,Z, and W:
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function numeric(number)

{

line = "OYZZY1YZZZ2ZXXX3ZXXYAZXXZ5ZXYX6ZXYYTZXYZ8ZXZX9ZXZY" ;
place = line.indexOf (number) ;

if (place == "-1") return place;

else numericxyz=line.substring((place+1), (place+5));

return numericxyz;

}

The mutant generator will find the “line =" line and randomize the string to
the right, complying with the rule that all digits 0-9 will appear in some order
and between them there will be a non-repeat sequence of the letters X,Y,Z,W.

We have seen lately a fascinating advance in symbol manipulation: the abil-
ity to generate mutants based on modifying the symbols that dictate the logic
followed by the browser. It’s an irony that the most brilliant examples thereof
are exhibited by malicious viruses which mutate to evade tracking software —
and quite successfully.

The mutant generator itself may, or may not be exposed. What matters is
that the key space (mutant variability) will be large enough. In principle it is
the unspecified length of Ks which guarantees unbounded variability, in theory
at least, if not in practice. One must note that as mentioned before, per given
key size Ks is much more restricted than Kt.

The open ended key space, also o [erk a shot at equivocation.

4 Equivocation

The prevailing cryptographies suler from a serious weakness, cryptographers
don’t like to talk about: zero equivocation. A DES cipher is highly unlikely to
find a second key (not the one actually used) that will decrypt it to a plausible
message. Same for RSA, elliptic curves, etc. This means one must rely on the
assumption of intractability, that it is su [ciehtly di Ccullt to locate the one and
only key. There is no dispute that once found, it can not be repudiated because
there is no other key to repudiate it with. Equivocation is the probability that
more than a single plausible message will fit a given ciphertext.

With HTML/Script keys one could pose the following question: Consider a
cipher C, generated from plaintext P by Ks. Now picking a message of choice
P is it possible to construct an HTML/Script file, KL such that:

C = Br(Ks, P) = Br(K./PY @

We describe a procedure to accomplish this task. We write: (omitting the
subscript, s, for clarity):

KYC, P = Ki(Ca, Py) + Kp{(Ch, Pp) + Ky, (2

Where: C = Cu(+)Cp; PY= PL{+)P;! The symbol (+) represents string
concatenation. K5, KE) and K{ are all script keys.
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The idea is that one can separate C, bits from C, and some PZ bits from P
and associate them through a script key K5} while K associates the balance of
bits. KL}, is a script key that will contain the information needed to direct the
browser to the separation of bits for the plaintext and the ciphertext.

In other words we replace the task of finding KPwith the task of finding
smaller key scripts K{’and K This process can be repeated, and each iteration
will reduce the bit counts of P and C which must be matched with a key. If nec-
essary such repeated breakdown will reduce the size of plaintext and ciphertext
bits to a single or few bits where the basic Boolean logic (AND, NOT, XOR)
will guarantee a match (finding of a corresponding key script).

When the various keys and the respective K, keys are summarized, one
might end up with a rather large K'S but that would still be a legal key, that
satisfies (1). One might note that the above is only a worst case scenario. With
some insight and ingenuity much smaller K'S may be found. And if one adds to
this the reality that in order to establish equivocation (or deniability), it is only
necessary for some plausible messages to fit the ciphertext (not one message in
particular), then the room for deniability maneuvers is that much higher.

Equivocation serves as a basis for deniability. The latter refers to the credible
denial by an encryption user of a claim that a particular plaintext is hidden in a
captured ciphertext. We may consider the case of formal deniability where the
user denies that plaintext P was hidden in ciphertext C, and insists that it was
rather plaintext P"that was encrypted into C. As long as the user can point to a
key script K's such that C = Br(K's, P9, the claim has formal credibility. Alas,
if K'd K4 (where Ks encrypts P into C), the practical credibility of the K$
claim is low. As shown above, a contrived key is likely to be a large one. Yet,
a smart user might encrypt his true message with a rather large key script, so
that a cryptanalyst will find some shorter keys, and be genuinely ba Cedlby the
equivocation.

5 Usage

The prospect of equivocation suggests a variety of very serious applications for
the key script idea. Most of them will have to evolve as the concept takes a hold.
In this preliminary stage we wish to outline a more casual usage, and discuss its
merit.

The average savvy Internet surfer is not using cryptography today, although,
most of us have, at least occasionally some reasons to be discreet, and insure
that a sensitive message is read only by whom we intend to read it. The reasons
for this lack of personal use of cryptography are apparently: (1) complexity of
usage, and (2) the black-box syndrome.

Central to any encryption system is the need to manage the cryptographic
keys: make them readily available when needed, and generally secure them from
prying eyes. Often one requirement is served on account of the other. Also, most
encryption environments are monolithic, that is, when activated they apply en-
cryption to anything that goes through them. In reality even two intimates will



336 G. Samid

have most of their communication in the ‘ordinary’ category, and only a minor-
ity thereof in the ‘sensitive’ or ‘supersensitive’ category. Therefore a monolithic
environment is an imposition.

The key script idea as it has already been implemented and in use today
(albeit in beta testing mode), removes the notion of traditional key. The key
and some logic appear as a simple WEB page with two windows: one for the
plaintext, and one for ciphertext. Each window is associated with a click button
that sends the data from one window to the other. So a writer who jots down a
long email to a close friend, might appraise one paragraph to be of some sensitive
nature. She will then cut that paragraph o Cthe email, and paste its contents into
the plaintext window in the key script page. Then simply click the “encrypt”
button, and observe the encrypted version appear in the encryption window.
Copied from there and pasted in the original letter, this paragraph will now be
secure.

When the full email arrives to the receiver, he quickly recognizes the en-
crypted paragraph (a random looking sequence of lower case letters, upper case
letters, digits and some symbols), copies it to the same WEB page but into the
encryption window where a click on the ‘decrypt’ key will generate the original
message. Task complete.

In other words, the encryption ready WEB page which is the key script
facilitates occasional encryption activity without upsetting the normal course of
email flow, where encryption is in reality a rarity.

To so use the key script, one needs an e [edtive way to share the key. Using the
mutant generator a single user can create a new key at will. The key can be saved
on a floppy diskette, which can be mailed or hand delivered to a communication
party. The users might invoke the WEB page (the key script) directly from the
floppy, so that it is never copied into the hard drive. They use it to encrypt or
decrypt and copy the results to other files or emails. Subsequently they kill that
WEB page on the screen and remove the floppy.

The “black-box” syndrome of most current cryptographies is disturbing to
quite a few sophisticated users. If the encryption and decryption are carried out
by mysterious executables one can not be sure that an additional trap door ac-
tivity is not incorporated into the encrypted file. Using key script, the logic is
viewable and readable by invoking the file through a text editor. There is no mys-
tery. The data and the logic are open and can be analyzed step by step through
tracking and debugging software, if so desired. The only black-box attributes
are with the browser itself, or more precisely the script interpreter therein. Alas,
there are numerous independent browsers on the market, and unless someone
theorizes wide conspiracy, it is safe to assume that the various browsers all com-
ply with the language definition, and nothing more.

6 Key Distribution

Key script equivocation may serve as a basis for a key distribution scheme, which
will further the desirability of this paradigm. Today, key distribution is based on
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the notion of one-way function, or intractability. It has been argued above that
intractability is a tentative assumption that taints this method intrinsically. The
following scheme will o [erl an alternative: Alice wishes to change the encryption
key which she and Bob use in their secret communications. To that end, Alice
builds a history file that chronicles the detailed chronology of her communica-
tion with Bob. It also includes information she knows about Bob before they
began their secret communication. We designate this history file as Hg. Now,
Alice prepares fake history files: Hy, Hz, Hs, ....H, which are all plausible, but
all false. Then banking on the key script equivocation, for each of the H files,
Alice produces a key script that relates them to a given ciphertext, C:

C=E(KiH;) fori=0,1,2,..n A3)

Then Alice communicates, C, and Kg, K1, Ks, ....K, to Bob. Bob knows the
history of his communication with Alice, and thereby identifies Kq, as the proper
key. Eve, the eavesdropper will be confused by the multiplicity of the keys since
she can not distinguish between the n history files which she is generating. Of
course, this key distribution mechanism is stronger in proportion to the value of
n. Also, it can be used in conjunction with one-way function, serving as an extra
layer thereof.

7 Case Study

A full implementation of key script cryptography is given at
http://www.agsencryptions.com/dnlnotes.htm.

8 Outlook

For the past three decades computing has shown consistent preference in favor of
the open system. The secretive does not survive. Details must be reviewable, and
black boxes don’t stand. One may extend this trend to cryptography. Despite
the large number of users, there are very few professional cryptographers who
have the skills to judge an encryption setup. The rest, rely on these judgments.
The small size of the experts circle creates a festering of suspicion and a sense of
discomfort. Such sense can be alleviated if more of what happens between the
plaintext and the ciphertext is up, in the open, and readable — not just by the
few, but by the many. Psychologically and practically the key script serves this
trend.

The other attribute of key script: equivocation, may prove even more pow-
erful, whether it would be quantum decoders, or some other nifty computing
devices, it is hard to imagine that with all the innovation that the human race
accomplished, one feat will remain beyond human reach: e [cieht factorization of
large numbers. The day will come when RSA, DES and elliptic curve intractabil-
ity will be so eroded that these mainstay cryptographies will no longer cut it. As
we approach this day, we also invite more attention to any equivocation based
cryptography, be it quantum cryptography, or be it key scripts.
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Abstract. Given a cyclic group G and a generator g, the Di Ce-Hellman
function (DH) maps two group elements (g2, g°) to g2°. For many groups
G this function is assumed to be hard to compute. We generalize this
function to the P-Di Ce-Hellman function (P-DH) that maps two group
elements (g2, g°) to g7 @ for a (non-linear) polynomial P in a and b. In
this paper we show that computing DH is computationally equivalent to
computing P -DH. In addition we study the corresponding decision prob-
lem. In sharp contrast to the computational case the decision problems
for DH and P-DH can be shown to be not generically equivalent for most
polynomials P. Furthermore we show that there is no generic algorithm
that computes or decides the P-DH function in polynomial time.

1 Introduction

Let G be a cyclic finite group and let g be a generator of G. The Di Ce-Hellman
function, DH : GG - G is given by DH(g?, g?) = g2. This function is used, for
instance, in the Di [e=Hellman cryptosystem [3]. Here two parties, say Alice and
Bob, agree on a common pair (G, g), a is the private key of Alice, b is the private
key of Bob, g2 is sent from Alice to Bob, g® is sent vice-versa, and finally both
of them are able to compute g2°. The Computational Di [e=Hellman assumption
claims that the function DH is hard to evaluate.

In this work we are generalizing the Di Ce=Hellman function in the follow-
ing way. Let P(a,b) be a function in a and h. We define the P-Di [e-Hellman
function, P-DH: Gx G - G as

P-DH(g? ¢°) := g7 @®.

Clearly, the Di [e-Hellman function is achieved by setting P (a,b) = ab. We will
restrict our studies to the case where P is a non-linear polynomial in a and b.
The function that computes g(az) from g2 is called the Square Exponent func-
tion. A motivation for the analysis of this variant of the Di Ce=Hellman function is
that certain cryptographic systems exist whose security relies on the hardness of
this function. An example is a scheme for key escrow with limited time span [I].

C. Pandu Rangan, C. Ding (Eds.): INDOCRYPT 2001, LNCS 2247, pp. 339-{349] 2001.
€_Springer-Verlag Berlin Heidelberg 2001



340 E. Kiltz

Maurer and Wolf [5] prove the equivalence of computing the Di [Ce-Hellman func-
tion and computing the Square Exponent function. Further theoretical research
about the Square Exponent function was done [2]8].

Clearly computing the P-DH function cannot be harder than computing the
DH function for a polynomial P (a,b). In Section [3] we also show the converse
direction, i.e. that computing the Di Ce-Hellman function is computational equiv-
alent to computing the P-DH function for non-linear polynomials P (a,b). As we
will see, the strength of our result will depend on the smallest prime factor of
the group order. In Section @l we study the corresponding decision problem: For
random group elements g2, g° and (in random order) g¢ and gP @b decide be-
tween g¢ and gP @), In sharp contrast to the results in Section B we show that
the decision problem for the Di Ce-Hellman function and the P-Di [e-Hellman
function are provably not generically equivalent for most polynomials P (a,b).
On the other hand we show that no e [cieht generic algorithm can decide the
P -Di [e-Hellman function. Finally, in SectionBlwe mention some open problems.

2 Definitions

We say that an algorithm is e [cieht if it runs in probabilistic polynomial time.
We call a function a negligible in n if a(n) < 1/P (n) holds for every polynomial
P and for su [ciehtly large n.

P -Di [e-Hellman function. Let G be a finite cyclic group whose order |G| is
an n-bit integer. Let Z,| denote the ring of integer residue classes modulo |G|.
Let k = k(n) and | = I(n) be two functions mapping integers to integers. Let
PK = P{(n) be the faniielf sets of all non-linear polynomials P (a,b) over Zig
of the form P(a,b) =  ; ; ga..13 Cij@'b! with coe Lciehts cij [Z]g| and absolute
values |cjj| bounded by k. We restrict the polynomials P (a,b) to non-linear
polynomials, i.e. at least for one (i,J) with i +j = 2, ¢jj 8 0 must hold. To

simplify our notation we introduce P, := P,ml/zctno restrictions to coe Lciehts)
and P := P|g|-1.
For a cyclic, finite group G, a fixed generator g of G and a polynomial P [CH
we define the P -Di [e-Hellman function, P-DH: G x G - G as

P-DH(g?, ¢°) := g7 @?,
where P is called the defining polynomial of the P-Di Ce-Hellman function.

Examples of the P-DH function are:

Name Defining polynomial | P -Di Ce-Hellman function
Di [e=Hellman function [3] P(a,b) = ab DH(g?,g®) = g®

Square Exponent function [5]  |P(a,b) = a? SE(g?) = g@?

To-the-s Di [e=Hlellman function | P (a,b) = a° DH3(g?) = @

- P(a,b) = a’ +ab? |P-DH(g? ¢") = g* >+
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Considered Group Families. Let G := (Gn, gn)n s be a family of finite cyclic
groups and generators. We define G as the set of all families G, where the
bitlength of the (e [ciehtly computable) group order |Gy| is of the order n. We
define G(nsprime) := {G : [polynomials R [ng [(N1= ng : minpf(|Gnx|) = R(N)}
as the set of all families G such that the minimal prime factor of the group order
|Gn| is larger than any polynomial (nsprime stands for “no small prime factor”).

Computational Assumptions. Let (G,g9) = (Gn,0n)nmn = G be a family of
groups and generators and let [{(ih) be a function in n taking values in the interval
[0,1]. For P [CH the [(h)-P Computational Di Ce=Hellman assumption for G
(h)-P-CDH(G)) is: There is no e Lcieht algorithm that, given random group
elements g2 and g°, outputs g© @9 with probability at least [{h) (taken over the
uniformly distributed input and coin tosses of the algorithm).

We define [(i)-CDH(G) as the assumption [(h)-P-CDH(G) for P (a,b) := ab
and [{h)-CSE(G) as the assumption [{h)-Q-CDH(G) for Q(a, b) := a2.

The assumption that for all polynomials R there is no e [cieht algorithm
that, given g2 and g°, outputs gP @b with (asymptotical) probability at least

1/R(n) is denoted as m—P—CDH(G). Vice-versa, the assumption, that there

is no e [cieht algorithm that, given g2 and g°, outputs g” &2 with probability
1 —a(n), where a(n) is a negligible function in n, is denoted as P-CDH(G).

We say that assumption [{ih)-P-CDH holds, if [(h)-P-CDH(G) holds for every
family G Q. We say that [(ih)-P-CDHnsprime holds, if [(h)-P-CDH(G) holds
for every family G CG(nsprime).

Relations. To express relations among assumptions we will use the following
notation: A [CB_Ineans that if assumption A holds, so does assumption B. Vice-
versa, it also means that if there is a e Ccieht algorithm Ag breaking assumption
B then we can build another e [Cieht algorithm AﬁB with (oracle) access to Ag
which breaks assumption A.

Generic Algorithms (Notation of Shoup [7]). An encoding function on the ad-
ditive group (Zm,+) is an unknown injective map o : Z,, - {0,1}" for some
integer n. For a generic algorithm nothing is known about the structure (rep-
resentation) of the underlying algebraic group. More precisely a generic algo-
rithm A for Z.,, is a probabilistic algorithm that takes as input an encoding
list (0(X1),...,0(Xk)) where ¢ is an encoding function. Operations can only
be performed via addition and subtraction oracles which given two indices i, J,
return the encoding of o(x; + Xj) and o(x; — Xj) respectively. The new encod-
ing is then added to the encoding list. The output of the algorithm is denoted
by A(0;Xy,...,Xk). An example of a generic algorithm is the Pohlig-Hellman
algorithm that computes the discrete logarithm.

Relations between assumptions that make only use of generic reduction al-
gorithms are marked by the appearance of o. For instance, A B means that
no e [cieht reduction is possible when computation is restricted to generic al-
gorithms. And true T-BImeans that there is no e Lcieht generic algorithm can
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break assumption B. Note that such “impossibility statements” for generic al-
gorithms are very weak, because problems might get substantially easier when
adding an encoding to the group G.

3 The Computational Case

3.1 Previous Work

Theorem 1. 1. true ?_fﬁp%—CDHnsprime (Shoup [7]).

2. U'Ue % CSEnsprime (Wolf [9]).

3. -CDH - CDH (Shoup’s Di Ce=Hellman self-corrector [7]).
4. -CDH = -CSE (Maurer and Wolf [5]) .

p0|y(n)
pOly(n) P0|Y(n)

3.2 This Work

The following two main theorems of this section state the equivalence of the two
assumptions P-CDH and Q-CDH for two defining polynomials P and Q. Note
that the size of the smallest prime factor of the group order turns the balance
of the strength of the two theorems.

Theorem 2. For every constant | and for every P,Q [P} we have:

sk P “CDHngprime = 57y -Q-CDHnsprime-

v_
Theorem 3. For | CO( Togn) and for every P,Q CP°*Y™ we have:
P-CDH = Q-CDH.

No generic algorithm can e Lciehtly break the assumption -P -CDHnsprime:

pOlY(n)

Theorem 4. For every P [Pl y(ny We have: true %—P—CDHnsprime.

The proof of Theorem [4] uses techniques due to Shoup [7] and can be found in
the full version of this paper [4].

Theorem 5 (P-DH self-corrector). For every constant | and every P [P

we have: -olo-P-CDH « P-CDH.

3.3 Proofs

Computing Roots in G will be an important building stone for the proofs of our
theorems. We will shortly summarize some known theoretical results from [9].
For a finite cyclic group G of known order |G| let d [Z}g| and x,a Q. Then
the equation

xd=a
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has exactly s := gcd(|G|, d) di Lerent solutions X, ..., Xs (there must be at least
one, X). They are called d-th roots of a and can be computed by a probabilistic
algorithm in expected O(sn?) bit operations. In fact, for this algorithm to work
one has to know which prime factors are shared by d and |G|. But in our appli-
cation d is always small enough to compute this relation. Therefore a complete
factorization of |G| is not needed, only |G| must be known. The proof of the
following simple lemma can be found in the full version [4]:

Lemma 1. For (G, ) = (Gn, 9n)n o CQ(nsprime) let d [Z]g) and x,a G be
random elements. Then the equation x9 = a has with overwhelming probability
a unique solution Xx.

The following central lemma says that once we are given an algorithm that
computes DH with non-negligible probability of success, then we can compute P -
DH with overwhelming probability of success for any polynomial P (a,b). Recall
that, for instance, P-CDH is the assumption that there is no e Lcieht algorithm
that computes the P -Di [Ce-Hellman function.

Lemma 2. For every P [Phy(n) We have: P-CDH I%[}(T)—CDH.

Proof. Fix the family (G, g) = (Gn, gn)n rsn CG. Assume M-CDH is wrong,
i.e. there is an oracle that computes DH with non-negligible probobility of suc-
cess. Use the Di Ce-Hellman self-corrector of Theorem [I] (3) to get an algorithm
that computes DH with overwhelming probability of success. With this reliable
algorithm for DH at hand, given g2 and g®, any monomial g%i2'?" can be com-
puted by repeated multiplication or squaring in the exponent. Hence, P-DH can
be constructed “monomial-by-monomial” (there are at most polynomial many)
by addition in the exponent. This brakes assumption P-CDH. 1

With this observation at hand the proof of Theorem B (P-DH self-corrector) is
easy. Clearly “ Chblds. To prove “ [ we “detour” over DH. This will be a
very frequently used strategy in our proofs. Let P [P} and let an oracle Op _pn
be given that computes P-DH with non-negligible probability of success. Due
to Theorem Z1we can construct an algorithm A®P—o+ that computes DH with
non-negligible probability of success. Now apply Lemma [21

Proof Outline of Theorem [2 and Theorem Bl Due to Lemmal[2 in both cases it
is su [cieht to show that given an algorithm that computes P-DH for a P [P}
then there is an algorithm that computes DH. Lemma [ deals with the special
case P [B,. It can be viewed as the induction base. In Lemma H] computing
P-DH for a P [P} is reduced through an e LCcieht algorithm to computing Q-DH
for a Q [CPy—;. This lemma can be viewed as the induction step which is then
applied recursively | —2 times. As we will see we have to take care of a blow-up
of the coe [ciehts of the polynomial Q in the induction step.

Lemma 3. 1. For P [PE®Y™ we have: P-CDH [_CDH.
2. For P [Pb we have: oopos-P-CDHnsprime [y “CDHnsprime-
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Proof. We first prove part 1 of the lemma. Let P CPE°Y™  Because of Lemma[l
it is su [cieht to show P-CDH %-CDH. Let (G,9) = (Gn,9n)nmn CQA.

Let Op-pH be an oracle that computes P-DH, i.e. given g2,g®, Op-py outputs
gP(a,b) — gc20a2+c21azb+c22a2b2+c10a+c11ab+clzab2+c00+c01b+c02b2_

We want to design an algorithm ACr-on that computes DH with non-negligible
probability of success. The main idea of the proof is to “eliminate” any appear-
ance of ah? and a2bl in the exponent for every 0 < i, j < 2 by the multiplicative
combination of calls to Op-py. For this, A®r-oH queries the oracle for Y4 =
Op-pH(9?*,9) = P-DH(g**",g) and Y_ = Op-pn(g*~°,g) = P-DH(g? ", 9).
Divisioln_z_%lthe two outputs yields C = Y, - (Y_)71 = gAczab*+2cib \where all
Ci i= j—oCij are known. First assume c; £ 0. Now g*>@ = C - (g°)~%* can
be computed. Assume 4c, is positive, otherwise invert. Now compute all 4c,-th
roots of g2z (there are s := gcd(4c,, |G|)), i.e. all solutions of the equation

X4cz — g4ab-cz’ (1)

with x = g2. This can be done in time O(sn®) = poly(n), because for all
coe Lciehts, cj; = poly(n) holds. Now output one of the roots of equation ()
at random, one of them is the correct one, g2°. Hence, for the case ¢, £ 0 the
success probability of the A®r-on is [(h) = 1/s = 1/(4c,) = 1/poly(n).

In the case ¢, = 0 we query the oracle for P-DH(g2*°, g2) or P-DH(g®*?, g).
As shown in the full paper [4] at least one of those queries leads to a successful
computation of g2°. This completes the proof of part 1.

Now let (G,9) = (Gn,9n)nmn CG(nsprime) and let P [CR,. We show
part 2 of the lemma. Let Op-py be an oracle that outputs P-DH with success
probability at least [(h) = 1/poly(n). First the algorithm queries the oracle for
Y+ = Op-pu(g®*®*s,g4) and Y— = Op-pn(g2*%,g¥) for random and known
values s,t,u,v. Note that the queries are random and independent. Therefore
the probability that both calls give the correct answer is at least [2{n). Assume
this is the case, thus Y. = P-DH(g®*?*s,g") and Y_ = P-DH(g® ®*t,g"). Now
the key observation is that because the minimal prime factor of G is not too
small, every coe [cieht in the exponent has an unique inverse with overwhelming
probability (Lemmal[l). In this case the inverse is e [ciehtly computable. From

Y, = gcz(a+b+s)2+cl(a+b+s)+co — g02(a+b)2+2cz(a+b)s+czsz+c1(a+b+s)+co
I;I H . . . 2
for ci = iy Cijul a simple computation gives us g, For the same reason

we get g@* from Y_. Again by division g2® can be computed and hence
g2, We have constructed an algorithm ACr-or that computes g2 with success
probability of at least [2{n) = 1/poly(n). 1

The next lemma is the “induction step” to proof Theorems[3 and [2.

Lemma 4. 1. ForaP IZEt< let Op-pn be an oracle that breaks P-CDH. Then
for k:= 2kI2!' there is a Q [Pk, and an e [cieht algorithm ACr-on that
breaks Q-CDH making at most 3 queries to Op-py.
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2. For a function (3> 0 and for a P [P, let Op-py be an oracle that breaks
[(h)-P -CDHpnsprime. Then there is a Q [CH;—; and an e Lcieht algorithm
ACr-oH that breaks [2{n)-Q-CDHnsprime Making at most 3 queries to Op -py.

Proof. We start proving the first part of this lemma. Let P IZEF and let (G,g) =
(Gn, gn)na Q. The main idea of this proof again is to eliminate any appear-

ance of g2 or g2"?' for any i, j by computing P-DH(g2*, g)-(P -DH(g3®, g)) 2.

Case 1: | even. Making two queries to the oracle Op-py, algorithm ACr-oH gets
Y, = P_DH(ga+b g) = gc|(a+b)'+c|_1(a+b)'_1+---+co(a+b)

and Y— =P-DH(g*",g) = g1 @D rera @0 roo@),

where ¢j ;= Ji- —1 Cij. Now assume c¢; 8 0. ¢; might be 0, but in this case continue
with the same trick as in the proof of Lemmal[3 (1). Because | is even division
leads to gQ@P) =Y, . (Y_)"T where

gQ(a,b) = gC|((a+b)'—(a—b)')+C|—1((a+b)'_1—(a—b)'_1)+Z:;§ ci((a+b)' —(a—h)"))

— gZC| (Gr)a " tb+(,1y)a' 203+ +(1)ab ) +2c 1 (([Z3)a' ~2b+--+b' 1)+ .

Each (cqe [gieht ﬁa@ of this polynomial Q(a,b) is either 0 (if j is even) or

2Ci+j ij =2l ,, = 2kI2' =: kU(if j is odd). Note that the coe [ciehts of

the monomials a' and b' are always 0. Thus Q(a,b) CPE_;. Algorithm ACr-oH
outputs gR°@P = Q-DH(g?, g°).

Case 2: | odd. With three queries to the oracle Op-py, algorithm ACPr-oH gets
@@ = P-DH(g**",g) - P-DH(g*™,g) ™ - P-DH(g", )"

where Q(a,b) = 2¢la'~tbh — 2¢—1b'""1 + ... A similar computation as in the
even case shows that Q(a,b) [PkK_, with k™defined as above. Algorithm ACr-o
outputs gR@b) = Q-DH(g?, g®). This completes the proof of the first part.

The proof of the second part of the lemma can be found in [4]. 1

Now we are ready to give the proof of Theorem[3.

Proof (of Theorem B). Let (G,g) = (Gn,9n)nsno L Q. For | IZO(\/W) and

k [Cpoly(n) let P [CHY. Due to Lemma ] it is su [cieht to show P-CDH [
CDH. Let Op-py be an oracle that computes P-DH. Now apply (I — 2)-times
Lemmalf4] (1) recursively to get a polynomial Q and an e@ht algorithm ACe-on
that computes Q-DH. Q [PE®D where f(k, ) = k- ,_, ,i2i k. 12°2> =
poly(n) - poly(n) = poly(n). The number of queries to Op-py is at most 3'=2 =
poly(n). Now use Lemmaf[3 (1) to construct an e [cieht algorithm B®r-o~ that
computes DH(g?, g®) with overwhelming probability of success. 1

The proof of Theorem [21is similar and can be found in the full paper [4].
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4 The Decisional Case

Let G = (Gh,gn)nmu = (G,g) be a family of groups and generators and let
[(h) be a function in n. Then the [(h)-P-Decision Di [e=Hellman assumption
for G ([(h)-P-DDH(G) is: There is no e Lcieht algorithm A that, given random
group elements g2, g° and (in random order) g” 2 and another random group
element g°, identifies g & with probability 1/2 + [(ih) (taken over the input
and coin tosses of A). Let [(h)-P -DDHnsprime, [N)-P-DDHpsprime, [(h)-P-DDH
as well as the Decision Square Exponent assumption [(h)-DSE and the Decision
Di [e-Hellman assumption [(h)-DDH be defined as in the computational case.

4.1 Previous Work

Theorem 6. 1. true %—DDHnspnme (Shoup [7]).

2. true %'DSEnsprime (Wolf [9]).
3. poly(n) -DDH % poly(n) -DSEnsprime (Wolf [9]).

4. oty -DDH [ s-DSE (Wolf [9]).

4.2 This Work

We define the set of polynomials P,—for which the reduction from P-DDH to
DDH is possible. Let P,=[CP} be the set of polynomials P (a, b) given by

P (a,b) = (dooa + dosb)(dioa + d11b) + C10@ + Corb + Coo,  Cij, dij [Zg-

Example polynomials of P,include P (a,b) = a? — b? and P (a, b) (a+ b)2.
We characterize the relation between the assumptions poly(n) -DDH and

poly(n) -P-DDH in the following two theorems. Remember that P; is the set
of polynomials P (a,b) = cy1ab + cgia + c10b + cop satisfying c11 £ 0.

Theorem 7. For every P [ Plgyny \ P2and Q [CPbwe have:

1. poly(n) DDHnsprlme ¢ poly(n) -P- DDHnsprlme

2. soramPPH Lty Q-DDH.

Theorem 8. For every P [Pl yny \ P1 We have:

-DDHnsprime = -P -DDHhnsprime-

1
poly(n) poly(n)

The proof of Theorem [8 uses techniques due to Shoup [7] and can be found in
the full paper [4]. The next theorem is a direct corollary of Theorem [71 (T)).

Theorem 9. For every P [Pl yny We have: true %—P—DDHnsprime.



Cryptographic Functions Related to the Di [e-Hellman Function 347

4.3 Proofs
The following lemma gives an alternative characterization of P,

Lemma 5. 1. If P(a,b) [CPLrthen there are non-trivial linear combinations
R,Sand T of 1, a, b and P(a,b) over Z g, that satisfy the relation

alb: R(,ab,P(ab)) -SlanbP(ab))=T(ahbP(@b) (2

2. Let (G,g) CG(nsprime) and let P [Hpoy(ny- If relation (@) is satisfied,
then P [Phbcholds with overwhelming probability (over the choices of P).

Proof. Let R(a,b) = rgo+ria+rab+r3P(a,b), S(a,b) = sg+sia+s,b+s3P(a,b)
and T(a,b) =ty + t1a + tob + t3P (a,b). Relation (2) can only hold for all a,b if
r3 = s3 = 0. Thus, viewed as polynomials over a and b, relation (2) is satisfied
iljha + I’gb) : (S]_a + Sgb) = ug +uja+ub+ tgP(a, b), where ug := tg — roSo,
Up :=t3 —rgS; —r1Sp and U, = to — oS, — raSg. Consequently, for any P (a,b) [
PS5 relation @) can be satisfied (setting tz = 1). Now let (G,g) [Q(nsprime)
and relation () be satisfied. Due to Lemma [} ts is invertible in Z,g; with
overwhelming probability. In this case obviously P [Phholds.

The next lemma proves Theorem [7] [2)).

Lemma 6. Let P [(Pb—and let Oppy be an oracle that breaks [(h)-DDH. Then
there is an e [cieht algorithm ACPo+ that breaks [(h)-P-DDH.

Proof. We construct A®eeH as follows: Let g2,g° and in random order g &)
and g€ be given. Since P [Pbcwe can compute gR@P) gS@b) gnd gT (@b with
R,S, T satisfying relation (@) of Lemma[5 (1). g" @ is computed twice, first
with gP @b second with g° in the role of gP®b) ., Lets denote them as g’
and g"2. Now feed Oppy with the input (gR,g%,9™,g"2) which immediately
identifies which one, g™ or gT2, has been computed from g” &) Note that we
called Oppn only once, thus the success probability of algorithm A®Pe+ s [(h).
1

The next lemma says that for P [Py, \P2>¢very generic algorithm that breaks
[(h)-P -DDHpsprime for a non-negligible [(h) needs at least super-polynomial
time. It proves Theorem [ (T). The proof uses techniques due to Shoup [7].

Lemma 7. Let m = m(n) be a family of integers whose smallest prime factors
p = p(n) are (asymptotically) lower bounded by a polynomial R(n). Let S [
{0,1}be a set of at least m binary strings. Let P [P} \ Pacailet A = A(n) be
generic algorithms that work for groups of order m, run in time at most T = T(n)
and make calls to a (perfect) DDH-oracle. Let a,b,c [Z}, be chosen at random,
let 0 : Zn, » S be a random encoding function, and let t be a random bit. Set
wo = P (a,b) and wy = c. Then Pr[A(o;1,a,b,wg, Wi—¢) = t] < 1/2 + O(IT?/p).

Proof (Sketch). The proof follows two ideas. First, if the algorithm has a slight
chance to decide P-DH only by making computations in the group, then this
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happens by an “accident” that is not very likely to happen. And second, the
algorithm has no chance to get a single bit of information from the DDH-oracle,
i.e. the probability that it gets a non-trivial answer from it is very small (here
Lemma[5 (2) comes to application). Hence, the oracle is useless. See the full
version [4] for a formal treatment of the proof. 1

5 Conclusions and Open Problems

We presented a theoretical approach of a generalization of the Di Ce=Hellman
function. This P-Di Ce=Hellman function is provably computationally equivalent
to the Di [e-Hellman function for a certain class of groups. As the title of this
paper suggests this set of functions should be viewed as a tool box. The same
way the Square Exponent function was introduced as a theoretical concept first
and later exploited in a cryptographic setting, we hope that one will find a useful
application in some cryptographic protocols or maybe one can use it to simplify
some proofs in the context of the Di [Ce-Hellman function.

Note that the P-DH function can replace the DH function in some applica-
tions. For instance the to-the-s Di Ce=Hellman function introduced in Section [I]
can be used in protocols like the scheme for key escrow with limited time span [1].

Open Problems: As mentioned above it would be nice to have some more “real-
world” applications of the P-Di Ce-Hellman function.

The results in the computational case leave a lot of room for improvement.
It would be interesting to see if one can improve our results to show that

1 1
5oy "CPH < 5orymy-P -CDH holds for P [Pdoiy(n). In [6] the Inverse Exponent

function 1E(g?) = g@ 7 is proven to be computationally equivalent to the DH
function. Consequently one might ask the question what kind of functions f (oth-
ers than polynomials) lead to f-Di [e=Hellman functions f-DH(g?, g°) = gF@PD
that are computationally equivalent to the DH function. Also, a generalization
of the defining polynomial P (a,b) to P (ay, - -, ax) is possible.
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